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MO PAU

An toan théng tin (Information security) 1& mét linh vuc trong dbi mai va duoc quan tam
trong vai thap ky gan day va phat trién manh trong khoang 10 nim qua nhd sy phat trién
manh mé& cua mang Internet va cac dich vu mang trén nén Internet. Tuy nhién, do Internet
ngay cang mé rong va gan nhu khong con khai niém bién gisi qudc gia trong khdng gian
mang, cac su cd mét an toan thdng tin lién tuc xay ra va dic biét cac dang tin cdng, xam nhap
cac hé théng may tinh va mang xuét hién ngay cang phé bién va mic d6 pha hoai ngay cang
nghiém trong. Véan dé dam bao an toan cho théng tin, cac hé théng va mang tré nén cap thiét
va la méi quan tdm ciia mdi qudc gia, co quan, to chirc va mdi ngudi dung.

An toan thong tin dugc dinh nghia 14 viéc bao vé chdng truy nhap, sir dung, tiét 16, sira
ddi, hodc pha huy thong tin mot cach trai phép. Dudi mot goc nhin khéac, An toan théng tin 1a
viéc bao vé cac thuoc tinh bi mat, tinh toan ven va tinh san ding cua cac tai san thong tin
trong qua trinh chung duoc luu trix, xir ly, hodc truyén tai. An toan thong tin c6 thé duoc chia
thanh ba thanh phan chinh: An toan may tinh va di fiéu, An ninh mang va Quan ly an toan
thdng tin.

Mon hoc Co sé an toan thong tin & mon hoc co sé chuyén nganh trong chuong trinh dao
tao dai hoc cac nganh An toan théng tin va nganh Céng nghé théng tin (chuyén nganh An
toan thong tin) caa Hoc vién Coéng nghé Buu chinh Vién thong. Muc tiéu cia mon hoc cung
cap cho sinh vién céac khai niém va nguyén tic co ban vé dam bao an toan thong tin, an toan
may tinh, an toan hé théng théng tin va mang; cic nguy co va cac 16 hong gay mat an toan;
cac dang tan cong, xam nhap thuong gap; cac dang phan mém doc hai; cac giai phap, ki thuat
va cdng cu phong chong, dam bao an toan thong tin, hé thdng va mang; van dé quan ly an
toan théng tin, chinh sach, phéap luat va dao duc an toan thong tin.

Vi pham vi 1a mét trong mdn hoc co sé nhat vé an toan thong tin, nhom tac gia ¢b géng
trinh bay nhiing van dé co s& nhit phuc vu myc tiéu mdn hoc. Noi dung cua tai liéu bai giang
duoc bién soan thanh 6 chuong véi tom tat ndi dung nhu sau:

Chirong 1- Téng quan vé an toan thdng tin gigi thiéu cac khai niém vé an toan thang tin,
an toan hé thong thdng tin va cac yéu cau dam bao an toan thong tin, an toan hé théng théng
tin. Chuong ciing dé cap cac nguy co, rii ro trong cac ving caa ha tang cong nghé thong tin
theo muc két ndi mang. Phan cudi cia chuong giGi thiéu md hinh tong quat dam bao an toan
thong tin, an toan hé thng thang tin.

Chirong 2- Céc 16 hong bao mdt va cdc diém yéu hé thong gidi thiéu cac khéi niém vé céc
diém yéu va 15 hong bao mat ton tai trong hé thong, cac dang 16 héng bao mat trong hé diéu
hanh va cac phan mém tng dung. Chuong di sau phan tich co ché xuat hién va khai thac cac
15 hong tran bo dém va 16 hdng khdng kiém tra dau vao. Phan cudi cua chuong dé cap van dé
quan ly, khic phuc céc 15 hong bao mat, ting cuong kha nang dé khang cho hé thdng va gioi
thiéu mot s6 céng cu ra quét 15 hdng bao mat.
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Chuong 3- Cac dang tan céng va cac phan mém déc hai giéi thiéu vé céc dang tan cong
dién hinh vao céc hé théng may tinh va mang, bao gom tin cdng vao mat khau, tin céng nghe
1én, nguoi ding gitra, tin cdng DoS, DDoS, tan cong str dung cac ki thuat x& hoi,... Nta cudi
ctia chuong dé cap dén cac dang phan mém doc hai, gdm co ché 1ay nhiém va tac hai cua
chdng. Kém theo phan mé ta mdi tan cong, hoic phan mém doc hai, chuong dé cap cac bién
phap, k¥ thuat phong chéng.

Chuong 4 — Dam bdo an toan thong tin dwa trén ma hoa gidi thiéu cac khai niém co ban
vé mat m, hé ma hoa, cac phuong phap ma hoa. Phan tiép theo cua chuong trinh bay mot sé
giai thuat co ban ctiia ma hoa khéa ddi xung (DES, 3-DES va AES), ma hoa khoa bat d6i xing
(RSA) va cac ham bam (MD5 va SHA).

Chirong 5- Cac ky thudt va céng nghé dam bao an toan thong tin gisi thiéu khai quat vé
diéu khién truy nhap, cac co ché (mé hinh) diéu khién truy nhap va mét sé cong nghé diéu
khién truy nhap duoc sir dung trén thyc té. Phan tiép theo cua chuong gidi thiéu vé tuong lua
— mot trong cac Ky thuat dugc sir dung rat pho bién trong dam bao an toan cho hé théng may
tinh va mang. Phan cudi cua chuwong gidi thiéu vé cac hé théng phét hién va ngin chin xam
nhap va cac cdng cu ra quét phan mém doc hai.

Chirong 6 — Quan Iy, chinh sach va phép lugt an toan thdng tin gioi thiéu mot sé khai
niém co ban trong quan |y an toan thdng tin, van d& danh gia rui ro an toan thong tin va thuc
thi quan ly an toan théng tin. Noi dung tiép theo dwgc dé cap 1a cac chuan quan ly an toan
thong tin, trong d6 gidi thiéu mot s6 chuan cua b chuan ISO/IEC 27000. Phan cudi caa
chuong gi6i thiéu khai quét vé cac van dé chinh séch, phép luat va dao dirc an toan thong tin.

Tai liéu dugc bién soan dua trén kinh nghiém giang day cdc moén hoc Co sd an toan thdng
tin va mén hoc Mang may tinh trong nhiéu nam cua nhom tac gia tai Hoc vién Cong nghé
Buu chinh Vién thong, két hop tiép thu cac dong gop cua déng nghiép va phan hdi tir sinh
vién. Tai liéu c6 thé duoc sir dung 1am tai liéu hoc tap cho sinh vién hé dai hoc cac nganh An
toan théng tin va nganh Cong nghé théng tin (chuyén nganh An toan théng tin). Trong qua
trinh bién soan, mac di nhom tac gia da rat ¢ gang song khong thé tranh khoi c6 nhiing thiéu
s6t. Nhom tac gia rit mong mudn nhan duoc y kién phan hdi va cac gop y cho cac thiéu sot,
cling nhu y kién vé viéc cap nhat, hoan thién noi dung cua tai liéu.

Ha Noi, Thang 12 nam 2016

Nhom tac gia

TS. Hoang Xuén Dau
ThS. Nguyén Thi Thanh Thuy
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CHUONG 1. TONG QUAN VE AN TOAN THONG TIN

Chuong 1 gidi thiéu cac khai niém vé an toan thong tin, an toan hé théng théng tin va cac
yéu cau dam bado an toan thong tin, an toan hé thong théng tin. Chwong ciing dé cap cac nguy
co, rii ro trong cac ving cua ha tang cdng nghé thdng tin theo mizc két néi mang. Phan cudi
Ciia chirong gidi thiéu mé hinh tong qudt dam bdo an toan thong tin, an toan hé thong thdng
tin.

1.1. KHAI QUAT VE AN TOAN THONG TIN
1.1.1. Mgt s khai niém trong an toan thong tin
1.1.1.1. An toan thong tin

An toan thong tin (Information security) l1a viéc bao vé chong truy nhap, sir dung, tiét 1,
sta d6i, hoic pha hay thong tin mot cach trai phép, theo trang Wikipedia
(https://en.wikipedia.org/wiki/Information_security).

Theo cudn Principles of Information Security [1], An toan théng tin Ia viéc bao vé cac
thuoc tinh bi mdt (confidentiality), tinh toan ven (integrity) va tinh san ding (availability) caa
C4cC tai san thong tin trong qua trinh chung duoc luu trit, Xu 1y, hodc truyén tai. Hinh 1.1 minh
hoa ba thudc tinh can bao vé noi trén cia cac tai san thong tin, bao gom dir liéu (Data) va dich
vu (Services).

A\

Availability

Hinh 1.1. Cac thugc tinh cdn bdo vé cia tai san thong tin: Bi mat (Confidentiality),
Toan ven (Integrity) va San dung (Availability)

An toan thong tin gom hai linh vuc chinh 1a An toan cong nghé thong tin (Information
technology security, hay IT security) va Pam bdo thdng tin (Information assurance). An toan
cong nghé thong tin, hay con goi la An toan may tinh (Computer security) la viéc dam bao an
toan cho cac hé théng cdng nghé thdng tin, bao gdm céc hé théng may tinh va mang, chéng
lai c&c cudc tan cong phé hoai. Bam bao théng tin 1a viéc dam bao thong tin khéng bi mat khi
Xay ra cac sy cb, nhu thién tai, hong hoc, trom cap, phéa hoai,... Pam bao thong tin thuong
duogc thuc hién st dung cac ky thuat sao luu ngoai vi (offsite backup), trong do6 dir liéu thong
tin tir hé théng gc duoc sao luu ra cac thiét b luu trix vat ly dit & mot vi tri khac.

-11 -
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1.1.1.2. Hé théng thong tin va an toan hé théng théng tin

Hé thong thong tin (Information system), theo cuén Fundamentals of Information Systems
Security [2] 1a mot hé thdng tich hop céc thanh phan nhiam phuc vu viéc thu thap, luu trir, Xa
ly théng tin va chuyén giao thdng tin, tri thicc va cac san pham sd. Trong nén kinh té s, hé
thdng thong tin dong vai tro rat quan trong trong hoat dong ciia cac to chic, co quan va doanh
nghiép (goi chung 1a t6 chuc). C6 thé noi, hau hét cac td chirc déu str dung cac hé thdng thong
tin Vi cac quy mé khac nhau dé quan ly cac hoat dong ciia minh. Hinh 1.2 minh hoa mé hinh
mét hé thdng thong tin dién hinh. Trong md hinh nay, méi hé théng théng tin gom ba thanh
phan chinh: (i) thanh phan thu thap théng tin (Input), (ii) thanh phan xa ly théng tin
(Processing) va (iii) thanh phan két xuat thong tin (Output). Hé thdng thong tin duoc st dung
dé tuong tac vai khach hang (Customers), voi nha cung cap (Suppliers), véi co quan chinh
quyén (Regulatory Agencies), véi ¢d dong va véi dbi tha canh tranh (Competitors). C6 thé
néu 12 mot sé hé théng thong tin dién hinh nhu cac hé 1ap ké hoach ngudn luc doanh nghiép,
cac may tim kiém va cac hé thong thong tin dia ly.

ENVIRONMENT
Suppliers Customers

L) ORGANIZATION ¥
4

RMATIO TEM

Processing N
Input lassify Output

< : >
¥ \ L}
Regulatory Stockholders Competitors
Agencies

Hinh 1.2. M hinh hé thong thdng tin ciia co quan, t6 chirc

Trong 16p céc hé théng thdng tin, hé thong thong tin dua trén may tinh (Computer-based
information system), hay st dung c¢6ng nghé may tinh dé thuc thi cac nhiém vu 1a 16p hé
thng thong tin dugc sir dung rong réi nhat. Hé thong thdng tin duwa trén may tinh thuong gom
cac thanh phan: phan cang (Hardware) dé thu thap, luu trit, xir Iy va biéu dién dit liéu; phan
mém (Software) chay trén phan cimg dé xu ly dix lidu; co so dit liéu (Databases) dé luu trit dit
lieu; mang (Networks) 1a hé théng truyén dan théng tin/dir liéu; va cac thu tuc (Procedures) la
tap hop cac 1énh két hop cac bo phan néu trén dé xir Iy dit liéu, dwa ra két qua mong muén.

An toan hé théng thdng tin (Information systems security) 1a viéc dam bao cac thuoc tinh
an ninh, an toan cua hé théng thdng tin, bao gém tinh bi mdt (confidentiality), tinh toan ven
(integrity) va tinh san ding (availability). Hinh 1.3 minh hoa cac thanh phan cua Hé thong
thong tin dua trén may tinh va An toan hé thong thdng tin.

-12 -
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Hinh 1.3. Cac thanh phan cia hé thang thdng tin va an toan hé thong thong tin

1.1.1.3. M4t sé khai nigm khac

Truy nhdp (Access) 1a viéc mot chu thé, ngudi dung hoic mot dbi tuong c6 kha ning sir
dung, xu ly, sira di, hoic gay anh huéng dén mot cha thé, nguoi ding hoic mot ddi tuong
khac. Trong khi ngudi ding hop phap ¢6 quyén truy nhap hop phap dén mot hé thong thi tin
tac truy nhap bat hop phap dén hé thong.

Tai san (Asset) la tai nguyén cua cac t6 chirc, ca nhan dugc bao vé. Tai san cd thé Ia tai
san 16 gic, nhu mot trang web, thoéng tin, hoac dit liéu. Tai san c6 thé Ia tai san vat 1y, nhu hé
théng may tinh, thiét bi mang, hoic cac tai san khac.

Tdn cong (Attack) 12 hanh dong ¢ chu y hoic khdng c6 chu y c6 kha ning gay hai, hoic
lam thoa hiép céc thong tin, hé thdng va cac tai san duoc bao vé. Tan cong co thé cha dong
hoac thu dong, truc tiép hoac gian tiép.

1.1.2. Sw can thiét caa an toan thong tin

Thiét bi két néi (dom vi: t¥ cai)

0
15 28 CAGR
” — ty o 2015-2021
=
20

) —i
!-
5 II

2014 2015 2016 2007 2018 2019 2020 2021 2015 202

Hinh 1.4. Sé heong céc thiét b két noi vao Internet dén 2015 va du bdo dén 2021 [3]
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Trong nhitng nim gan day, cung voi sy phét trién manh mé cua cac thiét bi di dong, va
dac biét 1a cac thiét bi 10T (Internet of Things), sé luong ngudi ding mang Internet va sé
luong thiét bi két ndi vao mang Internet ting trudng nhanh chong. Theo thong ké va du bao
cua Forbes [3] cho trén Hinh 1.4, sb luong céc thiét bi co két ndi Internet 1a khoang 15 ty va
du béo s& ting manh I&n khoang 28 ty thiét bi c6 két ndi vao nim 2021. Cac thiét bi loT két
ndi théng minh 1a nén tang cho phét trién nhiéu wng dung quan trong trong cac linh vuc cua
doi sbng xa hoi, nhu thanh phd théng minh, cong ddng thdng minh, ngdi nha théng minh, &ng
dung giam sat va cham soc stc khoe,. ..

80,000 Sé Iwong cac sw cb6 ATTT
dwoc théng bao dén US CERT

61,214
60,000
48,562
50,000
41778 42954
40,000
22,909
30,000
20,000 a2 ‘
11,811

10,000 5503 {

2006 2007 2008 2009 2010 2011 2012 2013 2014

Niam

Hinh 1.5. So lwong cac sur cé toan hé thong théng tin dwoc théng bdo dén
Co quan ung ciru khan cap may tinh (US-CERT) trong giai doan 2006 — 2014 [4]

Cung véi nhitng loi ich to 16n ma céc thiét bi két néi Internet mang lai, cac su ¢6 mat an
toan thong tin d6i véi cac hé thong may tinh, dién thoai di dong théng minh, cac thiét bj loT
va ngudi dung ciing ting vot. Theo s6 liéu ghi nhan caa Co quan Théng ké quéc gia Hoa Ky
cho trén Hinh 1.5, s6 lugng cac su ¢ mat an toan hé thong thong tin duoc thong bao dén Co
quan &ng ciu khan cap may tinh (US-CERT) trong giai doan 2006 — 2014 tang rat manh, tir
5.503 vu vao nam 2006 1én dén 67.168 vu vao nam 2014. O Viét Nam, trong bao céo “T(fng
két an ninh mang nam 2015 va dy bdo xu hiréng 2016” [5], Tap doan Bkav cho biét 8.700 ty
dong la tong thiét hai woc tinh do vi rit may tinh gay ra ddi véi nguoi ding Viét Nam trong
nam 2015. Con s nay van & muc cao va tiép tuc ting so v6i 8.500 ty déng ciia nam 2014. Du
bao trong ndm 2016 va cac nam tiép theo, s lugng sy ¢b va thiét hai do mat an toan théng tin
gay ra con c6 thé 16n hon nita, do sé lwong thiét bi két néi tang truong nhanh chong va nguy
co tir sy phét trién manh caa cac phan mém doc hai va cac ky thuat tan cong, pha hoai tinh vi.

Nhu véy, viéc dam bao an toan cho thong tin, may tinh, hé thdng mang va cac thiét bj két
ndi khéc, chéng lai cac truy nhap trai phép va cac cudc tan cong pha hoai la rat can thiét
khong chi dbi voi cac ca nhan, co quan, to chic, doanh nghiép ma con ca dbi véi an ninh
quéc gia. Hon nita, viéc xay dung cac giai phap an toan théng tin chi thuc su hiéu qua khi
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duoc thuc hién bai ban, dong bd, dam bao can bang giira tinh an toan, tinh hitu dung cua hé
thng va chi phi dau tu cho cac bién phap dam bao an toan.

1.2. CAC YEU CAU PAM BAO ATTT VA HTTT

Nhu da trinh bay trong Muc 1.1, viéc dam bao an toan thdng tin, hoic hé thong théng tin
la viéc dam bao ba thudc tinh cua théng tin, hoic hé théng, bao gdom tinh Bi mdt
(Confidentiality), tinh Toan ven (Integrity) va tinh San dung (Availability). Day ciing 1a ba
yéu cau d¢am bao an toan thong tin va hé thong théng tin.

1.2.1. Bi mat

Tinh bi mat dam bao rang chi ngudi ding c6 tham quyén méi duogc truy nhap thong tin, hé
théng. Céc thong tin bi mat c6 thé bao gom: (i) dit lidu riéng cua ca nhan, (ii) cac thong tin
thudc quyén so hitu tri tué caa cac doanh nghiép hay cac co quan, to chirc va (iii) cac théng
tin ¢ lién quan dén an ninh cua cac qudc gia va cac chinh pha. Hinh 1.6 minh hoa mét vin
ban dugc dong dau Confidential (Mat), theo d6 chi nhitng ngudi ¢ tham quyén (c6 thé khong
gom ngudi soan thao van ban) mai dugc doc va phd bién van ban.

i[ | el S ™ ~‘.— Internet e | =
NS 77/, v =
\ _4/
_—
Puong him VPN m3 hoa
Goi tin IP duoe md hoa
Tin duoc an div

Dir ligs Dir lids
khén: pe—— 315 ——  khéng
mi héa ot m3 héa

Hinh 1.7. Bam bao tinh bi mét bang dwong ham VPN, hogc ma héa
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Théng tin bi mat luu trir hodc trong qua trinh truyén tai can dugc bao vé bang céac bién
phap phu hop, tranh bi 16 lot hozc bi danh cép. Cac bién phép c6 thé st dung dé dam bao tinh
bi mat cua thong tin nhu bao vé vat ly, hoac sa dung mat méa (cryptography). Hinh 1.7 minh
hoa viéc dam bao tinh bi mat bang cach st dung duong ham VPN, hoic ma hda dé truyén tai
thdng tin.

1.2.2. Toan ven

Tinh toan ven dam bao ring thdng tin va dit liéu chi c6 thé duoc stra d6i boi nhitng nguoi
ding cé tham quyén. Tinh todn ven lién quan dén tinh hop 1& (validity) va chinh xac
(accuracy) cua dit liéu. Trong nhiéu t6 chic, théng tin va dit liéu c6 gié tri rat 16n, nhu ban
quyén phan mém, ban quyén &m nhac, ban quyén phat minh, sang ché. Moi thay d6i khdng c6
tham quyén c6 thé anh huéng rat nhiéu dén gia tri cua thong tin. Thong tin hoic dit liéu 1a
toan ven néu nd thoa man ba diéu kién: (i) khdng bi thay déi, (i) hop 1& va (iii) chinh xéc.
1.2.3. Sin dung

Tinh sén dung, hoic kha dung dam bao rang thong tin, hoac hé thdng ¢ thé truy nhap bai
ngudi ding hop phap bét ctr khi nao ho ¢ yéu cau. Tinh sin ding c6 thé duoc do bang cac
yéu tb:

- Thoi gian cung céap dich vu (Uptime):

- Thoi gian ngiing cung cap dich vu (Downtime);

- Ty I¢ phuc vu: A = (Uptime) / (Uptime + Downtime);

- Thoi gian trung binh giita cac su cd;

- Thoi gian trung binh ngimg dé sira chiva;

- Thoi gian khdi phuc sau su cé.

Hinh 1.8. Minh hoa tinh san ding: (a) khéng dam bdo va (b) dam bao tinh san ding

Hinh 1.8 minh hoa tinh sin dung: trudng hop (a) hé thdng khong dam bao tinh sin ding
khi c6 mot sé thanh phan gap su ¢ thi khdng c6 kha niang phuc vu tat ca cac yéu cau cua
ngudi dung va (b) hé théng dam bao tinh sin dung khi cac thanh phan caa nd hoat dong binh
thuong.
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1.3. CAC THANH PHAN CUA AN TOAN THONG TIN

An toan thdng tin c¢d thé dugc chia thanh ba thanh phan chinh: an toan may tinh va di lidu
(Computer & data security), an ninh magng (Network security) va quan ly an toan thong tin
(Management of information security) [1]. Ba thanh phan caa an toan théng tin c6 quan hé
mat thiét va giao thoa véi nhau, trong dé phan chung cua ca ba thanh phan trén 1a chinh sach
an toan théng tin (Policy) nhu minh hoa trén Hinh 1.9.

Information

security Network

anagement of

Poli
information security ¥

Computer & data security

Hinh 1.9. Cac thanh phan chinh cia An toan théng tin [1]

1.3.2. An toan may tinh va dir li¢u

An toan may tinh va dit liéu la viéc dam bao an toan cho hé théng phan cting, phan mém
va dir liéu trén may tinh; dam bao cho may tinh c6 thé van hanh an toan, dap (ng cac yéu cau
ctia nguoi st dung. An toan may tinh va dit liéu bao gom cac noi dung:

- Pam bao an toan hé diéu hanh, tng dung, dich vu;

- Véan dé diéu khién truy nhap;

- VAn dé ma hda va bao mat di liéu;

- Véan dé phong chéng phan mém doc hai;

- Viéc sao luu tao dy phong dir liéu, dam bao dir liéu luu trong may tinh khong bi mat

mét khi xay ra su cd.

Hinh 1.10. Pam bdo an toan may tinh va dir liéu
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1.3.3. An ninh mang

An ninh mang 1 viéc dam bao an toan cho hé théng mang va cac thong tin truyén tai trén
mang, chong lai cac tin céng, xam nhap trai phép. Cac ky thuat va céng cu thuong duoc sit
dung trong an ninh mang bao gém:

- Cac tudng lta, proxy cho loc goi tin va diéu khién truy nhap;

- Mang riéng 4o va cac ki thuat bao mat théng tin truyén nhu SSL/TLS, PGP;

- Céc ky thuat va hé thdng phat hién, ngan chin tan cong, xam nhap;

- Van d giam sat mang.

Hinh 1.11. Pam bdo an toan cho hé thang mang va thong tin truyén trén mang

1.3.4. Quan ly an toan thong tin

Quan ly an toan thong tin la viéc quan ly va giam sat viéc thyc thi cac bién phap dam bao
an toan thdng tin, gilp nang cao hiéu qua caa ching. Mot trong cac noi dung cdt 16i caa quan
ly an toan thong tin la viéc quan ly cac ruai ro (Risk management), trong d6 viéc nhan dang va
danh gia rui ro (Risk assessment) dong vai trd then chét. Cac noi dung khac cua quan ly an
toan thong tin, bao gém céc chuan an toan thong tin, chinh sach an toan thong tin va van dé
dao tao, ndng cao y thic an toan théng tin ctia nguoi dung.

Control

Implement Monitoe

Hinh 1.12. Chu trinh quan ly an toan thong tin
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Viéc thuc thi quan ly an toan théng tin can duoc thuc hién theo chu trinh 13p lai, tir khau
lap ké hoach (Plan), thuc thi ké hoach (Implement), giam sat két qua thuc hién (Monitor) va
thuc hién cac kiém soat (Control) nhu minh hoa trén Hinh 1.12, do cac diéu kién bén trong va
bén ngoai thay doi theo thoi gian.

1.3.5. Chinh sach an toan théng tin

Chinh sach an toan théng tin (Information security policy) la cac néi quy, quy dinh cua co
quan, to chuc, nham dam bao cac bién phap dam bao an toan thdng tin duoc thuc thi va tuan
thu. Chinh sach an toan thong tin, nhu minh hoa trén Hinh 1.13 gém 3 thanh phan:

- Chinh sach an toan & muc vat ly (Physical security policy);

- Chinh sé&ch an toan & mac t6 chiic (Organizational security policy);

- Chinh sach an toan & muc logic (Logical security policy).

Mot vi du vé chinh sach an toan thdng tin: dé tang cudng an toan cho hé théng cong nghé
thong tin, mot to chirc ¢d thé &p dung chinh sach xé&c thuc ‘manh’ sir dung cac dic diém sinh
trac (Biometrics), nhu x4c thuc sir dung van tay thay cho mat khau truyén théng cho hé théng
clra ra vao trung tam dix liéu, hodc dang nhap vao hé thong may tinh.

a il Wﬂ

Organization Physical Logical
Security Security Security
’ Measures Measures Measures
J , “ : 1
( ===

Hinh 1.13. Chinh sach an toan théng tin

1.4. CAC MOI PE DOA VA NGUY CO TRONG CAC VUNG HA TANG CNTT

1.4.1. Bay vung trong co sé ha ting CNTT

Ha ting cong nghé thang tin (IT Infrastructure) cia cac co quan, té chac, doanh nghiép cé
thé ¢6 quy mé 16n hay nho khac nhau, nhung thudng gém bay ving theo mirc két ni mang
nhu minh hoa trén Hinh 1.14 [2].

Cac ving cu thé gom: ving nguoi ding (User domain), viing may tram (Workstation
domain), vung mang LAN (LAN domain), vung LAN-to-WAN (LAN-to-WAN domain),
vung mang WAN (WAN domain), vung truy nhap tir xa (Remote Access domain) va vung hé
théng/iang dung (Systems/Applications domain). Do mdi viing ké trén c6 dic diém khac nhau
nén ching c6 cac mdi de doa va nguy co mét an toan thdng tin khéac nhau.
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)
LAN Domain LAN-to-WAN Domain WAN
<A Domain
= ) ‘ \/
User Workstation Server C—
Domain Domain ‘ Firewall
| = | =2 =
‘ ‘ Uke =) , Z
Computer Hub Rouler E
Remote Access Domain Mainframe Application &
Web Sorvors
Al } Broadband ' 3 }
k‘ = Internet ’ 4 :
LN \—/ —2 Cloud Computing
Remote Computer ) System/Applications
User Domain

Hinh 1.14. Bay ving trong hg tang CNTT theo muzc két néi mang [2]

1.4.2. Cac méi de doa va nguy co trong cac vung ha ting CNTT
Vaung nguwoi dung

C6 thé ndi ving nguoi dung 1a viing ¢ nhiéu mdi de doa va nguy co nhat do nguoi ding
c6 ban chét kho doan dinh va kho kiém soét hanh vi. Cac van dé thuong gap nhu thiéu y thuc,
coi nhe van dé an ninh an toan, vi pham cac chinh sach an ninh an toan; dua CD/DVD/USB
Vvéi céc file ca nhan vao hé thng; tai anh, Am nhac, video trai phép; pha hoai dit liéu, tng
dung va hé thdng; cac nhan vién bat man co thé tin cong hé thdng tir bén trong, hoic nhan
vién ¢ thé tong tién hoac chiém doat thdng tin nhay cam, théng tin quan trong.

Ving may tram

Ving may tram ciing c6 nhiéu mdi de doa va nguy co do ving may tram tiép xuc truc tiép
V6i viing nguoi ding. Cac nguy co thuong gap gom: truy nhap trai phép vao may tram, hé
thdng, tng dung va dix liéu; cac 16 hong an ninh trong hé diéu hanh, trong cac phan mém tng
dung may tram; cac hiém hoa tir vi rit, ma doc va cac phan mém doc hai. Ngoai ra, ving may
tram ciing chiu céc nguy co do hanh vi bi cim tir nguoi ding, nhu dwa CD/DVD/USB véi cac
file c& nhan vao hé thdng; tai anh, am nhac, video trai phép.

Vung mang LAN

Céc nguy co co thé co6 ddi vai ving mang LAN bao gom: truy nhap trai phép vao mang
LAN vat ly, truy nhap trai phép vao hé théng, ung dung va dit liéu; cac 15 hdng an ninh trong
hé diéu hanh va céc phan mém tng dung may cha; nguy co tir nguoi ding gia mao trong
mang WLAN; tinh bi mat dir liéu trong mang WLAN c6 thé bi de doa do séng mang thong tin
cia WLAN truyén trong khong gian c6 thé bi nghe trom. Ngoai ra, cac hudng dan va cu hinh
chuan cho may cha LAN néu khong dugc tuan thu nghiém ngat s& dan dén nhiing 16 hong an
ninh ma tin tac c6 thé khai thac.
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Vung mang LAN-to-WAN

Vung mang LAN-to-WAN Ia ving chuyén tiép tir mang noi bo ra mang dién rong, nén
nguy co 16n nhét 12 tin tic tr mang WAN cd thé tham do va ra quét trai phép cac cong dich
Vu, Nguy co truy nhap trai phép. Ngoai ra, mot nguy co khac can phai xem xét 1a 15 hong an
ninh trong cac bo dinh tuyén, tuong lta va cac thiét bi mang khac.

Vung mang WAN

Vung mang WAN, hay mang Internet 1a ving mang mé, trong d6 hau hét dix liéu duoc
truyén duéi dang 3, nén cac nguy co 16n nhat 1a d& bi nghe trom va dé bj tan céng pha hoai,
tan cong tir chéi dich vu (DoS) va tir chdi dich vu phan tan (DDoS). Ké tan cong c6 thé tu do,
dé dang gui email c6 dinh kém vi rat, sdu va cac phan mém doc hai.

Vung truy nhdp tir xa

Trong viing truy nhap tir xa, cac nguy co dién hinh bao gdm: tan céng kiéu vét can vao tén
ngudi dung va mat khau, tan cong vao hé thong dang nhap va didu khién truy nhap; truy nhap
trai phép vao hé théng CNTT, wng dung va dir liéu; cac thong tin bi mat c6 thé bi danh cip tur
xa; va van dé ro ri dit liéu do vi pham céc tiéu chuan phan loai dit liéu.

Vung hé thong va ing dung

Trong ving hé théng va ang dung, cac nguy co c6 thé bao gom: truy nhap trai phép dén
trung tdm dir liéu, phong may hoac ta cap; cac kho khan trong quan ly cac may chua véi yéu
cau tinh sin ding cao; cac 15 hong trong quan ly cac phan mém ung dung caa hé diéu hanh
may chu; c4c van dé an ninh trong cic moi trudng 40 cha dién toan ddm may; va vin dé hong
héc hodc mat dit liéu.

1.5. MO HINH TONG QUAT PAM BAO ATTT VA HE THONG THONG TIN
1.5.1. Nguyén tac dam bao an toan thdng tin, hé théng va mang

@@

Hinh 1.15. Cac lép bdo vé can can bang giiza Tinh hizu dung (Usability),
Chi phi (Cost) va An toan (Security)

Nguyén tic chu dao xuyén sudt trong dam bao an toan thong tin, hé théng va mang la
Phong vé nhiéu lép co chiéu sau (Defence in Depth). Theo nguyén tic nay, ta can tao ra nhiéu
I6p bao vé, két hop tinh ning, tac dung ciia mdi 1op dé dam bao an toan tdi da cho thong tin,
hé thong va mang. Mot 16p, mot cdng cu phong vé riéng ré du ¢é hién dai, nhung van khong
thé dam bao an toan. Do vay, viéc tao ra nhiéu 16p bao vé c6 kha ning bd sung cho nhau la
cach 1am hiéu qua. Mot diém khéac can luu ¥ khi thiét ké va trién khai hé théng dam bao an
toan thong tin 12 can can bang giira tinh hifu dung (Usability), chi phi (Cost) va an toan
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(Security), nhu minh hoa trén Hinh 1.15. Hé thong dam bao an toan thdng tin chi thuc sy phu
hop va hiéu qua khi hé théng dugc bao vé dat mirc an toan phii hop ma van c6 kha ning cung
cép cac tinh nang hitu dung cho ngudi ding, vai chi phi cho dam bao an toan phi hop véi tai
san duoc bao Vé.

1.5.2. M6 hinh téng quat dam bzo an toan thong tin va hé théng thong tin
Hinh 1.16 minh hoa mé hinh dam bao an toan théng tin vai bay I6p bao vé, bao gdbm 16p
chinh sach, thu tuc, y thirc (Policies, procedures, awareness); 16p vat ly (Physical); I6p ngoai
(Perimeter); I6p mang noi bo (Internal network); lop host (Host); 16p ung dung
(Application) va Iép dit liéu (Data). Trong md hinh nay, dé truy nhap dugc dén di tugng dich
la dit liéu, tin tac can phai vuot qua ca 7 16p bao vé.

R o
_A{ Application )

Host )
Intemal Network )
\( Perimeter )
\( Physical J

acllties and equipment.

= Security management processes

. oparaﬂonal Guidelinas
Potential gfshesa commitr Mananemenl&
Attack

Network Security

il ," iee ' ‘ Security cells & DMZ
B o e o o AT ’ + Secure architecture based on network segmentation
R — ) : Firewalls and VPN
) ———N * Implementation olFuewals as the only access
— : pointto a security cell
System Integrity
System hardening

= Adapting system o be secure by default

User Account Management
= Access control based on user rights and privileges

Patch Management

* Reqular impkementation of patches and updates
: Dctrbuted A Malware detection and prevention

.ggiém smm;fc;mc:wu Daa Acqustion » Anli Virus and Whitelsting

Hinh 1.17. M6 hinh dam bao an toan thdng tin vaéi ba lép chinh

Twong tw, Hinh 1.17 minh hoa md hinh phong vé gom 3 16p chinh: I6p an ninh co quan/td
chic, 16p an ninh mang va I6p an ninh hé thong. M&i I6p chinh lai gdm mot s 16p con nhur
sau:
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- Lép an ninh co quan/t6 chuc (Plant Security), gdm 2 16p con:

+ Lép bao vé vat ly (Physical Security) c6 nhiém vu kiém soat cac truy nhap vat Iy
dén cac trang thiét bi hé théng va mang.

+ Lé6p chinh sach & thua tuc (Policies & procedures) bao gém cac quy trinh quan ly an
toan thong tin, cac huéng dan van hanh, quan ly hoat dong lién tuc va phuc hoi sau
su CO.

- L&p an ninh mang (Network Security), gém 2 16p con:

+ Lé6p bao vé ving han ché truy nhap (Security cells and DMZ) cung cap céc bién
phap bao vé cho tirng phan doan mang.

+ Lép cac tuong hira, mang riéng ao (Firewalls and VPN) duoc trién khai nhu diém
truy nhap duy nhat dén mot phan doan mang.

- Lép an ninh hé thdng (System Integrity), gém 4 16p con:

+ Lop tang cuong an ninh hé théng (System hardening) dam bao viéc cai dat va cau
hinh cac thanh phan trong hé théng dam bao cac yéu cau an toan.

+ L&p quan tri tai khoan nguoi dung (User Account Management) thuc hién kiém soét
truy nhap duya trén quyén truy nhap va cac dac quyén cua nguoi ding.

+ L&p quan ly cac ban va (Patch Management) cd nhiém vu dinh ky cai dat cac ban va
an ninh va cac ban cap nhat cho hé théng.

+ L&p phat hién va ngan chian phan mém doc hai (Malware detection and prevention)
¢6 nhiém vu bao vé hé théng, chéng vi rit va cac phan mém doc hai khac.

1.6. CAU HOI ON TAP

1)
2)
3)
4)
5)
6)
7)

8)

9)

An toan théng tin (Information Security) la gi?

Tai sao can phai dam bao an toan cho thong tin?

Pam bao thong tin thuong duoc thyc hién bang cach nao?

An toan hé théng thong tin 1a gi?

Néu cac yéu cau dam bao an toan théng tin va hé thong théng tin.

An toan thong tin gom nhiing thanh phan co ban nao?

Néu cac rui ro trong ving ngudi ding va viing may tram trong ha ting CNTT. Tai sao noi
vung ngudi dung 1a ving c¢é nhiéu nguy co va rui ro nhat?

Néu céc rai ro trong viing mang LAN, LAN-to-WAN va viing mang WAN trong ha tang
CNTT. Tai sao viing mang WAN c6 nguy co bi tan cdng phé hoai cao?

Nguyén tic co ban cho dam bao an toan thong tin, hé théng va mang la gi?

10) M6 ta mot md hinh tong quat dam bao an toan thong tin va hé thdng thong tin.
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CHUONG 2. LO HONG BAO MAT VA PIEM YEU HE THONG

Chwrong 2 gidi thiéu cac khai niém vé cdc diém yéu va 16 hong bdo mdt ton tai trong hé
thong, cac dang 16 hong bao mdt trong hé diéu hanh va cac phan mém ing dung. Chirong di
sdu phan tich co ché xuat hién va khai thac céc 16 hong tran bg d@ém va 16 hong khong kiém
tra dau vao. Phan cudi ciia chuwong dé cdp van deé quan 1y, khac phuc cac 16 hong bao mdt,
ting curong khd nang dé khang cho hé thong va gidi thiéu mét so cong cu ra quét 16 hang bao
mat.

2.1. TONG QUAN VE LO HONG BAO MAT VA CAC PIEM YEU HE THONG
2.1.1. Khai quat vé diém yéu hé théng va 18 hong bao mat
2.1.1.1. Céc thanh phan cia hé théng

Mot hé théng may tinh gém 2 thanh phan co ban 1a hé thong phan cang va hé thong phan
mém. Hé thdng phan cing bao gom cac md dun phan cing tao nén may tinh vat ly, bao gom
CPU, ROM, RAM, Bus,...; c4c giao dién ghép ndi va cac thiét bi ngoai vi, nhu ban phim, man
hinh, 6 dia,... va cc giao dién ghép néi mang LAN, WLAN, 3G, ...

Hé thong phan mém bao gom hé diéu hanh va cac phan mém ing dung. Hé diéu hanh
cung cap méi truong lam viéc cho céc ting dung va giao dién ngudi ding, dugc cau thanh tir
nhan hé diéu hanh, cac trinh diéu khicn thiét bi, hé théng quan ly tién trinh, hé thong quan Iy
file, cac trinh cung cap dich vy, tién ich,... Cac phan mém ung dung 1a cac chuong trinh cung
Cip céc tinh ning hitu ich cho nguoi dung, bao gom cac dich vu (may cha web, co so dir liéu,
DNS,...), c4c trinh duyét web, cac tng dung giao tiép, cac bd tng dung vin phong, cong cu
lap trinh, phat trién phan mém... Hinh 2.1 minh hoa md hinh hé diéu hanh Unix/Linux, cac
dich vu va cac ung dung.

User appilcation
programs

Other utility
programs

Timed
execution service

System call
interface

Database
systems

Electronic
mail

Shells
Hinh 2.1. M6 hinh hé diéu hanh Unix/Linux, c4c dich vu va cac i#ng dung

2.1.1.2. Piém yéu hé thong va 16 hang bdo mat
Trén thuc té, khong c6 hé thong nao 1a hoan hao, khong co diém yéu, hoic khiém khuyét.
Cac hé théng may tinh, hoic hé thdng thong tin Ia cac hé thdng rat phic tap, duoc cau thanh
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tir nhiéu thanh phan phan ciing, phan mém, ludn ton tai cac 16i, cac khiém khuyét, hay céac
diém yéu. Céc diém yéu c6 thé ton tai trong cac mod dun phan cing, phan mém. Nguyén nhan
c6 thé do 15i thiét ké, I5i cai dat, hoac lap trinh, hoic do cu hinh hoat dong khdng chuan,...
Nhin chung, céc hé thdng cang phic tap va nhiéu tinh niang thi kha ning xuét hién cac 15i va
diém yéu cang ting.

Cdc diém yéu hé thong (System weaknesses) 1a cac 15i hay cac khiém khuyét ton tai trong
hé thdng. Nguyén nhan cua su ton tai cac diém yéu co thé do 13i thiét ké, 15i cai dat, 15i lap
trinh, hoic 13i quan tri, ciu hinh hoat dong. Cac diém yéu cé thé ton tai trong ca cac mé dun
phan ctng va cac moé dun phan mém. Mot sé diém yéu duoc phét hién va da duoc khéc phuc.
Tuy nhién, c6 mot sé diém yéu dugc phét hién nhung chua duoc khic phuc, hoic cac diém
yéu chua dugc phét hién, hoic chi ton tai trong mot diéu kién dic biét nao do.

Lé héng bao mdt (Security vulnerability) 1a mot diém yéu tdn tai trong mét hé théng cho
phép tin tac khai thac gay ton hai dén céc thudc tinh an ninh cia hé théng dé, bao gdm tinh
toan ven, tinh bi mat, tinh sin dung. Phu thudc vao kha ning bi khai théc, cac 16 hong bao mat
c6 mac d6 nghiém trong (severity) khac nhau. Theo Microsoft, c6 4 mic @6 nghiém trong cua
cac 15 hong bao mat: nguy hiém (Critical), quan trong (Important), trung binh (Moderate) va
thdp (Low). Tuy nhién, mét sé t chtc khac chi phan loai céc 16 héng bao mat theo 3 mirc do
nghiém trong: cao (High), trung binh (Medium) va thap (Low).

L3 héng bao mat thudc cdp dé nguy hiém la 16 hong cho phép tin tic thuc hién ma khai
thac ma khong can twong tac ngudi ding. Céc théng tin khai thac 16 hong, nhu ma mau khai
thac ton tai phd bién trén mang. Ngoai ra, viéc khai thac 16 hong co thé duogc thuc hién dé
dang ma khéng yéu cau co tai khoan hé thong hodc cac diéu kién phac tap. Vi du nhu mot sb
15 hong tran bo dém nghiém trong bi khai thac boi sdu mang hodc email chua vi rit, ma doc.
Céc 16 hdng loai nguy hiém can duoc khic phuc ngay hoic cang sém cang tot.

L3 hong bao mat thudc cap dé quan trong 1a 16 hong khi bi khai thac c6 thé dan dén vi
pham cac yéu cau an toan thdng tin nhu bi mat, toan ven va san dung cua dit liéu, tai nguyén
tinh toan, hoic ca hé théng. Khéac voi 16 hong loai nguy hiém, 15 hong loai quan trong cho
phép tin tic thyc hién ma khai thac, nhung can c¢é twong tac ngudi dung. Vi du vi rat hoic cac
phan mém doc hai can tuong tac nguoi dung dé lay lan, nhu sao chép cac file qua thé nhé
USB, m¢ email dinh kém, thuc thi ma doc,... Cac 15 hong loai quan trong ciing can dugc khac
phuc cang sém cang tét.

L5 hong bao mat thudc cdp do trung binh 1a cac 16 hong ma khi khai théc, tin tic phai ¢
trong clng mang cuc bd véi hé théng nan nhan. Mot ngir canh khai thac 16 hong loai nay la
tin tac thuc hién viéc bay nan nhén sir dung cac k§ thuat xa hoi, nhu khai thac su ca tin, to mo
va long tham cia nguoi dung. Ngoai ra, viéc khai thac 16 hong loai trung binh ciing chi cho
phép tin tic c6 quyén truy nhap rat han ché vao hé thdng. Véi 16 héng loai trung binh, can
xem xét khac phuc sém nhat hoc dinh ky dé han ché anh huong.

Loai cudi cung la cac 16 hdng bao mat thudc cdp dg thap. Céac 15 hong loai nay it ¢6 anh
huong dén hoat dong cua to chuc va chiing chi ¢ thé bi khai thac khi tin tic ¢ truy nhap cuc
bo hoac truy nhap vat ly truc tiép vao hé théng. Mic du vay, van can xem xét khic phuc dinh
ky dé han ché anh huong.
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2.1.2. Mot s6 thong ké vé 16 hdng bao mat

Theo sé liéu thong ké tir Co so dir liéu 16 hong qudc gia Hoa Ky [6], trong nam 2012,
phan bd 16 héng bao mat dugc phét hién trén cac thanh phan cua hé thdng lan luot 12 phan
ctiing — 4%, hé diéu hanh — 10% va phan mém ng dung — 86%, nhu minh hoa trén Hinh 2.2.
Nhu vay, ¢ thé thiy céac 16 hong bao mat cha yéu xuat hién trong hé thong phan mém va
phan Ion ton tai trong cac phan mém ung dung.

Phan b 16 hng bao mat trén cac
thanh phan cua hé thong - 2012

4%
10% o

\
\
l

Hinh 2.2. Phan bé 16 hong bao mdt trong céac thanh phan cia hé thong

Phén b6 16 hong bao mat thée mirc
do nghiém trong - 2012

Hinh 2.3. Phan bé 16 héng bao mdt theo mize dé nghiém trong

Theo mirc dd nghiém trong cua céac 16 hong bao mat hé théng minh hoa trén Hinh 2.3,
trong nam 2012 cac 15 hong c6 mic @6 nghiém trong cao (High) chiém 35%, céc 16 hong c6
murc d6 nghiém trong trung binh (Medium) chiém 55% va céc 15 hong c6 mic d6 nghiém
trong thap (Low) chi chiém 10%. Nhu vay, ta c6 thé thiy, da sé céc 16 hong bao mat c6 mirc
d6 nghiém trong tir trung binh tré 18n va can dugc xem xét khic phuc cang sém cang tot.

Hinh 2.4 cung cip s6 liéu thong ké vé céac loai 16 hdng bao mat trén cac hé diéu hanh phd
bién trong hai nam 2011 va 2012. Theo d6, hé diéu hanh iOS cho dién thoai di dong iPhone
va may tinh bang iPad c6 s6 15 hong duoc phét hién cao nhit va ting cao trong nhitng nim
gan day do sy phd bién cua iPhone va iPad. Xép sau iOS vé sé luong 15 hong dwoc phat hién
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la cac hé diéu hanh ho Microsoft Windows, bao gom Windows 2003, 2008 servers, Windows
XP, Windows 7 va Windows 8.

Operating system # of # of HIGH # of MEDIUM # of LOW
vulnerabilities | vulnerabilities | yylnerabilities | vulnerabilities

2012 2012 2012 n 2012 m

AppleiOS N8 35 A 46 9 728 19 M~12 7
Microsoft Windows ¥ 15 105 ) o T ; 0 5
Server 2003
Microsoft XP V42 96 V37 91 () 4 Yo 1
Microsoft Windows

)
R V43 101 V35 89 12 11 1 1
Microsoft Windows Vista V41 91 V34 86 Mo 4 [\ 0
Microsoft Windows 7 V42 98 V33 88 L 2 9 o1 1
Cisco 105 A3 31 V23 26 A0 S A3 0
liicKarnol Va5 56 12 10 ¥ 28 34 V5 12
Oracle Solaris a7 39 N7 6 A 29 19 Y11 14
VMware ESXi N2 7 A1l 2 01 1 ) 4
VMware ESX A1 7 ) 2 N2 1 Yo 4
Cisco 10S XE V9 13 V9 12 Vo 1 00 0
Citrix Xen A33 3 ) 1 21 1 A0 1
Apple Mac 0S X Y21 69 V3 9 V16 50 V2 10
Apple Mac OS X Server V17 66 V3 7 V12 50 2 9

Hinh 2.4. L4 hong bao mdt phat hién trong cac nam 2011 va 2012 trén cdc hé diéu hanh

Application # of #of HIGH # of MEDIUM # of LOW.
vulperabilities | vulgerabilities | v yinerabilities | vulnerabilities

Mozilla Firefox A 159 99 A 55 30

Modzilla Thunderbird Al144 63 A 95 46 47 15 0?2 2
Mozilla SeaMonkey t143 63 94 45 A 46 17 A3 1
Morzilla Firefox ESR 115 = 75 - 39 = 1 .

MozillaThunderbird SR~ 109 = 74 = 34 = 1

Google Chrome V125 275 ¥ 68 162 ¥ 55 113 A2 0
Apple Safari A8 45 A 65 28 A 20 16 Yo 1
Adobe Flash Player 66 63 A 61 57 V5 6 @0 0
Yo ks A102 78 V51 78 AS51 0 00 0
Adobe Air 54 27 A 51 26 A3 1 ®0 0
Adobe Flash Player for

Android 23 } < - 4 3 0 i

Oracle Java A 58 37 A 32 23 A 20 10 N6 4
Microsoft Internet ¥ a1 45 34 0 i i o0 5
Explorer

EEnEer A42 10 A28 3 A 13 7 AL O
Adobe Shockwave Player V27 38 V27 38 @0 0 @0 0
Adobe Reader V25 65 V25 54 Vo 11 00 0

Hinh 2.5. L6 héng bao mdt phét hién trong cdc nam 2011 va 2012 trén mét sé iing dung
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Hinh 2.5 cung cap s6 liéu thong ké vé céc loai 16 hong bao mat trén mét sb tng dung phé
bién trong hai ndm 2011 va 2012. Theo d6, s luong 15 hong dugc phat hién nhiéu nhét thuoc
vé cac tng dung trinh duyét va email cua Mozilla, trinh duyét Google Chrome, Apple
Safari,... C6 thé thiy céc trinh duyét web ton tai nhiéu 16 hdng bao mat va bi tin céng khai
thac nhiéu nhat 1a do ching la cac ung dung dugc sir dung thuong xuyén nhat trén mang
Internet. Tin tic thuong khai thac cac 15 hong trén céc trang web va trinh duyét dé danh cap
cac dix liéu c& nhan caa nguoi dung.

2.2. CAC DANG LO HONG TRONG HE PIEU HANH VA PHAN MEM UNG DUNG

Nhu di dé cap trong Muc 2.1, thuc té cac 16 hong bao mat trong hé diéu hanh va céc phan
mém tng dung chiém hon 95% s6 luong 16 hong bao mat dugc phét hién cho thay mac do
phd bién cua cac 16 hong bao mat trong hé théng phan mém. Céc dang 15 hong bao mat
thudng gap trong hé diéu hanh va cac phan mém ung dung bao gom: 15i tran bo dém (Buffer
overflows); 15i khong kiém tra dau vao (Unvalidated input); cac van dé voi diéu khién truy
nhap (Access-control problems); cac diém yéu trong xé4c thuc, trao quyén hoic cac hé mat ma
(Weaknesses in authentication, authorization, or cryptographic practices); va cac 16 hong bao
mat khéc.

2.2.1. Léi tran by dém
2.2.1.1. Gigi thigu va nguyén nhén

Li tran bo dém (Buffer overflow) Ia mot trong cac 16i thuong gap trong cac hé diéu hanh
va dic biét nhiéu ¢ cac phan mém ang dung, nhu da néu & muc 2.1 [6]. Lai tran bo dém xay
ra khi mot tng dung ¢ gang ghi dix liéu virot khoi pham vi caa bo nhé dém, 1a gisi han cudi
hodc ca giGi han dau cua b dém. Lai tran bo dém cé thé khién ung dung ngirng hoat dong,
gay mat dit liéu hoac tham chi gidp ké tan cong cheén, thuc hién ma doc dé kiém soat hé thong.
L3i tran bo dém chiém mot ty 1¢ 16n trong s céc 1i gay 16 hong bao mat [6]. Tuy nhién, trén
thue té khdng phai tat ca cac 15i tran bo dém déu c6 thé bi khai thac bai ké tan cong.

L3i tran b dém xuat hién trong khau lap trinh phan mém (coding) trong quy trinh phét
trién phan mém. Nguyén nhan cua I8i tran bo dém 1a nguoi lap trinh khong kiém tra, hoic
kiém tra khong day du cac dit liéu diu vao nap vao bo nho dém. Khi dir lidu co kich thudc
qua l6n hoidc ¢ dinh dang sai dwoc ghi vao bo nhg dém, nd s& gay tran va co thé ghi dé 1én
cac tham s thyc hién chwong trinh, c6 thé khién chuong trinh bi 16i va nging hoat dong. Mot
nguyén nhan bé sung khac 1a viéc sir dung cac ngdn ngit Vi cac thu vién khong an toan, nhu
hop ngir, C va C++.

2.2.1.2. Co ché gay tran va khai thac
a. Co ché gay tran

Trén hau hét cac nén tang, khi mot tng dung duoc nap vao bd nhé, hé diéu hanh cap phat
cac ving nhé dé tai ma va luu dir liéu cua chuong trinh. Hinh 2.6 minh hoa cac viing bo nhé
cap cho chuong trinh, bao gom ving luu ma thyc hién (Executable code), ving luu dir lidu
toan cuc (Data), ving bo nhé cap phat dong (Heap) va ving b nhé ngan xép (Stack). Ving
bo nhé ngan xép 1a ving nhé luu cac tham sé goi ham, thu tuc, phuong thie (goi chung la
ham hay chwong trinh con) va dit liéu cuc bo caa ching. Ving nhé cép phat dong 1a vang nhé
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chung luu dit liéu cho @ng dung, dugc cip phat hay giai phdng trong qua trinh hoat dong cua
ung dung.

Stack

Heap

Lower Memory Addresses

Data

Executable Code
Hinh 2.6. Céc viing bg nhé cdp cho chicong trinh

Chuing ta str dung viing bo nhd ngan xép dé giai thich co ché gay tran va khai thac 15i tran
bo dém. Bo nhé ngin xép duoc cap phat cho chuong trinh dung dé Iuu cac bién cuc bo cua
ham, trong dé c6 cac bién nhé duoc goi 12 bo dém, cac tham sé hinh thic cia ham, céc tham
s6 quan ly ngan xép, va dia chi trg vé (Return address). Dia chi tro vé 1a dia chi cua Iénh nam
ké tiép 101 goi ham & chuong trinh goi duoc ty dong luu vao ngan xép khi ham duoc goi. Khi
viéc thuc hién ham két thic, hé thdng nap dia chi tré vé di luu trong ngin xép vao con tro
lénh (con goi 12 bo dém chuong trinh) kich hoat viéc quay tré lai thuc hién Iénh ké tiép 1oi goi
ham ¢ chuong trinh goi.

// dinh nghia mét ham

void function(int a, int b, int c){
char bufferl[8];
char buffer2(12];

}

// chuong trinh chinh

int main () {
function(1,2,3); // goi ham

}

Hinh 2.7. Mét chirong trinh minh hoa cap phat bé nhé trong ngdn xép

Hinh 2.7 12 mot doan chwong trinh gdm maot ham con (function()) va mot ham chinh
(main()) minh hoa cho viéc goi 1am va cap phat bo nhg trong ving nhé ngin xép. Ham
function() c6 3 tham sé hinh thuc kiéu nguyén va ké khai 2 bién cuc bo bufferl va buffer2
kiéu xau ky tw. Ham chinh main() chi chira 1oi goi dén ham function() vai 3 tham sé thuec.
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pushl $3 Function Parameters
pushl $2

pushl $1. / Return Address
call function

Saved Frame Pointer
function prolog /

pushl  %ebp
movl  %esp, %ebp Local Variables
subl  $20, %esp

S3SSAIPPY AIOWRA JIUYSTH

Allocates space
for local variables

Hinh 2.8. Céc thanh phan duwoc lieu trong viing bg nhé trong ngdn xép

buffer2 bufferl sfp ret a

Bottom of memory
Top of stack
yoels Jo wonog
Alowaw jo doj,

Hinh 2.9. Cdp phét b nhé cho cac bién nhé trong viing bé nhé trong ngdn xép

Hinh 2.8 biéu dién viéc cip phap bo nhd cho cac thanh phan trong ngan xép: cac tham s
goi ham duoc Iuu vao Function Parameters, dia chi tro vé duoc luu vao 6 Return Address, gia

tri con tré khung ngin xép dugc luu vao 6 Save Frame Pointer va cac bién cuc bo trong ham
duoc luu vao Local Variables. Hinh 2.9 minh hoa chi tiét viéc cdp phat bo nhd cho cac bién
trong ngin xép: ngodi 6 dia chi trd vé (ret) va con tré khung (sfp) duoc cip ¢b dinh & giira,
cac tham s6 goi ham duoc cip cac 6 nhd bén phai (phia day ngin xép — bottom of stack) va

cac bién cuc bo dugc cap cac 6 nhé bén trai (phia dinh ngin xép — top of stack).

// dinh nghia mét ham
void function (char *str) {
char buffer[l6];
strcpy (buffer, str);
}
// chuong trinh chinh
int main () {
char large string[256];

int i;
for (i = 0; 1 < 255; i++4){
large string[i] = ‘A’;

}

function (large string);

Hinh 2.10. Mt chwong trinh minh hoa gay tran bé nhé dém trong ngdn xép

Hinh 2.10 1a mét doan chuong trinh minh hoa gay tran bo nhé dém trong ngin xép. Poan
chuong trinh nay gdm ham con function() va ham chinh main(), trong d6 ham function() nhan
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mot con tro xau ky tu str 1am dau vao. Ham nay khai béo 1 bién buffer kiéu xau ky tu véi do
dai 16 byte. Ham nay st dung ham thu vién strepy() dé sao chép xau ky tu tir con tro str sang
bién cuc bo buffer. Ham chinh main() ké& khai mot xau ky tu large_string véi do dai 256 byte
va sir dung mot vong lap dé dién day xau large_string bang ky tu ‘A’. Sau d6 main() goi ham
function() v&i tham sb dau vao l1a large_string.

Bottom of memory
Top of stack
Joe)S JOo wonog
Kiowdw jo doj,

Hinh 2.11. Minh hoa hién firong tran bé nhé dém trong ngdn xép

C6 thé thay doan chuong trinh biéu dién trén Hinh 2.10 khi dugc thuc hién s& gay tran
trong bién nhé buffer caa ham function() do tham sé truyén vao large_string co6 kich thudc
256 byte 16n hon nhiéu so véi buffer c¢6 kich thudc 16 byte va ham strepy() khdng hé thuc
hién viéc kiém tra kich thudc dir liéu vao khi sao chép vao bién buffer. Nhu minh hoa trén
Hinh 2.11, chi 16 byte dau tién cua large_string dugc luu vao buffer, phan con lai dugc ghi de
lén cac 6 nhd khac trong ngan xép, bao gém sfp, ret va ca con tro xau dau vao str. O nhé chua
dia chi tré vé ret bi ghi dé va gia tri dia chi tro v&é moi 1a ‘AAAA’ (0x41414141).
Khi két thic thuc hién ham con function(), chwong trinh tiép tuc thuc hién lénh tai dia chi
0x41414141. bay khong phai 1a dia chi cua Iénh chuong trinh phai thuc hién theo 16gic da
dinh ra tir trude.

Nhu vay, 13i tran bd dém xay ra khi dit liéu nap vao bién nhé (goi chung 1a bo dém) co
kich thugc I6n hon so v6i kha nang luu trir cua bo dém va chuong trinh thiéu cac buge kiém
tra kich thudc va dinh dang dir liéu nap vao. Phan dir liéu tran s& dugc ghi dé 1én cac 6 nhé
lién ké trong ngan xép, nhu cac bién cuc bo khac, con tré khung, dia chi tré vé, cac bién tham
sb dau vao,....

b. Khai thac 15i tran bg dém

Khi mot @ng dung chaa 16 hong tran b dém, tin tic ¢6 thé khai thac bing cach gui ma
doc dudi dang dir liéu dén tng dung nham ghi dé, thay thé dia chi trg vé véi muc dich tai dinh
huéng chuong trinh dén thuc hién doan ma doc ma tin tic giri dén. Poan ma doc tin tic xay
dung 12 ma may c6 thé thyc hién duge va thuong duoc goi 1a shellcode. Nhu véy, dé c6 thé
khai thac 15i tran bo dém, tin tic thuong phai thuc hién viéc g& rdi (debug) chuong trinh (hoic
c6 thdng tin tir ngudn khéac) va nim chic co ché gay 16i va phuong phap quan ly, cip phat
viing nhé ngan xép cua wng dung.
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jmp 0x1F

popl o e char shellcode[] =
movl Yoesi 0x8(%esi) “xebalfase' w89 %7608 %3 el x88'x46\ x0T x 89
<orl o eax. % e “x46'x0c'xb0'x0b'x89'xf3 ' x8d x4e'x08 x8d x 56'x 0c™

“oed w803 xdb' 18 Y ud® wd 0 wed w80 el wde x ff

movh Yaeax, 0x7(%ees . -
beax, Ox7(%%es) “xffxffbin/sh™;

movl Yoeax, 0xC(%oeesi)
movh  $0xB, %aal

movl Saesi Yechx

leal (x8(%aesi), Yeecx
leal 0xC(%oesi), Yoedx

it $0x80

xorl Yaehx, Yechx
movl Saehi, Yeeax

me Saeax

it $0x80 )
call -0x24

string  “/bin/sh”

Hinh 2.12. Mgt shellcode viét bang hep ngiz va chuyén thanh chudi tan cong

g w
g-*‘ gz
5 2 f=Jes
5] 2 o
£z =
s % §SS g B
= @ 5
2 - g9
o <
g buffer sfp ret ~

Hinh 2.13. Chén va thuc hién shellcode khai thac 16i tran bg dém

Bottom of memory
Top of stack

JOBIS JO wonog

Atowawr jo dog,

sfp  ret

Hinh 2.14. Cheén shellcode véi phan dém bang lénh NOP (N)

buffer

M4 shellcode c6 thé duoc viét bang hop ngi, C, hodc cac ngdn ngir lap trinh khéc, sau d6
duoc chuyén thanh ma may, rdi chuyén dinh dang thanh mot chudi dix liéu va cudi cung dugc
gui dén tng dung. Hinh 2.12 minh hoa mot doan ma shellcode viét bang hop ngit va duogc
chuyén di thanh mot chudi duéi dang hexa lam dir liéu dau vao gay tran bo dém va goi thuc
hién shell sh trong céac hé théng Linux hodc Unix théng qua Iénh /bin/sh. Hinh 2.13. minh hoa
viéc chén shellcode, ghi dé 1én 6 nhé chira dia chi trg vé ret, tai dinh hudéng viéc trg vé tur
chuong trinh con, chuyén dén thuc hién ma shellcode duoc chén vao. Trén thuc té, dé ting
kha nang doan ma shellcode duogc thuc hién, ngudi ta thuong chén mot sé 1énh NOP (N) vao
phan dau shellcode dé phong kha ning dia chi ret mai khong tré chinh xac dén dia chi bat dau
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shellcode, nhu minh hoa trén Hinh 2.14. Lénh NOP (No OPeration) la Iénh khong thuc hién
ta4c vu nao ca, chi tiéu tbn mot sé chu ky caa bo vi xir 1y.

c. Vi du vé khai thac 13i tran bg dém

Sau SQL Slammer (mot s6 tai liéu goi 1a sdu Sapphire) duoc phét hién ngay 25/1/2003 lic
5h30 (UTC) la sau c6 tdc do l1ay lan nhanh nhat lGc bay gio: n6 1ay nhidm ra khoang 75.000
may chu chi trong khoang 30 phut, nhu minh hoa trén Hinh 2.15. Sau Slammer khai thac 16i
tran bo dém trong thanh phan Microsoft SQL Server Resolution Service ctua hé quan tri co s&
d liéu Microsoft SQL Server 2000.

Hinh 2.15. Ban do lay nhiém séu Slammer (mau xanh) theo trang www.caida.org vao ngay
25/1/2003 lUc 6h00 (gio UTC) vai 74.855 may chu bi nhiem

Sau st dung giao thirc UDP véi kich thude goi tin 376 byte va vong lap chinh cua séu chi
goém 22 1énh hop ngit. Chu trinh hoat dong caa sdu SQL Slammer gom:

- Sinh tu dong dia chi IP;

- Quét tim cac may co 13i véi IP tu sinh trén cong dich vu 1434;

- Néu tim duoc, giri mot ban sao cia sau dén may ¢ 15i;

- M@ cua sau gay tran bo dém, thuc thi ma cuaa sau va qua trinh lap lai.

SQL Slammer 14 sau “lanh tinh” vi n6 khong can thiép vao hé thng file, khéng thuc hién
viéc phéa hoai hay danh cip thong tin & hé thdng bi 1ay nhidm. Tuy nhién, sau tao ra luu luong
mang khong 16 trong qué trinh lay nhidm, gay té liét duong truyén mang Internet trén nhiéu
viing cua thé giéi. Do ma caa SQL Slammer chi dugc luu trong b nhé né gay tran ma khéng
duoc Iuu vao hé thong file, nén chi can khai dong lai may 1a cé thé tam thoi x6a duoc sau
khoi hé théng. Tuy nhién, hé théng chira 16 hong c6 thé bi 1ay nhidm lai néu né & gan mot
may khac bi nhiém sau. Céc bién phap phong chdng triét dé khac 1a cap nhat ban va cho b
phan mém Microsoft SQL Server 2000. Thang tin chi tiét vé sdu SQL Slammer c6 thé tim ¢

cac trang: https://technet.microsoft.com/library/security/ms02-039, hoac
https://www.caida.org/publications/papers/2003/sapphire/sapphire.html.

2.2.1.3. Phong chéng
Dé phong chéng 13i tran bd dém maot cach hiéu qua, can két hop nhiéu bién phéap. Céc bién
phap cd thé thuc hién bao gdom:
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- Kiém tra thu cdng ma ngudn hay sir dung cac cong cu phan tich ma tu dong dé tim va
khic phuc cac diém c6 kha ning xay ra I5i tran bo dém, dic biét luu ¥ dén cac ham xu
ly xau ky tuy.

- Sir dung co ché khong cho phép thuc hién ma trong dir liéu DEP (Data Excution
Prevention). Co ché DEP dugc hd tro boi hau hét cac hé diéu hanh (tir Windows XP va
cac hé diéu hanh ho Linux, Unix,...) khéng cho phép thuc hién ma chuong trinh chtra
trong viing nhé danh cho dir liéu. Nhu vay, néu ké tin cong khai thac I5i tran bo dém,
chén dugc mi doc vao bo dém trong ngin xép, ma doc ciing khong thé thuc hién.

- Ngéu nhién héa so do dia chi cip phat cac 6 nhé trong ngan xép khi thuc hién chuong
trinh, nhim gay khé khin cho viéc g réi va phét hién vi tri cac 6 nhé quan trong nhu
6 nho chira dia chi tré vé.

- Sir dung céac co ché bao vé ngin xép, theo d6 thém maot s ngau nhién (canary) phia
trude dia chi tro vé va kiém tra s6 ngau nhién nay trudc khi trg vé chuong trinh goi dé
xac dinh kha ning bi thay d6i dia chi tré vé.

- Sir dung cac ngdn ngir, thu vién va cong cu lap trinh an toan. Trong cac truong hop co
thé, sir dung cac ngdn ngir khong gy tran, nhu Java, cc ngdn ngit 1ap trinh trén nén
Microsoft .Net. Vi cac ngdn ngit c6 thé gdy tran nhu C, C++, nén st dung cac thu
vién an toan (Safe C/C++ Libraries) dé thay thé cac thu vién chuan co thé gay tran.

2.2.2. Ldi khong kiém tra dau vao
2.2.2.1. Gigi thigu

Ldi khéng kiém tra dau vao (Unvalidated input) la mot trong cac dang 16 hong bao mat
phod bién, trong d6 (g dung khong kiém tra, hoic kiém tra khong day du céc dir lidu dau vao,
nho d6 tin tic c6 thé khai thac 15i dé tan céng ing dung va hé théng. Dir liéu dau vao (Input
data) cho ng dung rat da dang, c6 thé dén tir nhiéu ngudn vai nhiéu dinh dang khac nhau.
Céc dang dir liéu dau vao dién hinh cho tng dung:

- Cac truong dir liéu van ban (text);

- Céc lénh duoc truyén qua dia chi URL dé kich hoat chuong trinh;

- Céc file am thanh, hinh anh, hodc d6 hoa do nguoi dung, hoic cac tién trinh khac cung

cap;

- Cac dbi s6 dau vao trong dong lénh;

- Céc dir liéu tir mang hoic tir cac ngudn khong tin cay.

Trén thuc té, tin tic c6 thé sir dung phuong phap tha cdng, hoic tu dong dé kiém tra cac
dir liéu dau vao va thir tat ca cac kha niang co thé dé khai thac 16i khong kiém tra dau vao.
Theo théng ké cua trang web OWASP (http://www.owasp.org), mot trang web chuyén vé
thong ké cac 16i bao mat tng dung web, 13i khéng kiém tra dau vao luén chiém vi tri nhém
dan dau cac 15i bao mat céc trang web trong khoang 5 nam trd lai day.
2.2.2.2. Tdn cong khai thac

C6 hai dang chinh tan cong khai thac 15i khong kiém tra dau vao: (1) cung cap dit liéu qua
I6n hoic sai dinh dang dé gay 13i cho tng dung, va (2) chén m khai thac vao dir liéu dau vao
dé thuc hién trén hé théng caa nan nhan, nham danh cap dit liéu nhay cam hoic thuc hién céac
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hanh vi pha hoai. Hinh 2.16 minh hoa tan c6ng khai thac 13i khong kiém tra dau vao dang (1)
théng qua viéc nhap dir liéu qua I6n, gay 15i thuc hién cho trang web.

’ 0 www.nchmf.gov.vn/web/vi-VN/62/1@nap/DefauIt.aspx
/NN [DJD.ti §%B.Da 3/ Vsport THVH T T.phong Ty Thiien  [] T.Tre (&4 Radio @) Di

TRUNG ’]_'_,_\M lt’iH_i -'l“
A et e .‘

4 Ny

= 2 f |D vaww.nchmf.gov.vn/web/vi-VN/62/19{5811111111nap/Default.aspx
gI_eJ Bwe 37w Dlotf €9 EBDa 4 Vsport  THVH [P TFhong T Theien [T] TTre (8¢ Rado @

berver Error

500 - Internal server error.

There is a problem with the resource you are looking for, and it cannot be displayed.

Hinh 2.16. Cung cdp dir liéu qué Ién dé gay loi cho ing dung

Chuing ta minh hoa tan cdng khai thac 16i khong kiém tra dau vao dang (2) bang viéc chén
ma tan cong SQL vao dit lidu diu vao, dugc thuc hién trén hé quan tri co so dir liéu nham
danh cap, hodc phéa huy dir liéu trong co s¢ dir liéu. Gia thiét mot trang web tim kiém san
pham sir dung cau lénh SQL sau dé tim kiém cac san pham:

"SELECT * FROM tbl_products WHERE product_name like '%" + keyword + "%

trong d6 tbl_products 1a bang luu théng tin cac san pham, product_name 1a truong tén san
pham va keyword Ia tir khda cung cap tir nguoi ding form tim kiém. Néu nguoi dung nhap tir
khda la "iPhone 7", khi d6 cau 1énh SQL tr¢ thanh:

"SELECT * FROM tbl_products WHERE product_name like '%iPhone 7%"

Néu trong bang c6 san pham thoa man diéu kién tim kiém, cau lénh SQL s& tra vé tap ban
ghi. Néu khong c6 san pham nao thoa man diéu kién tim kiém, cau lénh SQL s& tra vé tap ban
ghi rdng. Néu ngudi dung nhap tir khda "iPhone 7';DELETE FROM tbl_products;--", khi d6
cau lénh SQL tr¢ thanh:

"SELECT * FROM tbl_products WHERE product_name like '%iPhone 7 ;DELETE
FROM tbl_products;--%"

Nhu vay, cau lénh SQL duoc thuc hién trén co so dit liéu gdm 2 cau Iénh: cau lénh chon
SELECT ban dau va cau Iénh x6a DELETE do tin tic chén thém. Cau lénh “DELETE FROM
tbl_products” s& x0a tat ca cac ban ghi trong bang tbl_products. S& di tin tic c¢d thé thuc hién
diéu nay 1a do hau hét cac hé quan tri co s& dit liéu cho phép thuc hién nhiéu cau Iénh SQL
theo mé (batch), trong d6 cac cdu 1énh dwgc ngin cach boi dau (;). Ngoai ra, ddu “--” & cudi
dir liéu nhap dé loai bo hiéu lyc cua phan 1énh con lai do “--” 1a ky hiéu bat dau phan chi
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thich cua dong lénh. Ngoai DELETE, tin tic cd thé chén thém cac lénh SQL khac, nhu
INSERT, UPDATE dé thuc hién viéc chén thém ban ghi hoac sira déi dir liéu theo y d6 tin
cong caa minh.

2.2.2.3. Phong chéng

Bién phép chu yéu phong chdng tan cong khai thac 16i khdng kiém tra dau vao 1a loc dit
liu dau vao. Tt ca cac dir liéu dau vao, dic biét dir liéu nhap tir ngudi ding va tir c4c ngudn
khong tin cay can duoc kiém tra ki ludng. Cac bién phap cu thé bao gdom:

- Kiém tra kich thuéc va dinh dang dix liéu dau vao:

- Kiém tra sy hop ly ctia noi dung dit liéu;

- Tao cac b loc dé loc bo cac ky tu dic biét va céc tir khda cua cac ngdn ngit trong cac

truong hop can thiét ma ké tan cong co thé sir dung:
+ Cé&c ky tu dac bigt: *, ', =, --
+ Caéc tir khoa ngbn ngir: SELECT, INSERT, UPDATE, DELETE, DROP,.... (Vi
dang tin cdng chén ma SQL).
2.2.3. C4c van dé véi diéu khién truy nhap

Diéu khién truy nhap (Access control) 1a mot I6p bao vé dic biét quan trong trong hé
thdng cac 16p bao vé hé thong va dir ligu. Bicu khién truy nhap lién quan dén viéc diéu khién
ai (chu thé) duoc truy cap dén cai gi (d6i tugng). Diéu khién truy nhap co thé duoc thiét lap
boi hé diéu hanh, hoic mdi tng dung, va thudng gom 2 khau: xéac thuc (Authentication) va
trao quyén (Authorization). Xac thuc la viéc xac minh tinh chan thyuc cua théng tin nhan dang
cua chu thé, con trao quyén Ia viéc cap quyén truy nhap cho cha thé sau khi théng tin nhan
dang dd duoc xac thuc. Céac chu thé duoc cap quyén truy nhap vao hé thdng theo cac cap do
khac nhau dua trén chinh sach an ninh cua td chic.

Cac van dé thuong gip véi diéu khién truy nhap 1a hé théng xac thuc, hoic trao quyén yéu
hodc c6 16i. Néu diéu khién truy nhap bi 16i, mot nguoi ding binh thuong cé thé chiém doat
quyén ctia ngudi quan tri va toan quyén truy nhap vao hé théng. Hodc, tin tac c6 thé loi dung
16 hong bao mat caa hé thong diéu khién truy nhap dé truy nhap vao céc file trong
hé thong. Mot dang khai thac hé théng diéu khién truy cap dién hinh 1a mot ang dung chay
trén nguoi diing quan tri ¢6 toan quyén truy nhap vao hé thdng, va néu mét tin tic chiém duoc
quyén diéu khién ung dung d6 s& c6 toan quyén truy nhap vao hé théng.

Pé dam bao an toan cho hé thdng diéu khién truy nhap, cac bién phéap sau can duoc xem
Xét ap dung:

- Khéng dung tai khoan quan tri (root hoic admin) dé chay cac chuong trinh wng dung.

- Ludn chay cac chuong trinh (ng dung véi quyén téi thiéu, vira du dé ching thuc thi

cac tac vu.

- Kiém soét chat ch& nguoi dung, x6a bé hodc cdm truy nhap véi nhimg nguoi ding

ngam dinh kiéu everyone.

- Thuc thi chinh sach mat khau an toan.

- Chi cip quyén vira du cho nguoi dung thuc thi nhiém vu.
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2.2.4. Cac diém yéu trong x4c thuc, trao quyén

Do céc khau xé&c thuc va trao quyén 1a hai thanh phan cét 16i cia mot hé thdng diéu khién
truy nhap, nén cac diém yéu trong xac thuc va trao quyén anh huong truc tiép dén d6 an toan
cua hé thdng diéu khién truy nhap. Mot diém yéu dién hinh trong khau xac thuc 1a mat khau
duoc luu dudi dang rd (plaintext), dan dén nguy co bi 16 mat khau rat cao trong qua truyén
thong tin xac thuc. Ngoai ra, viéc sir dung mat khau don gian, d& doan, hoic dung mat khau
trong thoi gian dai ciing 1a diém yéu dé bi khai thac. Viéc sir dung co ché xac thuc khong du
manh, nhu cic co ché xac thuc don gian cua giao thirc HTTP ciing tiém an cac nguy co bj tan
cong khai thac.

Trong khau trao quyén ciing ton tai mot sé diém yéu, nhu str dung co ché thuc hién trao
quyén khong da manh, d& bi vuot qua. Chang han, mot trang web chi thuc hién an céc links
dén céac trang web ma ngudi dung khong dugc truy nhap ma khéng thuc su kiém tra quyén
truy nhap trén ting trang, néu ngudi dung ty g8 URL cua trang thi van ¢ thé truy nhap.

2.2.5. Cac diém yéu trong cac hé mat ma

CAac van dé véi cac hé mat ma bao gom viéc sir dung giai thuat ma hoa, giai ma, ham bam
yéu, lac hau, hoic c6 156 hong di biét khong thé khac phuc (DES, MD4, MD5,...); Viéc si
dung khoa (key) ma hoa, giai ma yéu, nhu cac khéa co chiéu dai ngan, hoac dé doan. Cac hé
m& hoa khda bi mat c6 do an toan cao, téc do cao, nhung gap phai kho khin trong van dé trao
dbi, chia sé cac khoa bi mat. Cac khoa bi mat trao ddi trong méi truong khong an toan nhu
mang Internet cd thé bi 19, bi danh cap. Mot sb van dé khac co thé gap phai véi cac hé ma
hoa, gdbm cac van dé xac thuc nguoi giri, ngudi nhan, van dé sir dung céc khoa, cac ching chi
hét han hodc bi thu hdi, hoac chi phi tinh toan Ion, dic biét ddi véi cac hé ma hda khoa cong
khai.

2.2.6. Cac 16 hdng bao mat khac

Céc thao tac khong an toan véi cac file ciing ¢ thé 13 mot 15 hong bao mat nghiém trong.
Chang han, mét nguoi dung thyc hién doc/ghi file luu & nhitng noi ma nhiing nguoi ding
khac ciing c¢6 thé ghi file d6. Cac 15i dién hinh khac c6 thé gom:

- Khéng kiém tra chinh xéac loai file, dinh danh thiét bi, cac links hoic cac thuoc tinh
khac cua file truéc khi sir dung;

- Cho phép tai file tai liéu, hinh anh 18n may chi nhung khéng kiém tra dinh dang file va
khdng cidm quyén thuc hién, va do vay tin tic cd thé tai 1&n va thuc hién céc file chia
ma doc;

- Khong kiém tra ma tra vé sau mdi thao tac vai file;

- Gia thiét mot file co duong dan cuc bo 12 file cuc bd va bo qua cac thu tuc kiém tra.
Tin tic c6 thé khai thac 13i nay bang cach anh xa file & xa vao hé thong file cuc bo, tic
1a c6 dudng dan cuc bo va c6 thé dugc thuc thi trén hé thdng cuc bb.

Mot dang diém yéu bao mat khac xay ra khi xut hién cac diéu kién dua tranh (Race
conditions). Mot diéu kién dua tranh ton tai khi c6 su thay d6i trat tu cua 2 hay mot sb sy kién
gay ra sy thay doi hanh vi cua hé théng. Pay 1a mot dang 15i néu chuong trinh chi c6 thé thuc
hién ding chirc ning néu cac su kién phai xay ra theo dung trat tw. Tin tic c6 thé lgi dung
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khoang thoi gian gitta 2 sy kién dé chén ma doc, doi tén file hodc can thiép vao qué trinh hoat
ddng binh thuong cua hé théng.

2.3. QUAN LY, KHAC PHUC CAC LO HONG BAO MAT VA TANG CUONG
KHA NANG PE KHANG CHO HE THONG

2.3.1. Nguyén tic chung

Viéc quan ly, khic phuc céc 15 héng bao mat va ting cuong kha ning dé& khang cho hé
thdng can duoc thyc hién theo nguyén tic chung la can bang giita an toan (Secure), hizu dung
(Usable) va ré tien (Cheap), nhu minh hoa trén Hinh 2.17. Y nghia cy thé ciia nguyén tic nay
1a dam bao an toan cho hé théng & mirc phii hop, véi chi phi hop Iy va hé théng van phai hitu
dung, hay c6 kha ning cung cip céc tinh nang hiru ich cho ngudi ding.

Secure

r .

Usable 5. Cheap

Hinh 2.17. Can bang giiza An toan (Secure), Hiiu dung (Usable) va Ré tien (Cheap)

2.3.2. Cac bién phap cu thé

Trén co s& nguyén tic chung caa viéc quan ly, khic phuc cac 16 hong bao mat va ting
cuong kha nang dé khang cho hé théng, cac bién phap cu thé can duoc xem xét ap dung véi
ting truong hop cu thé, dam bao hiéu qua cao. Bién phép thiét yéu dau tién can duogc thuc
hién thuong xuyén cho moi truong hop 1a thudng xuyén cap nhat théng tin vé cac diém yéu,
15 héng bao mat tir cac trang web chinh thirc:

- CVE - Common Vulnerabilities and Exposures: http://cve.mitre.org

- CVE Details: http://www.cvedetails.com

- US National Vulnerability Database: http://web.nvd.nist.gov

- OWASP: https://www.owasp.org/index.php/Category:Vulnerability

Bién phép hiéu qua tiép theo 1a dinh ky cap nhat cac ban va, nang cip hé diéu hanh va cac
phan mém &ng dung, nham va cac 15 hong di biét, ciing nhu ting cudng kha ning dé khang
cho hé théng bang cac phién ban méi an toan hon. Dé thuc hién cdng viéc nay c6 thé sir dung
cac hé théng quan Iy cac ban va va ty dong cap nhat dinh ky, nhu Microsoft Windows
Updates, cac tién ich cap nhat tu dong trén Linux/Unix, va tinh nang tu dong cap nhat cia cac
ng dung, nhu Google Update Service. Can ctr vao mirc d6 nghiém trong cua cac 16 héng bao
mat, tan suit cap nhat cac ban véa can duoc tuan tha. Vai cac 16 hdng nghiém trong, can cap
nhat tc thoi cac ban va, con vai céc 16 hong it nghiém trong hon, can c6 ké hoach cap nhat,
hoic khéc phuc dinh ky.
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Mét bién phéap hiéu qua khac 1a sir dung cac phan mém, hoic cdng cu ra quét cac diém
yéu, 16 hdng bao mat trong hé diéu hanh va cac phan mém tng dung, dé cha dong ra quét dé
tim va khic phuc cac diém yéu va 16 héng bao mat cua hé thong. Nho vay cd thé giam thiéu
nguy co bi loi dung, khai thac 15 hong bao mat da biét.

Mbt bién phép bd sung 1a can c6 chinh sach quan tri ngudi ding, mat khau va quyén truy
nhap chat ché & mac hé didu hanh va mac Gng dung, trong d6 ngudi dung chi dugc cap quyén
truy nhap vira da dé thuc hién cdng viéc duoc giao. Néu ngudi dung duoc cip nhiéu quyén
hon murc can thiét, ho c6 khuynh hudng lam dung quyén truy nhap dé truy nhap vao céc di
liéu nhay cam, hozc c6 thé bi tin tac khai thac.

Viéc str dung céc bién phap phong vé ¢ 16p ngoai nhu tuong lira, proxy ciing dem lai hiéu
qua, do chding gidp 1am giam bé mat tiép xdc véi hé théng, qua dé giam thiéu kha nang bi tin
cong. Tuong lira va proxy cé thé chan cac dich vy, hodc cong khong st dung, hoic khong
thuc sy can thiét, ddng thoi ghi logs cac hoat dong truy nhap mang, phuc vu cho viéc phan
tich, diéu tra khi can thiét.

Véi cac nha phét trién phan mém thi phét trién phan mém an toan 14 mot trong céc bién
phap cho phép giai quyét tan gbc van dé 16 hdng bao mat. Can bb sung viéc dam bao an ninh,
an toan vao quy trinh phat trién phan mém. Ngoai ra, can kiém tra, kiém thur tat ca cac khau,
nhu thiét ké, cai dat dé tim cac diém yéu, 16 hdng bao mat, va c6 bién phép khic phuc phi
hop Véi cac diém yéu, 16 hong duoc phat hién.

2.4. GIOI THIEU MOQT SO CONG CU RA QUET PIEM YEU VA
LO HONG BAO MAT

Céc cdng cu ra quét cac diém yéu hé thong va 16 hong bao mat cé thé dugce nguoi quan tri
sir dung dé chii dong ra quét cac hé thong, nham tim ra cac diém yéu va 16 hong bao mat ton
tai trong hé thong. Trén co sé két qua ra quét, phan tich va dé xuat ap dung cac bién phép
khic phuc phu hop. Cac cong cu bao gdm, c¢ng cu ra quét cong dich vy, cac cong cu ra quét
15 héng bao mat hé théng, va cac cong cu ra quét 15 hong tng dung web, hay cac trang web.

2.4.1. Cong cu ra quét 16 hong bao mat hé théng

Céc cong cu ra quét 16 hong bao mat hé thdng cho phép ra quét hé thong, tim cac diém
yéu va cac 15 hong bao mat. Pong thoi, chung ciing cung cip phan phan tich chi tiét ting
diém yéu, 156 hong, kém theo 1a hudng dan khic phuc, sira chita. Cac ¢ong cu duoc sir dung
rong rai 1a Microsoft Baseline Security Analyzer (Hinh 2.18) cho ra quét cac hé théng chay hé
diéu hanh Microsoft Windows va Nessus Vulnerability Scanner cho ra quét cac hé thong chay
nhiéu loai hé diéu hanh khéac nhau.
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= hizroroii Hace

1], Microsoft

8 Baseline Security Analyzer

1 security updates are missing. 3 service packs or update rollups are missing.
Result Details for Windows

Security Updates
Ttems marked with 9 are confirmed missing. Items marked with * are confirmed missing and are not,

Score iphion

Q MS09-002  Cumulative Security Update for Internet Explorer 7 for Windows XP (KB961260)

Update Rollups and Service Packs
Ttems marked with g are confirmed missing.
Score ID Description
—9 890830  windows Malidous Software Removal Taol - February 2009 (KE890830)
@ 951847 Migrosoft \NET Framework 3.5 Service Padk 1 and \MET Framewark 3.5 Family Update (KB351847) x86
g 960715 Update Rolup for ActiveX Killbits for Windows %P (KBI60715)

Hinh 2.18. Béo céo két qua quét ciia Microsoft Baseline Security Analyzer

2.4.2. COng cu ra quét 1§ hong ng dung web

Céc cdng cu ra quét 16 héng ang dung web cho phép ra quét, phan tich cac trang web, tim
cac 15i va 15 hdng bao mat. Ching ciing hd trg phan tich tinh trang céc 16i tim dwogc, nhu cac
13i XSS, 13i chén ma SQL, 13i CSRF, 15i bao mat phién,... Cac cong cu duoc sir dung phd
bién bao gém Acunetix Web Vulnerability Scanner (Hinh 2.19), IBM AppScan, Beyond
Security AVDS va SQLmap.

' [A] Acunetix Web Vulnerability Scanner (UGHacker Edition) ;
. File Actions Tools Configuration Help
iQNewScn @ @ P B I BRS O R|Ee| BR[| D&
(Tools Explorer B 5| | | B Report | D | starturL: nttp:/fawwram. ~
[m)] web vunerability Scanner o Pleidh
& web Scanner 2
B Tools [5 g ScanThread 1 (http://UCGG—G—_————/ ) A
(3 Site Crander = [l web A.Merts (98)_ ) L
| O Target Finder @ @ Blind SQL Injection (1)
' . Subdomain Scanner @ @ SQinjection (1)
\ (4 Bind SQL Injector & @ Appication error message (2)
1 {53 HTTP Editor & @ HTML form without CSRF protection (11)
] & HTTP Sniffer - @ User oedentials are sent in clear text (1)
) W) MR P @ @ File upioad (3)
@ Asheniicatin Tastar % @ OPTIONS method is enabled (1)
e Compare Results ;
- Web Services & @ Brokenlnks (71)
£ Web Services Scanner #- @ GHD8: Achievo web-based project management tool (1)
&= Web Services Editor @+ @ Password type input with autocompiete enabled (6) =
- Configuration < | 1 )

Hinh 2.19. Két qua quét website siz dung Acunetix Web Vulnerability Scanner
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2.5. CAU HOI ON TAP

1)
2)
3)
4)
5)
6)
7)

8)
9

Diém yéu hé thong la gi?

Liét ké cac nguyén nhan cua sy ton tai cac diém yéu trong hé thong.

Céc 16 hdng bao mat thuong ton tai nhiéu nhit trong thanh phan nao cuaa hé thong?

Dang 15 hdng bao mat thuong gap trong hé diéu hanh va cac phan mém wng dung la gi?
L3i tran bo dém 12 18i trong khau nao cua qué trinh phat trién phan mém?

Cac ving bd nhé nao thuong bi gay tran trong tan céng khai thac 13i tran bo dém?

Dang tdn céng nao thudng duoc tin tic thuc hién trén cac trang web nhim dén céc co s
dur liéu?

Liét ké céc bién phap phong chong tan cong khai thac 16i tran bo dém.

Liét ké céc bién phap phong chong tan cong chén ma SQL.

10) Viéc quan ly, khiac phuc cac 16 hong bao mat va ting cuong kha nang dé khang cho hé

théng can duoc thuc hién theo nguyén tic chung nao?
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CHUONG 3. CAC DANG TAN CONG VA
CAC PHAN MEM PQC HAI

Chuong 3 gi6i thiéu vé cac dang tdn cong dién hinh vao cac hé théng may tinh va mang,
bao gom tdn cong vao mdt khau, tan cong nghe lén, nguoi ding giira, tan cong DoS, DDoS,
tdn cong sir dung cac ki thudt xa hgi, ... Niza cudi ciia chwong dé cdp dén cac dang phan mém
déc hai, gom co ché 18y nhiém va tac hai cia chiing. Kém theo phan mé td mai tan cong, hodgc
phan mém déc hai, chwong dé cdap céc bién phap, ki thudt phong chéong.

3.1. KHAI QUAT VE MOI PE DQA VA TAN CONG
3.1.1. Méi de doa

Mbi de doa (Threat) 1a bat ky mot hanh dong nao c6 thé gay hu hai dén cac tai nguyén hé
théng. Céc tai nguyén hé théng bao gom phan cang, phan mém, co s dit liéu, cac file, di
lieu, hodc ha tang mang vat 1y,... Méi de doa va 16 hdng bao mat c6 quan hé hitu co véi nhau:
Cac mbi de doa thudng khai thac mot hozc mot s6 16 hong bao mat da biét dé thuc hién cac
cudc tan cdng phéa hoai. Piéu nay c6 nghia 1a néu ton tai mot 156 hong trong hé thong, s& co
kha nang mot mdi de doa tra thanh hién thuc. N6i chung, khong thé triét tiéu duoc hét cac
mdi de doa do d6 1a yéu té khach quan, nhung cé thé giam thiéu céc 15 hong, qua do giam
thiéu kha nang bi khai thac dé thyc hién tan cong.

Trén thyc té, khdng phai tat ca cac mébi de doa déu 13 ac tinh hay doc hai (malicious). Mot
s6 méi de doa la chu dong, ¢b ¥, nhung mot sé khéc chi 1a ngau nhién, hozc vo tinh. Cac méi
de doa thuong gap dbi vai théng tin, hé thong va mang:

- Phan mém doc hai

- Ké tan cdng & bén trong

- Ké tan céng & bén ngoai

- Hu hong phan cting hoic phan mém

- Mat trom céc thiét bi

- Tai hoa thién nhién

- Gian diép cong nghiép

- Khung b pha hoai.

3.1.2. Tan cong
3.1.2.1. Gidi thigu

Tan cong (Attack) 1a mot, hoic mot chudi cac hanh dong vi pham cac chinh sach an ninh
an toan cia co quan, to chirc, gay ton hai dén cac thudc tinh bi mat, toan ven va san ding cua
thong tin, hé théng va mang. Mot cudc tan cong vao hé théng may tinh hoic cac tai nguyén
mang thuong duoc thuc hién bang cach khai thac cac 15 hong ton tai trong hé thong. Nhu vay,
tan cong chi cé thé tré thanh hién thuc néu co su tn tai ddng thoi cia méi de doa va 16 hdng,
hay c6 thé néi:

Téan cong = Méi de doa + L3 hdng
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3.1.2.2. Phén logi
C6 thé chia tin céng theo muc dich thyuc hién thanh 4 loai chinh nhu sau:

- Gia mao (Fabrications): T4n cong gia mao thong tin thudng dwoc sir dung dé danh lira
nguodi dung thong thuong;

- Chan bit (Interceptions): T4n cong chan bit thuong lién quan dén viéc nghe 1én trén
duong truyén va chuyén huéng thong tin dé sir dung tréai phép;

- Gay ngit quang (Interruptions): Tan cong gay ngat quang lam ngat, hoac cham kénh
truyén thong, hoic lam qua tai hé théng, ngan can viéc truy nhap dich vu cua ngudi
ding hop phap;

- Sua d6i (Modifications): Tan cong sta doi lién quan dén viéc stra d6i thong tin trén
duong truyén hoac sua doi dir liéu file.

Theo hinh thuc thuc hién, cé thé chia céc loai tan cong thanh 2 kiéu chinh nhu sau:

- Tan cong cha dong (Active attacks): Tan cong cha dong 1a mot dot nhap, xam nhap
(intrusion) vé mit vat ly vao hé thdng, hoic mang. Céac tin cong chu dong thuc hién
stra doi dit liéu trén dudng truyén, sira doi dir liu trong file, hoic gianh quyén truy
nhap trai phép vao may tinh hoic hé théng mang.

- Tan cong thu dong (Passive attacks): Tan cong thu dong thuong khong gay ra thay doi
trén hé thong. Cac tan cong thu dong dien hinh 1a nghe trom va giam st luu lugng trén
duong truyén.

Trén thyc té, tn cdng thu dong thuong 13 giai doan du cua tin cdng chu dong, trong d6
tin tic sir dung cac ky thuat tan cong thy dong dé thu thap cac thong tin vé hé thong, mang, va
trén co so thong tin c¢6 dugc sé hra chon ky thuat tan cong chit dong ¢ xac suat thanh cong
cao nhat.

3.2. CAC CONG CU HO TROQ TAN CONG

Céc cong cu hd tro tin cong (Attacking assistant tools) 1a cac cong cu phan cting, phan
mém, hoic cac ky thuat hd trg ké tan cdng, tin tic (attacker) thu thap cac théng tin vé cac hé
thdng may tinh, hoac mang. Trén co sé cac thong tin thu dugc, tin tic s& lra chon cong cu, ky
thuat tan cong c6 xac suit thanh cdng cao nhat. Céc c¢ong cu hd tro tin cong bao gébm 4 nhém
chinh: cdng cu quét diém yéu, 15 hdng bao mat, cdng cu quét cong dich vu, cong cu nghe I1én
va cong cu ghi phim gd. Cac cdng cu quét diém yéu, 16 hong bao mat da dugc trinh bay & muc
2.4. Muc nay giéi thiéu 3 nhém cong cu con lai.
3.2.1. Cong cu quét céng dich vu

Céc cong cu quét cong dich vu (Port scanners) cho phép quét cac cong, tim cac cong dang
ma, dang hoat dong, ddng thai tim céc thdng tin vé ung dung, dich vu va hé diéu hanh dang
hoat dong trén hé thong. Dua trén thong tin quét cong dich vu, c6 thé xac dinh duogc dich v,
g dung nao dang chay trén hé théng:

- Cong 80/443 m& c6 nghia 1a dich vu web dang hoat dong;

- Cbng 25 mé co nghia 1a dich vu giri/nhan email SMTP dang hoat dong;

- Cong 1433 m¢ co nghia 1a may chi Microsoft SQL Server dang hoat dong;
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- Cbng 53 md co nghia 1a dich vy tén mién DNS dang hoat dong, ...

Scan  Tools Profile Help

Command: |nmap -T4 -4 -v192.168.198.135

Zenmap = | B sk

Target: [192.168.198135 EI Profile: |Intense scan B Cancel

Initiating NSE at 08:51

Completed NSE at 08:51, 0.1&43 elapsed

Nmap scan report for 192.168.195.135

Host iz up (0.00s latency).

Hot showm: 998 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh Open35H 5.53p1 Debian Subuntuéd
{protocol 2.0)

| ssh-hostkey: 1024
Sz:dd:0b:32:5k:Tarde:32:09e:46:76:0c:22:40:c8:0c (DSA)
|_2048 fo:dé:iba:bbidd:0l:3e:9c:ad:adiebidiifa:2T:i4e:79
{RS&)

G0/tcp open http nginx 0.7.63

|_http-methods: Mo Allow or Fublic header in OFTIONS
response (3tatus code 4035)

|_http-title: Welcome to nginx!

MAC Address: 00:0C:29:BA:90:DC (VMware)

Hinh 3.1. Giao di¢n cua cdng cu Zenmap

Céac cdng cu quét cong dich vu duoc st dung phd bién bao gdm: Nmap, Zenmap,
Portsweep, Advanced Port Scanner, Angry IP Scanner, SuperScan va NetScanTools. Hinh 3.1
la giao dién caa cong cu quét cong dich vu Nmap/ Zenmap — mat trong cac cong cu quét cong
dich vu duoc st dung rong rdi. Nmap cung cap tap Iénh ra quét rat manh. Tuy nhién, Nmap

hoi khé dung do chi ho tro giao dién dong lénh.
3.2.2. Cbng cu nghe Ién

Cong cu nghe lén (Sniffers) cho phép bét cac goi tin khi ching dwoc truyén trén mang.
Cong cu nghe 1én c6 thé 1a md dun phan ctng, phan mém hoic két hop. Cac thdng tin nhay
cam nhu thong tin tai khoan, thé tin dung, hoic mat khau néu khong dwoc méa hoa thi co thé bi
ké tan cong nghe 1én khi dwoc truyén tir may tram dén may chu va bi lam dung. Mot s6 cong

cu phan mém cho phép bit g6i tin truyén trén mang:
- Tcpdump
- Wireshark (minh hoa trén Hinh 3.2)
- Pcap / Wincap / Libcap (Packet capture)
- IP Tools (http://mwww.softpedia.com).
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M *Local &rea Connection [Wireshark 1.10.8 (1.10.8-2-552a5244 fram master-1.10]] =R
Eile  Edit Miew Go Capture Analyze Statistics Telephonz Tools  Internals  Help

Peoadm s BEXE AersnTEEEaaD #BMx% 8

Filter: |tcp.stream eql IZ[ Expression... Clear Apply  Save
Mo, Tirne Source Destination Protocol Length  Info -
101 5.60681380010.10.10.100 10.10.10.1 TCP 1514 [TCFP segment of a reassembled POU]
102 5.6081390010.10.10.100 10.10.10.1 HTTP 436 HTTP/L.1 401 unauthorized (text/html)
103 5.6061590010.10.10.1 10.10.10.100 TCP 54 warmspotMogmt > http [AcK] Seqg=296 ack=184.
G =

o 0. 60 [TCP Dup Ack 102#1] http = warmspotMgmt [
-4 388 GET Sprote

41 3 0.
414 21.422277010.10.10.100 10.10.10.1 TCP 1514 [TCP segment of a reassembled POU]

415 21.423278010.10.10.100 10.10.10.1 HTTP 319 HTTP/1.1 401 Unauthorized (text/html)

416 21.4235315010.10.10.1 10.10.10.100 TCP 54 warmspotMgmt > http [ACK] Seq=630 Ack=356i

122 21.610757010.10.10.100 10.10,10. 1 CP a0 [TCP Dup ACK 415#1] http > warmspotMgmt [
< m | 2

Accept: text/html,application/xhtml+xm],application/xmT;g=0.9,%,/%;g=0.8%r"n -

Accept-Language: en-Us,en;g=0.5%rn

AcCcepnt Sh T 2 Tt

nection: keep-alivewriyn
B Authorization: Basic am@lomlsh2dncw==%r%n
Credentials: joe:bTloggs

[Full regue . L UL 1 00 /protected]

[HTTP reguest 2,2]

[Prev reguest in frame: 100]

< | 1 3

1

65 0d 0a 43 6f 62 6e 65 63 74 69 6f Ge 3a 20 &b e..conne ction: k i
65 65 70 2d 61 6c 69 76 65 0d Oa THD 4 an g

eep-aliv e.

a E 1
2

[

(@] @'| HTTP Authorization header (http.authorizati.., | Packets: 542 Displayed: 13 (2.4%) « Droppe... | Frofile: Default

Hinh 3.2. Sit dung Wireshark dé bt goi tin c6 chiza thong tin nhay cam

3.2.3. Cong cu ghi phim gb

Cong cu ghi phim gd (Keyloggers) 1a mot dang cong cu giam séat bang phan cing hoic
phan mém c6 kha ning ghi lai moi phim ngudi dung gb va luu vao moét file. File da ghi sau d6
c6 thé duogc giri cho ké tan cong theo dia chi chi dinh truéc hoic sao chép truc tiép. Ngoai ké
tan cong, nguoi quan 1y cling c6 thé cai dat Keylogger vao may tinh ciia nhan vién dé theo doi
hoat dong cua cac nhan vién. Viéc cai dat Keylogger c6 thé dugc thuc hién twong ddi don
gian: Hinh 3.3 minh hoa mot Keylogger dugi dang mot khap ndi phan cang két ndi cong ban
phim véi dau néi ban phim, hd tro ca giao dién cong ban phim PS/2 va USB. Véi Keylogger
phan mém, ké tan cong co thé tich hop Keylogger vao mét phan mém thong thuong va hra
nguoi dung cai dat vao may tinh caa minh.

Koaulrahhao
KeyGrabbei

Hinh 3.3. M6 dun Keylogger phan cing va cai dét trén mdy tinh dé ban
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3.3. CAC DANG TAN CONG THUONG GAP

Céc dang tin cong thuong gap 1a cac dang tan cong dién hinh, xay ra thuong xuyén nham
vao cac hé thbng may tinh, hé thdng mang va ngudi dung. Cac dang tin cong thuong gap bao
gom:

- Tén cdng vao mat khau

- Tan cbng bang ma doc

- Tén cdng tir chéi dich vu

- Téan cbng gia mao dia chi

- Tan cong nghe Ién

- Tan cong kiéu nguoi ding giita

- Téan c6ng bang bom thu va thu rac

- Tén cdng sir dung cac ki thuat xa hoi

- Tan cdng pharming.

Phan dudi ddy trinh bay chi tiét vé& cac dang tan cong thuong gap ké trén va cac bién phap
phong chdng.

3.3.1. Tan cdng vao mat khau
3.3.1.1. Gigi thigu

Tan cong vao mat khau (Password attack) 1a dang tan cong nham danh cip mat khau va
thdng tin tai khoan ctia nguoi ding dé lam dung. Tén nguoi ding va mat khau khong duoc ma
hoa c6 thé bi danh cép trén duong truyén tir may khach dén may chu, hoic cac théng tin nay
c6 thé bi danh cap thdng qua cac dang tan cong XSS, hoic lira dao, bay ngudi dung cung cap
thong tin. Pay 1a mot trong cac dang tan cong pho bién nhat do hau hét cac ang dung st co
ché xéc thuc nguoi dung dua trén tén nguoi ding, hoic email va mat khau. Néu ké tan cong
c6 tén nguoi dung va mat khau thi han c6 thé dang nhap vao tai khoan va thuc hién cac thao
tac nhu nguoi dung binh thuong.

3.3.1.2. M6 ta
C6 thé chia tn céng vao mat khau thanh 2 dang:

- Téan cbng dua trén tir dién (Dictionary attacks): Dang tan cong nay khai thac van dé
ngudi dung c6 xu hudng chon mat khau 1a cac tir don gian cho d& nhé. Ké tan cong thir
C4c tir ¢O tan suat st dung cao lam mat khau trong tir dién, nho vay ting kha ning
thanh cong.

- Tén cong vét can (Brute force attacks): Dang vét can sir dung to hop cac ky tu va thir
tu dong. Phuong phap nay thuong duoc sir dung véi cac mat khau da duoc ma hoa. Ké
tan cong sinh t6 hop ky tu, sau d6 md héa véi cung thuat toan ma hé théng st dung,
tiép theo so sanh chudi ma hoa tir to hop ky tu vaéi chudi mat khiau ma hoéa thu thap
dugc. Néu hai ban ma tring nhau thi t6 hop Ky tu 1a mat khau.

3.3.1.3. Phong chéng
Dé dam bao an toan cho mat khau, can thuc hién két hop cac bién phap sau:
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- Chon mat khau du manh: Mat khau manh cho ngudi dung thong thudng can co do dai
I6n hon hodc bang 8 ky tw, gom t6 hop cua 4 loai ky tu: chir cai hoa, chit cai thudng,
chir s6 va Ky tu dac biét (?4$...). Mat khau cho ngudi quan tri hé théng can co do dai
Ién hon hodc bang 10 ky tu ciing véi cac loai Ky tu nhu mat khau cho ngudi ding
thong thuong.
- Dinh ky thay d6i mat khau. Thoi han d6i mat khau tiy thudc vao chinh sach an ninh
clia co quan, t6 chic, ¢6 thé 12 3 thang, hoic 6 thang.
- Mat khau khong nén luu ¢ dang 1 (plaintext). Nén luu mat khau ¢ dang d3 ma hoa
(thuong dung ham bam).
- Han ché trao di tén ngudi ding va mat khau trén kénh truyén khong dugc ma hoa.
3.3.2. T4n cong bing ma doc
3.3.2.1. Gigi thigu

Tan cong bang ma doc (Malicious code attacks) la dang tan cong sir dung cac ma doc
(Malicious code) 1am cong cu dé tan cong hé thong nan nhan. Tan céng bang ma doc cd thé
chia thanh 2 loai:

- Khai thac cac 15 hong vé 1ap trinh, 16 hong cau hinh hé thong dé cheén va thyc hién ma
doc trén hé thdng nan nhan. Loai tin cdng nay lai gom 2 dang:

+ Tan cong khai thac 15i tran bo dém (Buffer Overflow)
+ Tan cong khai thac 15i khong kiém tra dau vao, gdm tan cdng chén ma SQL (SQL
Injection) va tan cong sir dung ma script, kiéu XSS, CSRF.
- Lira nguoi sir dung tai, cai dat va thuc hién cac phan mém doc hai, nhu:
+ Cac phan mém quang cao (Adware), gian diép (Spyware)
+ Virat
+ Zombie/Bot
+ Trojan
Tan cdng khai thac 16i tran bo dém da duoc dé cap & Muc 2.2.1. Dang tan cong lira nguoi
sir dung tai, cai dat va thuc hién cac phan mém doc hai s& dugc dé cap & Muc 3.4. Muc nay
cha yéu dé cap vé tan cong chén ma SQL.
3.3.2.2. Tdn c6ng chén ma SQL
a. Khai quat
Tan cdng chén ma SQL (SQL Injection) 1a mét ki thuat cho phép ké tan cong chén ma
SQL vao dir liéu gui dén may chu va cudi cing duoc thuc hién trén may chu co so dir liéu.
Ty vao muc d6 tinh vi, tin cdng chén ma SQL cd thé cho phép ké tin cdng (1) vuot qua cac
khau xac thue nguoi ding, (2) chén, xda hoic sira dbi dit liéu, (3) danh cap cac thdng tin trong
co so dir liéu va (4) chiém quyén diéu khién hé thong may cha co sé dir lidu. Tan cdng chén
ma SQL la dang tan cong thuong gap & cac tng dung web, cac trang web cd két ndi dén co so
da liéu.
C6 2 nguyén nhan chinh caa 16 héng trong tng dung cho phép thuc hién tin cdng chén méa
SOL Ia:
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- Dit lidu dau vao tir ngudi ding hodc tir cac ngudn khac khong dugc kiém tra hodc kiém
tra khong ky ludng;
- Sir dung cac cau lénh SQL dong trong tng dung, trong d6 co thao tac ndi dit liéu ngudi
dung véi mé 1énh SQL géc.
b. Vuot qua cac khau xac thuc nguroi dung
Xem xét mot form dang nhap (Log in) va doan ma xur ly xac thuc nguoi dung luu trong
bang co s& dir liéu thl_accounts(username, password) cho nhu trén Hinh 3.4.

<!— Form dang nhap -->

<form method="post" action="/log in.asp">
Tén ddng nhdp: <input type=text name="username"><br \>
Mat khdu: <input type=password name="password"><br \>
<input type=submit name="login" wvalue="Log In">

</form>

o\°

<
' Ma ASP xu ly ddng nhap trong file log in.asp:

' gid thiét d& k&t nbi véi CSDL SQL qua dbi tuong conn va
bang tbl accounts luu théng tin nguoi dung

Dim username, password, sglString, rsLogin

' 14y dit liéu tu form

username = Request.Form("username™)

password = Request.Form ("password")

' tao va thuc hién cau truy van sqgl

sglString = "SELECT * FROM tbl accounts WHERE username='" &
username & "' AND password = '" & password & "'"
set rsLogin = conn.execute (sglString)

if (NOT rsLogin.eof()) then
' cho phép di3ng nhidp, bdt ddu phién lam viéc
else
' tu chbéi d&ng nhap, bdo 156i
end if
%>

Hinh 3.4. Form dang nhdp (log on) va dogn ma xu ly xac thuc nguoi dung

Néu nguoi ding nhap 'admin' vao trudng username va 'abc123' vao truong password cia
form, ma xu ly hoat dong dung: Néu ton tai ngudi ding véi username va password ké trén, hé
théng s& cho phép dang nhap vai thong bao ding nhap thanh céng; Néu khong ton tai ngudi
dung véi username va password da cung cap, hé thdng sé tir chéi dang nhap va tra lai thong
bao 15i. Tuy nhién, néu ngudi dung nhap aaaa’ OR 1=1-- vao truong username va mot chudi
bat ky, chang han 'aaaa' vao truong password cua form, ma xu ly hoat dong sai va chudi chira
cau truy van SQL tro thanh:

SELECT * FROM tbl_accounts WHERE username="aaaa’ OR 1=1--" AND password="aaaa’

Cau truy van sé& tra vé moi ban ghi trong bang do thanh phan OR 1=1 lam cho diéu kién
trong ménh d& WHERE tré [én ludn dung va phan kiém tra mat khau da bi loai bo bai ky hiéu
(--). Phan 1énh sau ky hiéu (--) duogc coi 1a ghi cha va khong duogc thuc hién. Néu trong bang

-48 -



Bai giang Co sé an toan thdng tin Churong 3. Cac dang tdn cong & cac phan mém dgc hai

thl_accounts c6 chira it nhat mot ban ghi, ké tn cong sé ludn ding nhap thanh céng vao hé
théng.

c. Cheén, siza déi, hogc x6a dir liéu

Xem xét mot form tim kiém san pham va doan ma xu ly tim san pham luu trong bang co
so dir liéu tbl_products(product_id, product_name, product_desc, product_cost) cho nhu trén
Hinh 3.5.

<!— Form tim kiém san phdm -->
<form method="post" action="/search.asp">
Nhdp tén san phdm: <input type=text name="keyword">
<input type=submit name="search" wvalue="Search">
</form>

o°

<
' Ma ASP xir ly tim san phdm trong file search.asp:
' gid thiét da k&t nbi véi CSDL SQL server qua connection
' conn va bang tbl products luu théng tin san pham
Dim keyword, sqglString, rsSearch
' 14y dtt liéu tu form
keyword = Request.Form(" keyword")
' tao va thuc hién cau truy van SQL
sglString = "SELECT * FROM tbl products WHERE product name
like '%" & keyword & "%'"
set rsSearch = conn.execute(sglString)
if (NOT rsSearch.eof()) then
' hién thi danh sach cdc san phém
else
' théng bdo khéng tim thdy san phém
end 1if
%>

Hinh 3.5. Form tim kiém sdan pham va doan m xiz Iy tim san pham

Néu ngudi ding nhap chudi "Samsung Galaxy S4" vao truong keyword caa form, ma xir
ly hoat dong dung: Néu tim thay cac san pham cd tén chua tir khda, hé théng sé hién thi danh
séch céac san pham tim thay; Néu khong tim thay san pham nao c6 tén chua tir khda, hé thdng
thdng bao khong tim thiy san pham. Tuy nhién, néu nguoi dung nhap chudi "Samsung
Galaxy S4;DELETE FROM tbl_products;--" vao truong keyword cta form, mé xur ly sé hoat
dong sai va chudi chira cau truy van SQL trg thanh:

SELECT * FROM tbl_products WHERE keyword like '%Samsung Galaxy S4';DELETE
FROM tbl_products;--%'

Chudi 1énh SQL méi gom 2 lénh SQL: cau lénh SELECT tim kiém céc san pham c6 tén
chta tir khoa "Samsung Galaxy S4" trong bang tbl_products va cau Iénh DELETE x6a tit ca
cac san pham trong bang tbl_products. S¢ di ké tin cong c6 thé lam dugc diéu nay la do hé
quan tri co so dir liéu MS-SQL server ndi riéng va hau hét cac hé quan tri co so dit liéu noi
chung cho phép thuc hién nhiéu Iénh SQL theo 16 va dung dau ; dé ngin cach cac 1énh. Ky
hiéu -- dung dé huy tac dung caa phan lénh con lai néu co.
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Bang thu thuat twong tu, ké tin cdng co thé thay 1énh DELETE bing lénh UPDATE hoic
INSERT dé chinh sira, hodc chén thém dir liéu. Chang han, ké tin céng chén thém Iénh
UPDATE dé cap nhat mat khau cua ngudi quan tri bang cach nhap chudi sau lam tir khda tim
kiém (gia thiét bang tbl_administrators chira thong tin nguoi quan tri):

Galaxy S4';UPDATE tbl_administrators SET password=abc123 WHERE username =
‘admin’;--

Hozc keé tan cong co thé chén thém ban ghi vao bang tbl_administrators bang cach nhap
chudi sau lam tir khoa tim kiém:

Galaxy S4';INSERT INTO tbl_administrators (username, password) VALUES (‘attacker’,
‘abc12345");--

d. Pdnh cdp cdc théng tin trong co so dir liéu

L3 hong chén ma SQL c6 thé gilp ké tan cong danh cap di lidu trong co sé dit liéu théng
qua mét sé bude nhu sau:

- Tim 13 hong chén ma SQL va tham do cac thong tin vé& hé quan tri co so di liéu:

+ Nhap mot s dir liéu mau dé kiém tra mot trang web c6 chira 16 hong chén ma SQL,
nhu cac dau nhay don, dau --,...

+ Tim phién ban may cha co s dit liéu: nhap cac cau Iénh 15i va kiém tra thong béo
16i, hoic sir dung @@version (voi MS-SQL Server), hoic version() (véi MySQL)
trong céu lénh ghép voi UNION SELECT.

- Tim thdng tin vé sb lugng va kicu dit lidu cac truong cua cau truy van hién tai coa
trang web.

+ Swrdung ménh dé ORDER BY <sé thir tu cta trudng>

+ Surdung UNION SELECT 1,2, 3, ...

- Trich xuat théng tin vé cac bang, cac truong cua co s dit liéu théng qua cac bang hé
thdng (metadata).
- St dung lénh UNION SELECT dé ghép cac thong tin dinh trich xuat vao cau truy van
hién tai cta tng dung.
e. Chiém quyeén diéu khién hé thong may chui co sé diz liéu
Kha ning may chu co so dit liéu bi chiém quyén diéu khién xay ra khi trang web ton tai
ddng thoi 2 16 hong: (1) 16 hong cho phép tan cong chén mi SQL va (2) 16 hong thiét lap
quyén truy nhap co so dir lidu — sir dung nguoi ding cd quyén quan tri dé truy nhap va thao
tac dir liéu cua website. Khai thac 2 15 hong nay, ké tan céng c6 thé goi thuc hién cac 1énh hé
théng cua may chu co so dit liéu cho phép can thiép sau vao co so dit liéu, hé quan tri co s&
dir liéu va ca hé diéu hanh nén. Chang han, hé quan tri co sé dit liéu MS-SQL Server cung cap
thu tuc sp_send_dbmail cho phép guri email tir may cha co s¢ dir liéu va thu tuc xp_cmdshell
cho phép chay céc lénh va chuong trinh cai dat trén hé diéu hanh MS Windows. Sau day 1a
mot s6 vi du chay céc Iénh Microsoft Windows théng qua thu tuc xp_cmdshell:

EXEC xp_cmdshell 'dir *.exe" : liét ké ndi dung thu muc hién thoi

EXEC xp_cmdshell 'shutdown /s /t 00" : tit may cha nén chay hé quan tri CSDL
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EXEC xp_cmdshell 'net stop W3SVC' : dirng hoat dong may chu web

EXEC xp_cmdshell 'net stop MSSQLSERVER' : durng hoat dong may cha CSDL

Ngoai ra, ké tan cong c6 thé thuc hién cac thao tac nguy hiém dén co so dir liéu néu c6
quyén caa ngudi quan tri co sé dit liéu hodc quan tri hé thong, nhu:

X6a ca bang (gém ca ciu truc): DROP TABLE <tén bang>

Xo0a ca co so dir liéu: DROP DATABASE <tén CSDL>

Tao 1 tai khoan méi truy nhap CSDL.: sp_addlogin <username> <password>

Doi mat khau tai khoan truy nhap CSDL: sp_password <password>
f. Phong chang

Do tinh chat nguy hiém cua tin c6ng chén ma SQL, nhiéu giai phap da duoc dé xuat nham
han ché tac hai va ngin chan triét dé dang tan cong nay. Nhin chung, can ap dung két hop céc
bién phap phong chéng tin cong chén ma SQL dé dam bao an toan cho hé théng. Cac bién
phép, k¥ thuat cu thé co thé ap dung gom:

- Céc bién phéap phong chéng dua trén kiém tra va loc dit liéu dau vao:

+ Kiém tra tat ca cac dir liéu dau vao, dic biét dir liéu nhap tir ngudi dung va tir cac
nguon khong tin cay;

+ Kiém tra kich thudc va dinh dang dit liéu dAu vao;

+ Tao céc bo loc dé loc bo cac ky tu dic biét (nhu *, <, =, --) va cac tir khoa caa ngdn
ngr SQL (SELECT, INSERT, UPDATE, DELETE, DROP,....) ma ké tan cbng cb
thé sur dung:

- Sir dung thi tuc co so dir lidu (stored procedures) va co ché tham sb hoa di liéu:

+ Dua tat ca cac cau truy van (SELECT) va cap nhat, stra, x6a dir liéu (INSERT,
UPDATE, DELETE) vao cac thu tyc. Dir liéu truyén vao tha tuc thong qua céc
tham s6, gilp tach dir liéu khoi ma lénh SQL, nhd d6 han ngan chan hiéu qua tan
cbng chén ma SQL,;

+ Han ché thuc hién cac cau lénh SQL dong trong thu tuc;

+ Sir dung co ché tham sb hoa dir liéu hd trg boi nhiéu ngdn ngir 1ap trinh web nhu
ASP.NET, PHP va JSP.

- Céc bién phap phong chdng dua trén thiét 1ap quyén truy nhap ngudi ding co s di
liéu:

+ Khéng st dung ngudi ding cd quyén quan tri hé théng hodc quan tri co s¢ dir liu
lam nguoi dung truy cap di liéu. Vi du: khéng dung nguoi dung sa (Microsoft
SQL) hodc root (MySQL) lam nguoi dung truy cap di liéu. Chi dung cac nguoi
dung nay cho muc dich quan tri.

+ Chia nhom nguoi ding, chi cap quyén vira du dé truy cap céac bang biéu, thuc hién
CAu truy van va chay céc thu tuc.
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+ Tt nhét, khéng cip quyén thuc hién cac cau truy van, cap nhat, sta, x06a truc tiép
trén cac bang dit liéu. Thu tuc hoa tat ca cac cau lénh va chi cap quyén thuc hién tha
tuc.

+ C4m hoic vo hiéu hda (disable) viéc thuc hién céac thi tuc hé théng (cac thu tuc co
s& dit lidu ¢6 sin) cho phép can thiép vao hé quan tri co s& dit liéu va hé diéu hanh
nén.

- St dung céc cdng cu ra quét 16 hong chén ma SQL, nhu SQLMap, hoic Acunetix
Vulnerability Scanner dé chu dong ra quét, tim cac 16 hong chén ma SQL va c¢6 bién
phap khic phuc phi hop.

3.3.3. T4n cong tir chéi dich vu
3.3.3.1. Tén cong tir chéi dich vu
a. Gigi thiéu

Tan cong tir chdi dich vy (Denial of Service - DoS) la dang tan cong nham ngin chin
ngudi ding hop phap truy nhap cac tai nguyén mang. TAn cong DoS c¢6 thé duoc chia thanh 2
loai: (1) tin cong logic (Logic attacks) va (2) tan cong gay ngap lut (Flooding attacks). T4n
cong logic la dang tan céng khai thac cac 16i phan mém Iam dich vu ngirng hoat dong, hoic
lam giam hiéu ning hé théng. Tan céng DoS sir dung sau Slammer dé cap & Muc 2.2.1.2.c 1a
dang tan cong khai thac I8i tran bo dém trong phan mém. Nguoc lai, trong tan cong gay ngap
lut, ké tan cong giri mot lwong 16n yéu cau gay can Kiét tai nguyén hé théng hoic bang thong
duong truyén mang.

C6 nhiéu k¥ thuat tan cong DoS da duoc phat hién trén thuc té. Céc ki thuat tin cong DoS
thuong gap bao gdm: SYN Flood, Smurf, Teardrop, Ping of Death, Land Attacks, ICMP
Flood, HTTP Flood, UDP Flood,... Trong pham vi ciia mén hoc nay, ching ta chi dé cap dén
2 ki thuat pho bién nhat 1a SYN Flood va Smurf.

b. Tdn cong SYN flood

* Gigi thiéu

Tan céng SYN Flood la ky thuat tan cong DoS khai thac diém yéu trong thu tuc bat tay 3
buéc (3-way handshake) khi hai bén tham gia truyén thong thiét l1ap két néi TCP dé bat dau
phién trao doi dit liéu. SYN Ia bit co diéu khién cua giao thuc TCP dung dé déng bo s trinh
ty goi tin. Thu tuc bat tay khi mot nguoi ding hop phép thiét 1ap mot két ndi TCP dén may
cha, nhu minh hoa trén hinh Hinh 3.6 (a) gom 3 budc nhu sau:

- Nguoi dung thdng qua may khach gui yéu cau mo két néi (SYN hay SYN-REQ) dén
may chu;

- May chi nhan duoc luu yéu cau két ndi vao Bang két ndi (Backlog) va gui lai xac
nhan két ndi SYN-ACK cho may khach;

- Khi nhan duoc SYN-ACK tir may chu, may khéach gui lai xac nhan két néi ACK dén
may chu. Khi may chi nhan dugc xac nhan két ndi ACK tir may khéch, né xac nhan
két néi mo thanh cong, may cha va may khach bét dau phién truyén thong TCP. Ban
ghi mo két ndi dugc x6a khoi Bang két ndi.
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* Kich ban tdn cong

Kich ban tdn cong SYN Flood, nhu minh hoa trén Hinh 3.6 (b) gdm céc budc sau:

- Ké tan cong giri mot luong 16n yéu cau ma két ndi (SYN-REQ) dén may nan nhan;

- Nhan duoc yéu cau mé két ndi, may nan nhan luu yéu ciu két néi vao Bang két ndi
trong bo nho;

- May nan nhan sau d6 gtri Xac nhan két néi (SYN-ACK) dén ké tin cong;

- Do ké tan cong khong gui lai xac nhan két ndi ACK, nén méy nan nhan van phai luu
tat ca cac yéu cau két ndi chua dugc xac nhan trong Bang két ndi. Khi Bang két ndi bi
dién day thi cac yéu cau mé két ndi cua ngudi dung hop phap sé& bi tir chdi;

- May nan nhan chi c6 thé x6a mot yéu cau két ndi dang mé khi né hét han (timed-out).

SN
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SYN-ACK

ACK
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(a) Tha tuc bat tay 3 buéc binh
thwdng cla giao thirc TCP (b) TAn cong SYN Flood

Hinh 3.6. (&) Thu tuc bt tay 3 buéc ciia TCP va (b) Tan cong SYN Flood

Do ké tan cong thudng sir dung dia chi IP gia mao, hoic dia chi khdng c6 thyuc 1am dia chi
nguon (Source IP) trong goi tin IP yéu cau md két ndi, nén xéac nhan két ndi SYN-ACK cua
maéy nan nhan khong thé dén dich. Pong thoi, ké tan cong cd tinh tao mot luong rat 16n yéu
cau mo két ndi dé dang dé ching dién day bang két ndi. Hau qua 1a may nan nhan khdng thé
chap nhan yéu cau mo két néi ciia nhitng nguoi dung khéc. Tan cong SYN Flood lam can kiét
tai nguyén bod nhé (cu thé 1a bo nhd Bang két ndi) cia may nan nhan, c¢é thé lam may nan
nhan ngirng hoat dong va gay nghén duong truyén mang.

* Phong chéng

Nhiéu bién phap phong chéng tin cong SYN Flood dugc dé xuit, nhung chua c6 giai
phap nao c6 kha niang ngin chan triét dé dang tan cong nay. Do vay, dé phong chdng tan cong
SYN Flood hiéu qua, can két hop cac bién phap sau:

- Sur dung k¥ thuat loc dia chi gia mao (Spoofed IP Filtering): Ky thuat nay doi hoi

chinh stra giao thicc TCP/IP khdng cho phép ké tan cong gia mao dia chi;
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- Tang kich thuéc Bang két ndi: Tang kich thudc Bang két ndi cho phép tang kha ning
chap nhan cac yéu cau mo két ndi;

- Giam thoi gian chd (SYN-RECEIVED Timer): Cac yéu cau mé két ndi chua duoc xéc
nhan s& bi x6a sém hon khi thoi gian chd ngin hon;

- SYN cache: Mot y&u cau mé két ndi chi dugc cip phat khong gian nho day du khi nd
duoc xac nhan;

- St dung tuong ltra (Firewall) va Proxy: Tuong lira va proxy c6 kha nang nhan dang
cac dia chi IP ngudn 1a dia chi khong c6 thuc, dong thoi ching ¢ kha ning tiép nhan
yéu cau mé két ndi, chd dén khi cd xac nhan mai chuyén cho may cha dich.

c. Tdn cong Smurf

* Gioi thiéu

Tan céng Smurf 1a dang tin cdng DoS sir dung giao thirc diéu khién truyén ICMP va kiéu
phét quang ba co dinh hudng dé gay ngap lut duong truyén mang caa may nan nhan. Trén
mai phan viing mang IP thuong c6 1 dia chi quang b4, theo d6 khi c6 mot goi tin gui téi dia
chi nay, n6 s& dugc router ciia mang chuyén dén tat ca cac may trong mang do.

| Attacker |% Router |55 | Device

Device

Device

3

Device

Device

!

Hinh 3.7. M6 hinh tdn cdng Smurf

* Kich ban tdn cong

Hinh 3.7 minh hoa md hinh tin céng DoS Smurf. Theo dé, kich ban tan cong Smurf gom

cac budc:

- Ké tan cong giri mot lugng 16n gai tin chira yéu cau ICMP (Ping) véi dia chi IP ngudn
1a dia chi cua may nan nhan dén mot dia chi quang ba (IP Broadcast address) cua mot
mang;

- Router ciia mang nhan dugc yéu cau ICMP giri dén dia chi quang ba s& tu dong chuyén
yéu cau nay dén tat ca cac may trong mang;

- Cac may trong mang nhan duoc yéu cau ICMP s& giri tra 10i (reply) dén may c6 dia chi
IP 1a dia ngudn trong yéu cau ICMP (1a may nan nhan). Néu sé luong may trong mang
rat 16n thi may nan nhan s& bi ngap lut duong truyén, hoic ngirng hoat dong.

* Phong chang
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C6 thé str dung cac bién phap sau dé phong chéng tan cong Smurf:

- Cau hinh cac may trong mang va router khong tra 1oi cac yéu cau ICMP, hoic céc yéu

cau phét quang ba;

- Cau hinh céc router khong chuyén tiép yéu cau ICMP gui dén cac dia chi quang bé;

- St dung tudng lira dé loc cac gai tin véi dia chi gia mao dia chi trong mang.

Viéc cdu hinh cac router khéng chuyén tiép yéu cau ICMP, hoic cadc may trong mang
khong tra loi cac yéu cau ICMP c6 thé gay kho khin cho cac (ng dung dua trén phét quang bé
va giao thirc ICMP, nhu tng dung giam st trang thai hoat dong cua cdc may trong mang dua
trén ICMP/Ping.

3.3.3.2. Tdn cong tir chéi dich vu phan tan
a. Gigi thiéu

Tan cong DDoS (Distributed Denial of Service) 1a mot loai tin cong DoS dic biét, lién
quan dén viéc gay ngap lut cac may nan nhan véi mot lugng rat 16n cac yéu cau két noi gia
mao. Biém khac biét chinh gitta DDoS va DoS 1a pham vi (scope) tan cong: trong khi sb
lugng may tham gia tan cong DoS thudng twong ddi nho, chi gom mot sé it may tai mot, hoic
mot s6 it dia diém, thi s6 luong may tham gia tan cong DDoS thudng rat 16n, ¢ thé 1én dén
hang ngan, hoic hang trim ngan may, va cac may tham gia tin cong DDoS c6 thé dén tir rat
nhiéu vi tri dia ly khac nhau trén toan cau. Do vay, viéc phong chéng tin céng DDoS gip
nhiéu khoé khan hon so véi viéc phong chéng tan cong DoS.

C6 thé chia tan cong DDoS thanh 2 dang chinh theo mé hinh kién trac: tin cong DDoS
tryc tiép (Direct DDoS) va tan cong DDoS gian tiép, hay phan xa (Indirect/Reflective DDoS).
Trong tan cdng DDOS truc tiép, cac yéu cau tan cong dugc cac may tan cong guri truc tiép dén
may nan nhan. Nguoc lai, trong tin cdng DDoS gian tiép, cac yéu cau tan cong duoc giri dén
cac may phan xa (Reflectors) va sau d6 gian tiép chuyén dén may nan nhan.

b. Téan cong DDOS truc tiep

— -~ —
- ~, 7N\
P N~ il 4 \\\

[Zonbie] [Zonbie] [Zonhe] [Zotrbie] [Zonble] [Zon'bie] [Zon‘bie] [Zon'ble]

N\

Hinh 3.8. Kién tric tan céng DDOS truc tiép

Hinh 3.8 minh hoa kién trac dién hinh cua dang tan cong DDoS tryc tiép. Tan céng DDoS
truc tiép duoc thuc hién theo nhiéu giai doan theo kich ban nhu sau:
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- Ké tin cong (Attacker) chiém quyén diéu khién hang ngan, tham chi hang chuc ngan
may tinh trén mang Internet, sau d6 bi mat cai cac chwong trinh tan cong tu dong
(Automated agents) 1én cac may nay. Cac automated agents con dugc goi la cac Bots
hodac Zombies (May tinh ma);

- Céac may bi chiém quyén diéu khién hinh thanh mang may tinh ma, goi 1a botnet hay
zombie network. Cac botnet, hay zombie network khéng bi gigi han boi chang loai
thiét bj va td pd mang vat ly;

- Ké tan cong cd thé giao tiép vai cac may botnet, zombie thong qua mot mang ludi cac
may trung gian (handler) gébm nhiéu ting. Phuong thic giao tiép c6 thé 1a IRC
(Internet Relay Chat), P2P (Peer to Peer), HTTP,...

- Tiép theo, ké tan cong ra Iénh cho cac automated agents dong loat tao cac yéu cau gia
mao giri dén cac may nan nhan tao thanh cudc tan céng DDoS;

- Luong y8u cau gia mao c6 thé rat 16n va dén tir rat nhiéu ngudn, vi tri dia ly khac nhau
nén rat kho d6i phd va lan vét dé tim ra ké tan cong thuc su.

¢. Tdn céng DDoS gian tiép

I Attacker

l Reflectors
¥

Hinh 3.9. Kién tric tan cong DDoS gian tiép hay phan xa
Hinh 3.9 minh hoa kién tric tan céng DDoS gién tiép, hay phan xa. T4n cong DDoS gian
tiép ciing duoc thuc hién theo nhiéu giai doan theo kich ban nhu sau:

- Ké tan cong chiém quyén diéu khién caa mot lugng 16n may tinh trén mang Internet,
cai dat phan mém tan cong ty dong bot/zombie (con goi la slave), hinh thanh nén mang
botnet;
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- Theo Iénh cua ké tin cong diéu khién cac Slaves/Zombies giri mot lwong 16n yéu cau
gia mao voi dia chi ngudn 1a dia chi may nan nhan dén mot sé 16n cac may khac
(Reflectors) trén mang Internet;

- Céc Reflectors gui cac phan hoi (Reply) dén may nan nhan do dia chi cua may nan
nhan duoc dit vao dia chi ngudn cua yéu cau gia mao;

- Khi céc Reflectors c6 s luong 16n, s phan hoi s& rat Ion va gay ngap lut duong
truyén mang hoac 1am can kiét tai nguy@n cua may nan nhan, dan dén ngéat quang hoic
nging dich vu cung cdp cho ngudi dung. Cac Reflectors bi loi dung dé tham gia tan
cong thuong 1a cac hé thong may chu ¢ cdng suat Ion trén mang Internet va khéng
chiu su diéu khién cua tin tac.

d. Phong chang tan cong DDoS

Nhin chung, dé phong chong tin cong DDoS hiéu qua, can két hop nhiéu bién phap va sy
phdi hop ciia nhiéu bén do tan céng DDoS c6 tinh phan tan cao va hé théng mang may tinh
ma (botnet) duogc hinh thanh va diéu khién theo nhiéu tang, 16p. Mot sb bién phap cé thé xem
Xét ap dung:

- St dung cac phan mém ra quét vi rat va cac phan mém doc hai khac nham loai bo cac
loai bots, zombies, slaves khoi cac hé théng may tinh;

- St dung céac hé théng loc dat trén cac router, tuong lira cua cac nha cung cap dich vu
Internet (ISP) dé loc céc yéu ciu diéu khién (C&C — Command and Control) giri tir ké
tan cong dén cac bots;

- St dung c4c hé théng giam sét, phét hién bat thuong, nham phét hién sém cac dau hiéu
ctia tan cong DDoS.

- Sir dung tudng lira dé chan (block) tam thoi cac cong dich vu bi tan cong.

3.3.4. Tan cdng gia mao dia chi
3.3.4.1. Gigi thigu

Dang tan c6ng gia mao dia chi thuong gap nhat 1a tin céng gia mao dia chi IP, trong d6 ké

tan cong str dung dia chi IP gia 1am dia chi ngudn (Source IP) cua cac goi tin IP, thuong dé
danh lira may nan nhan nham vuot qua cac hang rao kiém soat an ninh thong thuong. Chang
han, néu ké tan cong gia dia chi IP 1a dia chi cuc bo cia mang LAN, han c6 thé c6 nhiéu co
hoi xam nhap vao cac may khac trong mang LAN d6 do chinh sach kiém soét an ninh véi cac
may trong cung mang LAN thuong dugc giam nhe.

3.3.4.2. Kich bdn

Hinh 3.10 minh hoa mét cudc tan cdng gia mao dia chi IP vao mét may nan nhan trong

mang cuc bd. Cac budc thuc hién nhu sau:

- Gia sir may cua ké tan cong co dia chi IP 1a 192.168.0.25 va hian mudn giri goi tin tan
cong dén may nan nhén co dia chi IP 1a 100.0.0.75;

- Ké tan cdng tao va giri yéu cau gia mao vai dia chi IP ngudn caa cac goi tin IP caa yéu
cau 1a 100.0.0.80 dén may nan nhéan. ia chi 100.0.0.80 1a dia chi cing mang LAN Vi
may nan nhan 100.0.0.75;
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- Néu tuong lra cua mang LAN khong loc duoc céc géi tin véi dia chi ngudn gia mao,
y&u cau gia mao cua ké tin cdng c6 thé dén duoc va gay tac hai cho may nan nhan.

Data: Payload IP source: IP destination: Criginal IP packet
192.168.0.25 100.0.0.75 fram hacker's system
Data: Payload |P source: IP destination: Spoofed (modified)
100.0.0.80 100.0.0.75 IP packet
................................ A

Hacker modifies Firewall allows Spoofed packet
source address to packet in, mistaking slips into intranet
spoof firewall it for legitimate traffic to wreak havac

Hinh 3.10. Minh hea tén cong gid mao dia chi IP

3.3.4.3. Phong chéng

Bién phap phong chéng tan cong gia mao dia chi IP hiéu qua nhat 1a stir dung ky thuat loc
trén tuong lira, hoac cac router vai nguyén tac loc: cac goi tin tir mang ngoai di vao mang
LAN ma c6 dia chi nguén 1a dia chi noi bo cua mang LAN d6 thi chung 1a cac géi tin gia mao
va phai bi chan.

3.3.5. Tan cdng nghe lén

ID : Victim1;
assword : Secret;

File Server

ID : Victim1; k.
Password : Secret; E >~
ID : Victim1; ?‘
Password : Secret; §
Web Server
Attacker Database Server

Hinh 3.11. Tan cng nghe 1én

Tan cdng nghe Ién (Sniffing/Eavesdropping), nhu minh hoa trén Hinh 3.11 14 dang tan
cdng st dung thiét bi phan ciing hodac phan mém, ling nghe trén card mang, hub, switch,
router, hoic moi truong truyén dan dé bat cac goi tin ding cho phan tich, hodc lam dung vé
sau. Pay 1a kiéu tan cong thu dong nham thu thap cac thong tin nhay cam, hoic giam sat luu
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lwong mang. C4c théng tin nhay cam nhu tén ngudi ding, mat khau, théng tin thanh toén néu
khong duoc ma hoa c6 thé bi nghe 1én va lam dung. Cac thdng tin truyén trong mang WIFI,
hodc cac mang khdng day ciing c6 thé bi nghe 1én d& dang do méi truong truyén dan vé tuyén
va néu khong sir dung cac co ché bao mat da manh.

Dé phong chéng tan cng nghe 1én, cé thé ap dung cac bién phap sau:

C6 co ché bao vé cac thiét bi mang va hé thdng truyén dan & mac vat ly;

Str dung céc bién phap, co ché xac thuc ngudi dung du manh;

Str dung cac bién phap bao mat thdng tin truyén duwa trén céc ki thuat ma hoa.
3.3.6. Tan cong kiéu nguwai ding giira
3.3.6.1. Gigi thigu

Tan cong kiéu nguoi dung giita (Man in the middle) 1a dang tin céng dung qué trinh
chuyén goi tin di qua nhiéu tram (hop) thudc cac mang khac nhau, trong d6 ké tan céng chan
bit cac thong diép gitra 2 bén tham gia truyén thdng va chuyén thong diép lai cho bén kia.
Muc dich chinh cta dang tin céng nay 1a danh cap thdng tin. Hinh 3.12 minh hoa md hinh tan
cong kiéu nguoi ding gitra trong mot phién truyén file & dang rd (plaintext) sir dung giao thirc
FTP gitra may khach (Client) va may chu (Server).

FTP transmits in plaintext

DS

man-in-the-middle
attacker

Server

Hinh 3.12. M6 hinh tdn céng kiéu nguwoi dirng giga

2) Hacker C bat dwoc
cac thong diép A gwi va
gia lam B. réi trao doi
cac khoa cua minh véi
A Saudé Cgialam A
dé thiét 1ap mot phién
lam viéc véi B.

1) Cong ty A thiét V4
lap mét phién lam &5

viéc bao mat véi
Congty B

3) B gwi cac thong diép
cho C. C nhan cac
thong diép B g, giai
ma, sao chép va chuyén
tiép thong diép (c6 thé
stra doi) cho A.

Hinh 3.13. Mgt kich bdn tan cong kiéu nguoi ding giiza
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3.3.6.2. Kich bdn

Hinh 3.13 minh hoa mét kich ban tin cong kiéu ngudi ding gitta, trong d6 hai bén A va B
(Cong ty A va Cong ty B) trao ddi cac thong diép bi mat va ké tan cong C (Hacker) bt va cé
thé stra d6i, lam dung céac thong diép truyén gitra A va B. Cac budc tan cong cu thé nhu sau:

- A giri c&c thdng diép dé thiét 1ap mot phién 1am viéc bao mat véi B;

- C bit dugc cac théng diép A gui. C gia 1am B va trao ddi cac khoa caa minh véi A.
Sau d6 C gia lam A dé thiét 1ap mot phién 1am viéc véi B (co trao ddi khoa vai B);

- B guri cac thong diép cho C ma van tuong nhu dang lién lac voi A. C nhan cac thong
diép B gtri, giai ma bang khoa cua minh (va cé thé sira d6i), sau d6 chuyén tiép théng
diép cho A. A nhan céac thong diép ma khdng biét 1a chung di bi C lam dung.

3.3.6.3. Phong chéng

Mot trong céac bién phap hiéu qua dé phong chéng tan cong kiéu ngudi ding gitra 1 hai
bén tham gia truyén théng phai c6 co ché xac thuc thong tin nhan dang cia nhau va xéc thuc
tinh toan ven cua cac thong diép trao d6i. Chang han, cac bén co thé st dung chang chi sé
khoa cong khai (Public key certificate) dé x4c thuc thdng tin nhan dang cua nhau va sir dung
chit ky s6 dé dam bao tinh toan ven.

3.3.7. Tan cong bang bom thw va thw rac

Tan cong bang bom thu (Mail bombing) 1a mot dang tan cong DoS khi ké tan céng gui
mot luong rat 16n email dén hop thu cua nan nhan. Khi d6 hop thu va ca may chi nan nhan cé
thé bi té liét va khong thé hoat dong binh thuong. Tan céng bang bom thu co thé dugc thuc
hién bang mot s6 tha thuat:

- Guri bom thu bang cach sir dung k¥ thuat x& hoi, danh lira ngudi ding phét tan email;

- Khai théac I8i trong hé théng giri nhan email SMTP;

- Loi dung cac may chu email khong duoc cau hinh tét dé giri email cho ching.

Tan cong bang thu rac (Spamming emails) 1a dang tan cong gui cac thu khong mong
muén, nhu thu quang cdo, thu chira cac phan mém doc hai. Theo mot sb thdng ké, khoang 70-
80% lugng emails guri trén mang Internet 13 thu rac. Ké tan cong thuong sir dung cac may tinh
bi diéu khién (bots/zombies) dé giri email cho chling. Spam emails gay lang phi tai nguyén
tinh toan va thoi gian ctia nguoi dung.

3.3.8. Tan cong sir dung cac ky thuat x& hoi
3.3.8.1. Gigi thigu

Tan cong st dung cac ky thuat x& hoi (Social Engineering) 1a dang tan cong phi k¥ thuat
nham vao nguoi ding. Dang tan cong nay khai thac cac diém yéu ¢ hitu cua nguoi dung, nhu
tinh ca tin, ngay tho, to mo va long tham. Dang thuong gap caa kiéu tan cong nay la thuyét
phuc ngudi ding tiét 16 théng tin truy nhap hoic cac thong tin co gia tri cho ké tan cong. Mot
s6 ki thuat ma ké tan cong thuong ap dung gom:

- Ké tan cdng c6 thé gia danh 1am ngudi ¢6 vi tri cao hon so v&i nan nhan dé c6 duoc su

tin twdng, tir 46 thuyét phuc hoic danh lira nan nhan cung cp théng tin;

- Ké tan c6ng ¢ thé mao nhan 1a ngudi dwoc Gy quyén cua ngudi ¢6 thim quyén dé yéu

cau cac nhan vién tiét 16 thong tin vé ca nhan/té chic;
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- Ké tan cdng c6 thé lap trang web gia dé danh lira nguoi diing cung cap céc thong tin ca
nhan, thdng tin tai khoan, thé tin dung,...
3.3.8.2. Tr0 lira ddo Nigeria 4-1-9
Tro lira dao Nigeria 4-1-9 14 mot trong céc dang tin cong sir dung céc ki thuat xa hoi noi
tiéng nhét, trong d6 da c6 hang chuc nghin ngudi & My, Canada va Chau Au d3 sap bay cua
ké lira dao. Ké lira dao loi dung su ngay tho va long tham ciia mot sé ngudi vai kich ban tom
tat nhu sau:

- Ké lira d4o gui thu tay, hodc email dén nhidu ngudi nhan, mé ta vé viéc c6 1 khoan
tién Ion (tr thira ké, hodc loi tic,..) can chuyén ra nude ngodi, nhd ngudi nhan gitp do
dé hoan thanh giao dich. Khoan tién c6 thé 1én dén hang chuc, hoic tram triéu USD.
Ké lira d4o htra sé tra cho ngudi tham gia mot phan s tién (1én dén 20-30%);

- Néu ngudi nhan c6 phan hdi va déng y tham gia, ké lira déo s& giri tiép thu, hoic email
khéc, yéu cau chuyén cho han 1 khoan phi giao dich (tir vai ngan dén hang chuc ngan
USD):

- Néu nguoi nhan gui tién phi giao dich theo yéu cau thi nguoi d6 s& mat tién, do giao
dich ma ké lra dao hira hen la gia mao.

Nhiéu bién thé cua trd lira dao Nigeria 4-1-9 da xuét hién trong nhitg nim gan day trén
thé giéi cling nhu & Viét Nam, chiang han nhu thong bao lira triing thuéng cac tai san co gié tri
l6n dé chiém doat khoan "phi tra thuong”, ltra dau tu vao tai khoan 4o véi hira hen lai suat
cao,...

3.3.8.3. Phishing

Please Verify Your eBay Identity Inbox
eBay Rilling Department to me Mere opsons 5:36 pm (3 hours ago)

Warning: ThisfMessage may not be from whom it claims to be. Beware

of following @ny links in it or of providing the sender with any personal
information.

d]\

Dear valued eBay member

It has come to our attention that your eBay billing updates are
out of order. If you could please take 5-10 minutes out of your
online experience and update your biling records you will not run
into any future problems with the online service.

Once you have updated your account records your eBay session will not be
interrupted and will continue as normal. Failure to update will result in
canceifation of your account, Terms of Service (TOS) violations or future biling

Hinh 3.14. Mgt phishing email gi#i cho khach hang cia mang dau gia eBay

Phishing 1a mot dang dac biét phat trién rat manh cua tan céng st dung cac ky thuat xa
hoi, trong d6 ké tin cong by nguoi dung dé liy thdng tin ca nhan, thdng tin tai khoan, thé tin
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dung,... Ké tin cong co thé gia mao trang web cua cé4c té chirc tai chinh, ngan hang, sau d6
chdng gui email cho ngudi dung (dia chi email thu thap trén mang), yéu cau xéac thuc thong
tin. Hinh 3.14 va Hinh 3.15 minh hoa 2 phishing emails giri cho khach hang caa mang dau gia
truc tuyén eBay va ngan hang Royal Bank yéu cau ngudi dung cap nhat théng tin thanh toan
da hét han, hodc xac nhan thdng tin tai khoan khéng s dung. Néu ngudi dung lam theo
huéng dan thi s& vo tinh cung cap céc thdng tin c& nhan, thong tin tai khoan, thé tin dung cho
ké tan cong.

From: CustomerSecurity@royalbank.com’

Sent: Monday, July 20, 2009 7:54 PM

To: Rob.Smith@hotmail.com

Subject: Renew your Online Account with Royal Bank Immediately — Final reminder?

Royal Bank

Dear valued Roval Bank customer?

It has come to our attention that you have not logged into your online banking account for some time®
now and, 85 a8 security measure, we must to suspend your online account®If yvou would like to continue to
use the online banking facilt',rsnffered by Roval Bank, please click the link below and renew your security
detailsfimmediately. Failure to do =0 will result in your anline account being suspended?®

Renew yvour security details immediately and continue to use our online banking facilty:
. ]
hitps:/fcustomerbankingrenewsl.rovalbank.comd

) 10 ) ) ) :
We are sorry for any convenience caused and hope you continue to use aur anling banking facilty.

The Roval Bank Online Security Team™

Link: hitp./fcustomerbankingrenewal. royaibank.com!

Hinh 3.15. Mgt phishing email guzi cho khach hang cuza ngan hang Royal Bank

3.3.8.4. Phong chéng

Do tin cong sir dung cac ky thuat x& hoi nhim dén ngudi ding nén bién phép phong
chéng hiéu qua la gido duc, dao tao nang cao y thirc canh giac cho ngudi ding. Mot sb
khuyén nghi giup nguoi ding phong tranh dang tin cong nay:

- Canh gi4c véi cac 1oi moi, hoic thong bao trang thuong bang email, tin nhian dién
thoai, hoic quang céo trén cac trang web, dién dan ma khong co 1y do, ngudn gdc
trang thudng rd rang;

- Canh giac véi cac yu cau cung cap thdng tin, xac nhan tai khoan, théng tin thanh toén,
théng tin the tin dung,..;

- Kiém tra ky dia chi (URL) cac trang web, dam bao truy nhap ding trang web cia co
quan, t6 chuc.

3.3.9. T4n cdng pharming

Pharming 1a kiéu tan céng vao trinh duyét cia nguoi ding, trong d6 ngudi ding gd dia chi
1 website, trinh duyét lai ydu cau 1 website khac, thuong 13 website doc hai. C6 2 dang tan
cong pharming: (1) ké tin cong thudng st dung sau, vi rat hoic cac phan mém doc hai cai vao
hé théng dé didu khién trinh duyét cia ngudi dung va (2) ké tan cong ciing co thé tan cong
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vao hé théng tén mién (DNS) dé thay d6i két qua truy vén: thay dia chi IP cua website hop

phap thanh IP cta website doc hai.

Hinh 3.16 minh hoa cira s6 trinh duyét ciia nguoi ding bi tin cong pharming ¢ dang (1),
hay con goi 1a tdn cong cuép trinh duyét (Browser hijacking), trong d6 ngudi ding nhap dia
chi trang google.com thi trinh duyét lai nap trang adventureinsecurity.com. Trong truong hop
nay, trinh duyét caa nan nhan di bi cai dat trinh cdm (plug-in, hoic add-on) doc hai cd kha

nang diéu khién trinh duyét.

/2 Google - Windows Internet Explorer

@_\:—;’ v Ié, http: //adventuresinsecurity.com/ :I ‘¢?2<7 Boodle
| Ele Edt Vew Favorites Tools ue\
| Gocgle|8 - s WO P S @k | P - [rvertes ?

W o & Google | | J@vv@v‘

Web Images Maps News Shopping Gmail ore v

Google

English

| Advanced Sesrch
FPreferences

| Google Search I I'm Feeling Lucky ' Language Tools

B T N

Hinh 3.16. Tdn cong pharming "cuép" trinh duyét

@ T

Attacker Fake Website
www.nlcebank.com

DNS Server 4 Website
(Local or ISP) e @ www.nicebank.com

Hinh 3.17. Tan cdng pharming théng qua tan céng vao may chii DNS
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Hinh 3.17 minh hoa cac budc cua tan cdng pharming dang (2), trong d6 ké tan céng xam
nhap vao may chu DNS chinh sira dia chi IP cia website hop phap thanh dia chi IP cua may
chu cua ching. Két qua 1a trinh duyét nguoi ding bi chuyén huéng yéu cau nap website cua
ké tan cong.

3.4. CAC DANG PHAN MEM PQC HAI
3.4.1. Giéi thigu

Céac phan mém doc hai (Malware hay Malicious software) 1 cac chuong trinh, phan mém
duoc viét ra nham cac muc dich x4u, nhu danh cip thdng tin nhay cam, hoic phé hoai cac hé
thdng. C6 nhiéu phuong phap phan loai cac phan mém doc hai, trong dé6 mot phuong phap
dugc thira nhan rong rai 1a chia cac phan mém doc hai thanh 2 nhém chinh nhu biéu dién trén
Hinh 3.18:

- Céac phan mém doc hai can chuong trinh chu, vat chi (host) dé ky sinh va lay nhiém.
Cac phan mém doc hai thuoc nhém nay gom Logic bombs (Bom logic), Back doors
(Cua hau), Trojan horses (Con ngua thanh To roa), Viruses (Vi rat), Rootkits, Adware
(Phan mém quang co) va Spyware (Phan mém gian diép).

- Céac phan mém doc hai khong can chuong trinh cho, vat chi dé 1ay nhiém. Céc phan
mém doc hai thuoc nhém nay gébm Worms (Sau) va Zombies hay Bots (Phan mém
may tinh ma).

Trong s6 cac phan mém doc hai, cac phan mem doc hai co kha nang tu 1ay nhiém (self-
infection), hay tu nhan ban (self-replicate) gom Vi rit, Sau va Phan mém may tinh ma. Cac
dang con lai khdng c6 kha nang tu lay nhidm. Viéc phan loai cac phan mém doc hai ké trén
mang tinh chét twong d6i do hién nay, c6 mot sé phan mém doc hai c6 cac dic tinh cia ca Vi
rat, SAu va Phan mém gian diép.

Céc phan
meéem doc hai

Can chuong Khéng can
trinh chd chuwong trinh cha

/ AN

Back || Logic || Trojan || Root- || Adware &
doors || bombs || horses || kits Spyware

Viruses | | Worms || Zombie

T

Cac phan mém c6 kha
nang tw nhan ban

Hinh 3.18. Cac dang phan mém déc hai

3.4.2. Logic bombs
Logic bombs (Bom logic) la cac doan ma doc thuong dugce “nhiung” vao cac chuong trinh
binh thudng va thuong hen gio dé “phat nd” trong mot sé diéu kién cu thé. Didu kién dé bom
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“phat nd” c6 thé 1a sy xuit hién hoac bién mat caa céc file cu thé, mot thoi diém cu thé, hoic
mot ngay trong tuan. Khi “phat nd” bom logic c6 thé xo4 dit liéu, file, tat ca hé thng...

Thuc té da ghi nhan qua bom logic do Tim Lloyd cai lai d “phéat nd” tai cong ty Omega
Engineering vao ngay 30/7/1996, 20 ngay sau khi Tim Lloyd bi sa thai. Bom logic nay da xoa
sach cac ban thiét ké va cac chuong trinh, gy thiét hai 10 triéu USD cho cong ty. Ban than
Tim Lloyd bi phat 2 triéu USD va 41 thang tu.

3.4.3. Trojan Horses

Trojan horses lay tén theo tich “Con ngua thanh To roa”, 1a chuong trinh chtra méa doc,
thuong gia danh nhitng chuwong trinh c6 ich, nham lira ngudi ding kich hoat chdng. Trojan
horses thudng duoc st dung dé thuc thi gian tiép cac tac vy, ma tac gia cua ching khong thé
thuc hién truc tiép do khong c6 quyén truy nhap. Chang han, trong mét hé thong nhiédu nguoi
ding, mot nguoi ding o thé tao ra mot trojan doi 16t mot chwong trinh hiru ich dat ¢ thu muc
chung. Khi trojan nay duoc thuc thi boi mot ngudi ding khac, nd s& thay doi quyén truy nhap
céc file cuia nguoi ding do, cho phép tat ca ngudi dung truy nhap vao cac file cia ngudi ding
do.
3.4.4. Back doors

Back doors (Ctra hau) thuong dugc cac Iap trinh vién tao ra, ding dé g rdi va kiém thu
chuong trinh trong qua trinh phat trién. Cira hau thuong cho phép truy nhap truc tiép vao hé
thdng ma khdng qua cac thu tuc Kiém tra an ninh théng thuong. Khi cira hau duoc 1ap trinh
Vién tao ra dé truy nhap bat hop phap vao hé thdng, no trg thanh mot méi de doa dén an ninh
hé théng. Ctra hau thuong dugc thiét ké va cai dat khéo léo va chi duogc kich hoat trong mot
ngit canh nao do, do vay né rit kho bi phat hién.

3.4.5. Viruses
3.4.5.1. Gigi thigu

Hinh 3.19. Minh hea vi rat may tinh

Vi rlt 12 mot chuong trinh ¢6 thé “nhidm” vao cac chwong trinh khéc, bang cach sira doi
cac chuong trinh nay. Néu cac chwong trinh di bi sira d6i chira vi rat dugc kich hoat thi vi rat
s& tiép tuc “lay nhiém” sang cic chuong trinh khac. Tuong ty nhu vi rdt sinh hoc, vi rit may
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tinh ciing c6 kha ning tw nhan ban, ty 1ay nhidm sang cac chuong trinh khac ma né tiép xuc.
C6 nhiéu con duong lay nhiém vi rat, nhu sao chép file, goi cac tng dung va dich vu qua
mang, email...

Vi rit c6 thé thuc hién dugc moi viéc ma mot chuong trinh thong thudng c6 thé thuc hién.
Khi d3 1ay nhiém vao mot chuong trinh, vi rit ty dong dugc thuc hién khi chuong trinh nay
chay. Hinh 3.20 minh hoa viéc chén mé vi rat vao cudi mét chuong trinh va chinh sira chuong
trinh dé khi chuong trinh dugc kich hoat, ma vi rat luén dugc thuc hién trude, sau d6 méi
thuc hién ma chuong trinh.

Bat dau
— Jump ———

Ma cla

chuwong

trinh bj
lay nhiém

Ma cua
virus

—|

Hinh 3.20. Chen va goi thuc hién ma vi rut

3.4.5.2. Cac logi vi rat

Céc loai vi rat thuong gap bao gdm file vi rit, boot vi rat, macro vi rat va email vi rat.
Boot vi rat la dang vi rat 1ay nhidm vao cung khoi dong (boot sector) cia dia hodc phan hé
thdng cua dia nhu cung khoi dong chi cua dia cing (master boot record). Do boot vi rat lay
nhiém vao cung khai dong nén né ludn dwoc nap vao bo nhd mdi khi hé théng may khoi
dong. Boot vi rt co thé gay hong phan khéi dong caa dia, tham chi c¢d thé 1am cho dia khong
thé truy nhap duoc.

File vi rGt 1a dang vi rdt phd bién nhat, d6i twong lay nhiém cua chung 1a cac file chuong
trinh va cac file dir liéu. Mdi khi chuong trinh duoc kich hoat hoac file dit liéu duoc nap vao
b nhd, vi rat duoc kich hoat. Moi chwong trinh tiép theo dugc kich hoat déu bi 1ay nhidm vi
rat nay. File vi rGt c6 thé 1am hong chuong trinh, hong hodc pha hay céc file dir liéu, danh cap
cac dix liéu nhay cam,...

Macro vi rut 1a mot loai file vi rat dic biét do chiing chi lay nhiém vao céc tai liéu cua bo
phan mém Microsoft Office. Macro vi rit hoat dong dugc nho tinh ning cho phép tao va thuc
hién cac doan ma macro trong cac tai liéu caa bd ung dung Microsoft Office, gom tng dung
soan thao Word, bang tinh Excel, trinh email Outlook,.... Cac doan ma macro thuong duoc
dung dé ty dong hoa 1 sb viéc va duoc viét bang ngén ngir Visual Basic for Applications
(VBA). Macro vi rat thuong lay nhiém vao céc file dinh dang chuan (cac template nhu
normal.dot va normal.dotx) va tr d6 lay nhidm vao tit ca cac file tai liéu
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duoc mé. Macro vi it cling ¢6 thé duoc tu dong kich hoat nho cac auto-executed macros,
nhu AutoExecute, Automacro va Command macro. Theo théng k&, macro vi rdt chiém
khoang 2/3 tong lwong vi rit da duoc phat hién. Luong tai liéu bi 1ay nhidm macro vi rat da
giam dang ké tir khi Microsoft Office 2010 c6 thiét 1ap ngam dinh khong cho phép chay cac
macro.

Email vi rat 1y nhiém bing cach tu dong giri mot ban copy cua né nhu 1 file dinh kém
dén tat ca cac dia chi email trong s6 dia chi cua ngudi ding trén may bi 1ay nhiém. Néu nguoi
ding mé email hoic file dinh kém, vi rat duoc kich hoat. Email vi rat ¢é thé 18y nhiém rat
nhanh chéng, lan tran trén khap thé gigi trong mét thoi gian ngan.

3.4.6. Worms

Worms (Sau) 1a mét loai phan mém doc hai c6 kha niang tu 1ay nhiém tir may nay sang
maéy khac ma khong can chuong trinh chi, vat chu, hodc su trg gilp cia ngudi ding. Khi sau
lay nhidm vao mot may, né sir dung may nay lam “ban dap” dé tiép tuc ra quét, tan cong cac
may khéac. Mot trong cac dang sau phd bién 1a sAu mang (network worms) st dung két ndi
mang dé lay lan tir may nay sang may khac. Mic di sir dung phuong thirc 1ay lan khac vi r(t,
khi s&u hoat dong, n6 tuong tu vi rut.

Hinh 3.21. Minh hoa sau may tinh

Sau c6 thé lay lan sir dung nhiéu phuong phap khac nhau. Mot sé sau chi st dung mot
phuong phap lay lan, nhung mot s6 sdu khac c6 kha ning 1ay lan theo nhiéu phuong phap.
Céc phuong phap lay lan chinh caa sau gom:

- LAy lan qua thu dién tr: Sau sir dung email dé giri ban sao cia minh dén cac may khéac.

- Lay lan théng qua kha nang thyec thi tir xa: Sau giri va thuc thi mot ban sao cia no trén

mot may khéc théng qua viéc khai théc céc 16 hong an ninh cua hé diéu hanh, céc dich
vu, hoic phan mém ung dung.

- LAy lan théng qua kha ning log-in (ding nhap) tir xa: Sau dang nhap vao hé théng ¢ xa

nhu mot ngudi ding va st dung Iénh dé sao chép ban than né tir may nay sang may
khéc.

-67 -



Bai giang Co sé an toan thdng tin Churong 3. Cac dang tdn cong & cac phan mém dgc hai

Sau Code Red dugc phat hién vao thang 7/2001 lay nhiém thong qua viéc khai thac 15i
tran bo dém khi xur ly céc file .ida trong may chu Microsoft 1IS (Internet Information Service).
Code Red quét cac dia chi IP ngau nhién dé tim céc hé théng c6 15i va l1ay nhiém vao 360.000
may chu trong vong 14 gio. Sau d6, sdu Nimda dugc phat hién vao thang 9/2001 la sau c6 kha
nang 1ay lan theo nhiéu con dudng:

Qua email tir may client sang client.

Qua cac thu muc chia sé trén mang.

Tur may chu web sang trinh duyét.
Tir may khach dén may cha nho khai thac céc 15i may chu.

Chi 22 phut sau khi ra doi, Nimda trg thanh sau cé toc do lan truyén nhanh nhat trén
Internet vao thoi diém do.

3.4.7. Zombies

Zombie (con goi 1a Bot hodc Automated agent) 1a mot chuwong trinh duoc thiét ké dé gianh
quyén kiém soat mot may tinh cd két ni Internet, va sir dung may tinh bi kiém soat dé tan
cong céc hé théng khac, hoac guri spam emails. Tuong tir nhu sdu, zombie ¢6 kha nang ty 13y
nhidm sang cac hé thong khac ma khéng can chuong trinh chii, hodc céc hd tro tir ngudi ding.
Mot tap hop cac may tinh zombie/bot dudi su kiém soat caa mot, hoic mot nhom tin tic duoc
goi la mang may tinh ma, hay zombie network/botnet. Cac zombies thudong duoc diéu phéi va
sir dung dé thuc hién cac cudc tin cong DDoS cac may chii, cac website cua cac cong ty, hoic
cac t6 chuc chinh pha. Cac may tinh zombies ciing c6 thé duoc st dung dé giri thu rac tao ra
khoan tién khdng nho cho cac nhdm tin tic, nhu minh hoa trén Hinh 3.22.

St dung cdc may tinh i
Zombie d¢ gwi thw rac m

ZombiB
-‘f N0 pU ta

im

Hinh 3.22. M hinh tin tgc si dung cac may tinh Zombie dé guri thu rdc

3.4.8. Rootkits

Rootkit 1a mot dang phan mém doc hai gdm mét tap cac cong cu ¢ muc dich gianh quyén
truy nhap vao hé théng may tinh ma nguoi ding khéng cé tham quyén khong thé truy nhap.
Rootkit thuong che gidu minh bing cach doi 16t mot phan mém khéc. Rootkit ¢6 thé dugc cai
dat tu dong, hoic tin tic cai dat rootkit khi chiém duoc quyén quan tri hé thdng. Do rootkit c6
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quyén truy nhap hé théng & mac quan tri nén né cé toan quyén truy nhap vao cac thanh phan
trong hé thdng va rat kho bi phét hién.
3.4.9. Adware va Spyware

Adware (tén day du 1a advertising-supported software) 1a cac phan mém tu dong hién thi
cac bang quang céo trong thoi gian ngudi dung tai hoic st dung cac phan mém. Adware
thuong dugce dong goi chung vai cac phan mém khac co thé dudi dang nhu mot phan cia mot
phan mém hodc maot dich vu mién phi. Adware trong mét sb truong hop ¢6 thé duoc coi 1a
mot phan mém doc hai néu ching duoc tu dong cai dat va kich hoat ma khong duoc su dong
y cua ngudi dung.

Spyware 1a mot dang phan mém doc hai duoc cai dat tw dong nhiam giam sat, thu thap va
danh cip céc théng tin nhay cam trén hé thdng nan nhan. C6 4 loai spyware thudng gap, gom
system monitor (gidm sat hé thdng), trojan, adware, and tracking cookies (cac cookie theo
ddi). Spyware c6 thé duogc cai dat vao hé théng nan nhan thdng qua nhiéu phuong phéap, nhu
tich hop, dong gbi vao cac phan mém khéc, bay nan nhéan ty tai va cai dat, hoic tin tic c6 thé
sir dung vi rat, sdu dé tai va cai dat. Spyware thuong duoc trang bi kha nang an minh nén rat
kho c6 thé phat hién bang cac phuong phap thong thuong.

3.5. CAU HOI ON TAP

1) Mbi de doa (threat) la gi? Néu quan hé giira 16 hong va maéi de doa.

2) Md ta 4 loai tin cong chinh va 2 kiéu tan cong chu dong va thy dong.

3) Néu muc dich va cac dang tan cong vao mat khau.

4) Tan coéng chén ma SQL 12 gi? Néu cac nguyén nhan caa 16 hong chén ma SQL. Tan cong
chén ma SQL c6 kha nang cho phép tin tic thuc hién hanh dong gi trén hé thdng nan
nhan?

5) Neéu cac bién phap phong chéng tan céng chén ma SQL.

6) V& so d6, md ta co ché tan cong SYN Flood va cac bién phap phong chéng.

7) V& so d6, md ta co ché tan cong Smurf va céc bién phap phong chdng.

8) V& so d6 va md ta kich ban tan cong DDoS tryc tiép va tan cdng DDoS gian tiép.

9) Mb ta co ché va cac bién phap phong chéng tan cong nguoi ding gira.

10) Péi twong cua tan céng sir dung cac ky thuat x& hoi 1a gi? Ma ta kich ban caa Tro lia dao
Nigeria 4-1-9.

11) T4n cdng pharming la gi? M6 ta cac dang tin cdng pharming.

12) Phan mém doc hai 1a gi? Phan loai cac phan mém doc hai.

13) Vi rat 1a gi? Néu cac phuong phap 1ay nhiém va cac loai vi rit.

14) Trojan 1a gi? M@ ta co ché hoat dong cua trojan.

15) Sau may tinh 1a gi? Néu diém khéc biét co ban cia sau va vi rit. Néu cac phuong phap lay
lan cua sau.
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CHUONG 4. PAM BAO AN TOAN THONG TIN
DUA TREN MA HOA

Churong 4 giéi thiéu cac khai niém co ban vé mdt ma, hé ma héa, cic phwong phap ma
héa. Phan tiép theo ciia chwong trinh bay mét sé gidi thudt co ban ciia ma héa khéa doi ximg
(DES, 3-DES va AES), ma hoa khoa bdt doi xitng (RSA) va cac ham bam (MDS5 va SHAI).

4.1. KHAI QUAT VE MA HOA THONG TIN VA UNG DUNG
4.1.1. Cac khai niém co ban

Mdt ma

Theo tir dién Webster's Revised Unabridged Dictionary: “cryptography is the act or art of
writing secret characters”, hay mdt ma (cryptography) 1a mét hanh déng hogc nghé thugt viét
cac ky tir bi mgt. Con theo tir dién Free Online Dictionary of Computing: “cryptography is
encoding data so that it can only be decoded by specific individuals”, ¢c6 nghia la mgt ma la
viéc ma hoa diz liéu ma n6 chi ¢6 thé duwoc gidi ma boi mét sé nguoi chi dinh.

Bdn rd, Ban m&, M& hoéa va Gigi ma

Ban r6 (Plaintext), hay thong tin chua ma hoa (Unencrypted information) la théng tin &
dang cd thé hiéu dugc.

Ban m& (Ciphertext), hay thong tin da dugc ma hoa (Encrypted information) la théng tin &
dang da bi xao tron.

Mai hoéa (Encryption) 1 hanh dong x&o tron (scrambling) ban rd dé chuyén thanh ban ma.
Giai ma (Decryption) 1a hanh dong giai x4o tron (unscrambling) ban ma dé chuyén thanh

ban ro.

Meet me at 9am Encryption Wofhed8&*bv#$87
(plaintext) (Algorithm) (ciphertext)

Decryption
(Algorithm)

Hinh 4.1. Cac khau Mé& hoa (Encryption) va Giai ma (Decryption) cia mgt hé ma hda

Hinh 4.1 minh hoa c&c khau ctia mot hé ma hoa, trong dé6 khau ma hoa thyc hién ¢ phia
ngudi gui: chuyén ban rd thanh ban ma va khau giai ma dwoc thyc hién & phia nguoi nhan:
chuyén ban mé thanh ban r6.

Gidi thudt ma hoa & gigi ma, B¢ ma hoa, Khéa/Chia, Khdng gian khoa

Giai thuat ma hoa (Encryption algorithm) Ia giai thuat dung dé ma hda thdng tin va giai
thuat giai ma (Decryption algorithm) ding dé giai ma thong tin.

Mbt bo ma hda (Cipher) gdm moét giai thuat dé ma héa va mot giai thuat dé giai ma théng

tin.
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Khoa/Chia (Key) 1a mot chudi dugc sir dung trong giai thuat ma hoa va giai ma.

Khéng gian khoa (Keyspace) 1a tong s6 khoa c6 thé cd caa mot hé ma hda. Vi dy, néu sir
dung khoa kich thudc 64 bit thi khong gian khoa 1a 2%,

Ma héa khéa déi xirng, Ma hoa khoa bdt doi xing, Ham bam, Thdm ma

M3 hoa khoa ddi xing (Symmetric key cryptography) 1a dang ma hoa trong d6 mot khoa
duoc sir dung cho ca giai thuat ma hda va giai ma. Do khoa st dung chung can phai dwoc gitr
bi mat nén ma hoa khéa dbi ximg con duwoc goi 1a mad hoa khda bi mat (Secret key
cryptography). Hinh 4.2 minh hoa hoat dong caa mot hé ma hoa khoa ddi xung, trong d6 mot
khoa bi mat duy nhat duoc st dung cho ca hai khau ma hoa va giai ma mot thong diép.

plaintext plaintext
Hinh 4.2. Ma héa khéa déi ximg sir dung 1 khoa bi mdt

public key private key

encryption decryption
plaintext ciphertext plaintext

Hinh 4.3. M& hoa khoa bdt doi xiing sir dung mét cap khoa

M4 hoa khoa bat d6i xing (Asymmetric key cryptography) 1a dang ma hoa trong d6 mét
cip khoa dugc sir dung: khoa cong khai (public key) dung dé ma hoa, khoa riéng (private key)
dung dé giai ma. Chi c6 khoa riéng can phai giit bi mat, con khoa cong khai co thé phé bién
rong rai. Do khoa dé mé hoa c6 thé cong khai nén do6i khi ma hoéa khoa bat dbi ximg con dugc
goi 1a mé hda khoa céng khai (Public key cryptography). Hinh 4.3 minh hoa hoat déng cua
mot hé ma hoa khoa bat ddi ximg, trong d6 mot khoa cong khai (public key) duoc st dung
cho khdu ma héa va khoa riéng (private key) cho khau giai méa thong diép.
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Ham bam (Hash function) 1a mét 4nh xa chuyén céc dir liéu c6 kich thudc thay doi vé dir
liéu co kich thuéc cb dinh. Hinh 4.4 minh hoa dau vao (Input) va dau ra (Digest) cua ham
bam. Trong c4c loai ham bam, ham bam 1 chiéu (One-way hash function) 1 ham bam, trong
d6 viéc thuc hién ma hoa twong ddi don gian, con viéc giai ma thuong co do phuc tap rat 16n,
hodc khong kha thi vé mit tinh toan.

Input Digest
Fox crypﬁ;ifph'c IFCD 3454 BEEA 788A 751A
fumetian " 696c 2409 7009 cA99 2017
jTuhr:;::i:Z: crypﬁ;iﬁph'c _| 0086 4688 FB7D cEE2 823C
the blue dog BT ACc? 6Dl 9081 EEGE 3AEC
,Tuh,:;:iif [ . ”Wﬁgfph" _ | gFD8 7558 7851 4r32 Dick
the blue dog furction 7661 79n9 (DAd AEFE 4819
The red fox eryptographic l_l’m'.lﬂ e ————
JUrmps aEwr hash —r 7EIIB
i (Hhoz fumegie (D401 GOAS 7D3A 46AF FB45
jTuhr:;::iZ‘:I LR | .| SACA D652 D588 4C75 ABE4
o (e o function | 1799 7086 BCPE 9289 GAGC

Hinh 4.4. Minh hoa ddu vao (Input) va dau ra (Digest) ciia ham bam

Thédm mé& hay pha ma (Cryptanalysis) la qua trinh giai ma thong diép da bi md hoa ma
khong can co6 truge thong tin va giai thuat ma hoa va khoa ma.

4.1.2. Céc thanh phan ciaa mét hé ma hoa

@ Receijver

encryption key decryption key
plaintext ; ciphertext ! plaintext
»| Encryption »| Decryption >
algorithm algorithm

Interceptor

Hinh 4.5. Céc thanh phan cia mét hé ma hda don gian

Mot hé mé hda hay hé mat ma (Cryptosystem) la mét ban cai dat cua cac ky thuat mat ma
va cé4c thanh phan c6 lién quan dé cung cip dich vu bao mat théng tin. Hinh 4.5 néu cac thanh
phan cua mot hé ma hoéa don gian dung dé dam bao tinh bi mat cua thong tin tir ngudi gui
(Sender) truyén dén nguoi nhan (Receiver) ma khong bi mot bén thir ba nghe Ién
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(Interceptor). Cac thanh phan caa mot hé ma hoa don gian gdm ban rd (plaintext), giai thuat
ma hoa (Encryption Algorithm), ban ma (ciphertext), giai thuat giai ma (Decryption
Algorithm), khéa ma hoa (encryption key) va khoa giai ma (decryption key). Mét thanh phan
quan trong khac cua mot hé ma hda 1a khdng gian khoa (Keyspace) - 1a tap hop tat ca cac
khéa cé thé co. Vi du, néu chon kich thudc khéa 1a 64 bit thi khdng gian khéa s& 1a 2°4. Nhin
chung, hé ma héa c6 d6 an toan cang cao néu khdng gian khoa lwa chon cang lén.

4.1.3. M4 hoa dong va ma héa khoi
4.1.3.1. Ma hoéa dong

Eeystream
GJenerator

Eeystream
Generator

Eeystream Eeystream
E; Flaintest E;
Plaintext Ciphertesxt Plaintext
B L LS " F;
Encrypt i Decrypt

Hinh 4.6. Ma hdéa dong (Stream cipher)

M4 hoa dong (Stream cipher) 1a kiéu ma héa ma ting bit, hodc ky tu cua ban rd dugc két
hop Vvéi tung bit, hodc ky ti trong tng cua khoa dé tao thanh ban ma. Hinh 4.6 biéu dién qué
trinh ma héa (Encrypt) va giai ma (Decrypt) trong ma hoéa dong. Theo do, ¢ bén guri c&c bit P;
cua ban rd (plaintext) dugc lién tuc dwa vao két hop véi bit trong tng K; cua khoa dé tao
thanh bit ma C;; O bén nhan, bit ma C; duoc két hop véi bit khda C; dé khdi phuc bit rd P;.
M6t bo sinh dong khoa (Keystream Generator) duoc sir dung dé lién tuc sinh céc bit khoa K;
tir khda goc K. Cac giai thuat ma hoa dong tidu biéu nhu A5, hoic RC4 dugc str dung rong rai
trong vién thong.

4.1.3.2. M4 héa khéi

Plaintext C|pher‘text .
EEE=EEEm '—'——I——’—
' _ v
Block Cipher | Block Cipher
Key Encryption Key =| Decryption
. |
I_J—I_. ey EEEEEE ]
Ciphertext Plaintext

Hinh 4.7. Ma héa khai (Block cipher)

M4 héa khéi (Block cipher) 1a kiéu ma héa ma dit liéu duoc chia ra thanh tung khéi co
kich thudc cb dinh dé ma hoa va giai ma. Hinh 4.7 biéu didn qua trinh ma hoa va giai ma
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trong ma hda khéi. Theo d6, & bén giri ban rd (Plaintext) duoc chia thanh cac khéi (block) co
kich thudc ¢ dinh, sau d6 ting khdi dugc mé hoa dé chuyén thanh khdi ma. Céac khdi ma
duoc ghép lai thanh ban ma (Ciphertext). O bén nhan, ban m lai dwoc chia thanh céc khdi va
ting lai duoc giai ma dé chuyén thanh khéi rd. Cudi cung ghép cac khdi rd dé c6 ban rd hoan
chinh. Céc giai thuat ma hoa khéi tiéu biéu nhu DES, 3-DES, IDEA, AES duoc su dung rat
rong réi trong ma hoa dit liéu voi kich thude khdi 64, hoic 128 bit.

4.1.4. So lwgc lich sir mat ma

C6 thé n6i mat ma 1 con dé cua todn hoc nén sy phat trién cia mat ma di lién véi su phét
trién cua toan hoc. Tuy nhién, do nhiéu giai thuat mat ma doi hoi khéi lwong tinh toan 1én nén
mat ma chi thuc sy phat trién manh cing voi su ra doi va phat trién caa may tinh dién tir. Sau
day 1a mot s6 moc trong sy phét trién cua mat ma va tng dung mat méa:

- Cé&c ky thuat ma hoa tho so da dugc nguoi co Al cap st dung cach day 4000 nam.

- Nguoi co Hy lap, An d6 ciing d3 str dung ma hoa cach day hang ngan nam.

- Céc ky thuat ma hod chi thyc su phat trién manh tir thé ky 1800 nho ¢ng cu toén hoc,
va phat trién vuot bac trong thé ky 20 nho su phét trién ciia may tinh va nganh cong
nghé thong tin.

- Trong chién tranh thé giéi tha | va 11, cac k¥ thuat ma hoa duoc st dung rong rai trong
lien lac quan su sir dung song vo tuyén. Quan doi cac nudec di sir dung céc céng cu pha
mé, tham ma dé giai ma cac thong diép cua quén dich.

- Nam 1976 chuin mi hoa DES (Data Encryption Standard) dugc Co quan mat vu My
(NSA — National Security Agency) thtra nhan va sir dung rong rai.

- Nam 1976, hai nha khoa hoc Whitman Diffie va Martin Hellman da dua ra khai niém
ma hda khoa bat doi xing (Asymmetric key cryptography), hay ma hoéa khoa cong
khai (Public key cryptography) dua dén nhiing thay doi Ion trong ky thuat mat ma.
Theo d6, cac hé ma hoa khoa cong khai bat ¢au duoc st dung rong rai nho kha niang
hd tro trao d6i khoa d dang hon va do cac hé ma hoa khoa bi mat gip kho khan trong
quan 1y va trao d6i khoa, dic biét khi s6 lugng nguoi ding 1n.

- Nam 1977, ba nha khoa hoc Ronald Rivest, Adi Shamir, va Leonard Adleman gidi
thiéu giai thuat ma hoa khéa cong khai RSA. Tur d6, RSA tro thanh giai thuat méa héa
khoa cong khai duoc sir dung rong rdi nhat do RSA c6 thé vira duoc st dung dé ma
hoa théng tin va sir dung trong chit ky sé.

- Nam 1991, phién ban dau tién caa PGP (Pretty Good Privacy) ra doi.

- Nam 2000, chuan mi hoéa AES (Advanced Encryption Standard) duoc thira nhan va
ung dung rong rai.
4.1.5. Ung dung ca ma hoa
M4 hoé thong tin c6 thé duoc sir dung dé dam bao an toan thong tin vai cac thudc tinh: bi
mat (confidentiality), toan ven (integrity), xac thuc (authentication), khéng thé chdi bo (non-
repudiation). Cu thé, cac ky thuat ma hoa dugc tng dung rong rai trong céc hé thng, cong cu
va dich vu bao mat nhu:

- Dich vu xac thuc (Kerberos, SSO, RADIUS,...)
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- biéu khién truy nhap

- Céc cdng cu cho dam bao an toan cho truyén thdng khong day
- Céc nén tang bao mat nhu PKI, PGP

- Céc giao thirc bao mat nhu SSL/TLS, SSH, SET, IPSec

- Céc hé théng bao mat kénh truyén, nhu VPN.

4.2. CAC PHUONG PHAP MA HOA
4.2.1. Phwong phap thay thé

Phuong phap thay thé (Substitution) 1a phuong phap thay thé mét gia tri nay bang mot gia
tri khac, nhu thay mot ky tu bang mot ky tu khéc, hoic thay mét bit bang mét bit khac. Hinh
4.8 biéu dién bo chix goc, bo chir ma va vi du ma hoa st dung hé ma hoa néi tiéng thoi La Ma
la Caesar cipher. Nguyén tac cua Caesar cipher la dich 3 chir trong bo ky tu tiéng Anh sang
bén phai (A>D, B>E, CF.....). Ban 13 “LOVE” dugc mi hoa thanh “ORYH”.

B6 chir gd¢ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Bochrméd DEFGHIJKLMNOPQRSTUVWXYZABC

LOVE - ORYH

Hinh 4.8. Ma héa bang hé ma hoa Caesar cipher

Plaintext = ABCDEFGHIJKLMNOPQRSTUVWXYZ
Substitution cipher 1 = DEFGHIJKLMNOPQRSTUVWXYZABC
Substitution cipher 2 = GHIJKLMNOPQRSTUVWXYZABCDEF
Substitution cipher 3 = JKLMNOPQRSTUVWXYZABCDEFGHI
Substitution cipher 4 = MNOPQRSTUVWXYZABCDEFGHI JKL

Ky tw s6 1 dung bo ma 1, ky tw 2 dung bé ma 2, ...
TEXT > WKGF

Hinh 4.9. Phuirong phdp thay thé véi 4 bg chir ma

Pé ting do an toan cua phuong phap thay thé, ngudi ta ¢ thé sir dung nhiéu bo chir ma,
nhu minh hoa trén Hinh 4.9 vai 4 bo chir ma (Substitution cipher), véi nguyén tac thay thé: ky
tu 56 1 & ban r6 thay thé sir dung bo chir ma s6 1, ky tu s6 2 sir dung bo chit md sb 2,..., ky tu
s6 5 sir dung bo chir ma s6 1, ky tu s6 6 sir dung bo chit ma s6 2,... Néu cac bo chir ma duoc
sap dat ngau nhién thi mot ky tu xuat hién ¢ cac vi tri khac nhau trong ban rd s& dugc chuyén
ddi thanh céc ky tu khac nhau trong ban ma. Piéu nay giup ting d6 an toan do lam ting do
kho trong viéc phan tich doan ban rd tir ban ma.
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4.2.2. Phwong phap hoan vi

Phuong phap hoan vi, hodc doi chd (permutation) thuc hién sip xép lai c4c gia trj trong
mot khéi ban rd dé tao ban ma. Thao tac hoan vi c6 thé thuc hién vai tirng bit hoac ting byte
(ky tu). Hinh 4.10 minh hoa vi du m4 héa bing phuong phap hoan vi thuc hién déi chd cac
bit, trong d6 viéc d6i chd dugc thuc hién theo khoa (Key) trong khéi 8 bit, tinh tir bén phai.
Hinh 4.11 minh hoa vi du ma héa bang phwong phap hoan vi thuc hién déi chd cac ky tu,
trong d6 viéc ddi chd duogc thuc hién theo khoa trong khdi 8 ky tu, tinh tir bén phai. Véi ban
13 “SACKGAULSPARENOONE” ta c¢6 3 khéi, 2 khdi dau du 8 ky tw, con khéi cudi chi c6 2
ky tu “NE” nén phai chén thém dau trang cho du khéi 8 ky tu.

Key 1—4,2-8, 3-1,4-5, 57, 6-2, 7—-6, 8—3

Bit locations: 87654321 87654321 87654321 87654321
Plaintext 8-bit blocks: 00100101101101011110010101]101010100
Ciphertext: 00001011]110111010]01001101101100001

Hinh 4.10. Phwong phdp hodn vi thuc hién déi ché cac bit

Letter locations: 87654321 187654321 87654321 (87654321 |

Plaintext: SACKGAUL | SPARENOO | NE | |
Key: 1—4, 28, 3—1, 45, 5—7, 6—2, 7—6, 8§—3
Ciphertext: UKAGLSCA|ORPEOSAN| E N |

Hinh 4.11. Phwong phdp hodn vi thuc hién déi ché céc ky tw

4.2.3. Phuwong phap XOR

Phuong phap ma héa XOR str dung phép toan logic XOR dé tao ban ma, trong d6 tirng bit
ctia ban 16 dugc XOR Véi bit trong tng cua khoa. Dé giai mé, ta thuc hién XOR tung bit cua
ban ma vai bit tuong trng cua khoa. Hinh 4.12 minh hoa qua trinh ma hoa ban r6 “CAT” vai
khoa “VVV?”. Theo d6, cac ky tu cua ban rd va khoa duoc chuyén thanh ma ASCII va biéu
dién dudi dang nhi phan. Sau do, thuc hién phép toan XOR trén céc bit twong (tng cua ban rd
va khoa dé tao ban ma (Cipher).

Text Value Binary Value

CAT as bits (9) L (o) (o) () () 2L 3k (o) 3L (o) (o) (o) (o) () Ak (&) 2L (o) 2k () 3k (o) (0)
VVV as key 010101100101011001010110
Cipher 000101010001 011100000010

Hinh 4.12. M& héa bang phirong phip XOR
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4.2.4. Phwong phap Vernam

Phuong phap Vernam st dung mot tap ky tu dé ndi vao cac ky tu cua ban rd dé tao ban
ma. Tap ky tu nay duoc goi 1a one-time pad va mdi ky tu trong tap chi dung 1 lan trong mot
tién trinh ma hoa. Véi bo chir tiéng Anh ¢6 26 chir, ma hoa bang phuong phap Vernam duogc
thuc hién nhu sau:

- Céc ky tu cua ban rd va céc ky tu cua tap ndi thém (one-time pad) duoc chuyén thanh
s6 trong khoang 1-26;
- Cong gid tri cua ky ty trong ban rd vai gia tri twong tng trong tap ndi thém:

- Néu gi4 tri cong 16n hon 26 thi dem trir cho 26 (day chinh 1a phép modulo — chia lay
phan du).

- Chuyén gié tri s6 thanh ky tu ma.

Plaintext: S A C K G A U L S P A REN O O N E
Plaintext value: 19 01 03 11 07 01 21 12 19 16 01 18 05 14 15 15 14 05
One-time pad text: F P Q R N S B I E H T 2 L A C D G J
One time pad value: 06 16 17 18 14 19 02 09 05 08 20 26 12 01 03 04 07 10
Sum of plaintext and pad: 25 17 20 29 21 20 23 21 24 24 21 44 17 15 18 19 21 15
After modulo Subtraction: 03 18

Ciphertext: Y Q T ¢ U T W U X X U R Q O R S U O

Hinh 4.13. M& hoa bang phwong phdp Vernam

Hinh 4.13 minh hoa ma héa ban 15 “SACKGAULSPARENOONE” bing phuong phép
Vernam voéi tap néi thém “FPQRNSBIEHTZLACDGI”.

4.2.5. Phwong phap sach hoic khoa chay

Phuong phap sach, hoac khoa chay thuc hién viéc ma hoa va giai ma stir dung cac khoa mé
chira trong cac cudn sach. Hién nay phuong phap nay thuong dwoc dung trong cac bo phim
trinh tham do tinh chat ky bi cua nd. Vi du nhu, v6i ban ma “259,19,8; 22,3,8; 375,7.4;
394,17,2” va cudn sach duoc ding chira khoa 1a “A Fire Up on the Deep”, ta c6 thé giai ma
nhu sau:

- Trang 259, dong 19, tur thtr 8 14 sack

- Trang 22, dong 3, tu thir 8 la island

- Trang 375, dong 7, tu thir 4 1a sharp

- Trang 394, dong 17, tir thir 2 1a path

Ban ro twong ung cua ban ma “259,19,8;22,3,8;375,7,4;394,17,2” 1a “sack island sharp
path”.
4.2.6. Phwong phap ham bam

Céac ham bam (Hash functions) 13 cac giai thuat dé tao cac ban tém tit (digest) cua théng
diép, thuong duoc sir dung dé nhan dang va ¢am bao tinh toan ven cua thong diép. Do dai cua
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thong diép dau vao la bat ky, nhung du ra ham bam thuong c6 do dai ¢ dinh. Chi tiét vé céc
ham bam dugc & muc 4.4. Cac ham bam thong dung gom:

- Céc ham bam MD2, MD4, MD5 véi do dai chudi dau ra 1a 128 bit;

- Ham bam MD6 cho chudi diu ra c6 d6 dai trong khoang 0 dén 512 bit;

- Céc ham bam SHAO, SHA1 véi do dai chudi dau ra 1a 160 bit;

- Cac ham bam SHA2, gém SHA256, SHA384, SHA512 cho phép mot sb luya chon

chudi dau ra twong tng 256, 384 va 512 bit;
- Ham bam SHA3 cho chudi dau ra c6 do dai trong khoang 0 dén 512 bit;
- Ham bam CRC32 véi chudi dau ra 32 bit st dung trong kiém tra du thira mach vong.

4.3. CAC GIAI THUAT MA HOA
4.3.1. Cac giai thuat ma héa khoa déi xieng
4.3.1.1. Khai quat vé ma héa khéa déi xirng

M3 hoa khoa d6i xtiing (Symmetric key encryption) hay con goi 1a ma hdéa khéa bi mat
(Secret key encryption) st dung mot khéa bi mat (Secret key) duy nhat cho ca qua trinh ma
hoa va giai ma. Khoa bi mat dugc stir dung trong qua trinh ma hoéa va giai ma con dugc goi la
khéa chia sé (Shared key) do bén giri va bén nhan can chia sé khéa bi mat mot cach an toan
truéc khi ¢é thé thuc hién viéc ma héa va giai ma. Hinh 4.14 minh hoa qué trinh ma hoa va
giai ma su dung chung mot khéa bi mat chia sé.

Plain-text input Cipher-text Plain-text output

“The quick “The quick

brown fox “AxCv;5bmEseTfid3) brown fox
jumps over fGsmWe#4"  sdgfMwi jumps over
r3:dkJeTsY8R\s@!q3 the lazy
%" dog”

Decryption

Same key ii
‘/(shared secret)\*

Hinh 4.14. Ma héa khéa doi xirng (Symmetric key encryption)

Cac hé ma hoa khoa ddi xung thuong st dung khéa vai kich thuéde twong déi ngan. Mot
s6 kich thudc khéa dugc sir dung phd bién 12 64, 128, 192 va 256 bit. Do su phét trién nhanh
vé tdc do tinh todn cua may tinh, nén cac khéa ¢ kich thudc nho hon 128 bit duoc xem la
khong an toan va hau hét cac hé ma hoa khoa ddi xtimg dam bao an toan hién tai sir dung khoa
¢6 kich thuéc tir 128 bit tré 1én. Uu diém noi bat caa cac hé ma hoa khoa ddi xing 1a c¢6 do an
toan cao va téc do thuc thi nhanh. Tuy nhién, nhuwoce diém 16n nhat caa cac hé ma héa khoa
dbi xung 1a viéc quan ly va phan phdi khoa rat kho khan, dic biét 1a trong cac méi trudng mo
nhu mang Internet do cac bén tham gia phién truyén théng can thuc hién viéc trao do6i cac
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khoa bi mat mot cach an toan trudc khi co thé sir dung chung dé ma hoa va giai ma céc thdng
diép trao doi.

Mot s6 hé ma hoa khoa dbi xung tiéu biéu, gdbm DES (Data Encryption Standard), 3-DES
(Triple-DES), AES (Advanced Encryption Standard), IDEA (International Data Encryption
Algorithm), Blowfish, Twofish, RC4 va RC5. Phan tiép theo cua muc nay 1a md ta cac giai
thuat ma héa DES, 3-DES va AES do ching la cac giai thuat da va dang duoc sir dung rong
rai nhat trén thuc té.

4.3.1.2. Gidi thugt ma hoa DES va 3-DES
a. DES

DES (Data Encryption Standard) duoc phét trién tai IBM voéi tén goi Lucifer vao dau
nhitng nam 1970 va duoc chap nhan la chuan ma hda & My vao nam 1977. DES duoc sir dung
rong réi trong nhitng nim 1970 va 1980. DES la dang ma hoa khéi voi khdi dir liéu vao kich
thudc 64 bit va khda 64 bit, trong d6 thuc stir dung 56 bit (con goi 1a kich thuéc hiéu dung cua
khoa) va 8 bit dung cho kiém tra chan l¢. Mot wu diém cua DES 14 st dung chung mét giai
thuat cho ca khau ma hoa va khau giai ma, nhu minh hoa trén Hinh 4.15, trong d6 P 1a khoi
ban rd 64 bit, K 1a khoa véi kich thudc hiéu dung 56 bit, C 1a khéi ban ma 64 bit, DES biéu
din khau ma hoa va DES™ biéu dién khau giai ma. Hién nay DES duoc coi 1a khdng an toan
do né c6 khong gian khoa nho, d& bi vét can va toc do tinh todn cua cac hé thong may tinh
ngay cang nhanh.

K K
} 56 i 56
Y

® L 4

64 64
p—~»| DES —» ¢ ¢ ——»| DES™I1[—>P

Hinh 4.15. Cac khau ma hdéa va giai ma cua DES
Vi mdi khéi dir liéu dau vao 64 bit, DES thyc hién 3 budc xir Iy nhu minh hoa trén Hinh
4.16 dé chuyén nd thanh khbi ma 64 bit twong tng. Cac budc cu thé gom:
- Budc 1: Hoan vi khai tao (1P — Initial Permutation);
- Budc 2: 16 vong lap chinh thuc hién xao tron dit liéu sir dung ham Feistel (F). Sau moi
vong lap, cac két qua trung gian duoc két hop lai sir dung phép @ (XOR);
- Budc 3: Hoan vi két thic (FP — Final Permutation).
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Plaintext (64 bits)

IP
&P F
&P F

for 16 rounds

(be— F }<—
———

FP

Ciphertext (64 bits)

Hinh 4.16. Cdc buéc xit 1y chuyén khoi rd 64 bit thanh khoi ma 64 bit cia DES

Half Block (32 bits) Subkey (48 bits)

L= |

Hinh 4.17. Cdc buoc xu ly cua ham Feistel (F)

Ham Feistel (F) 1a hat nhan trong cac vong lap xu ly dit liéu cua DES. Trudc hét, khéi 64
bit dwoc chia thanh 2 khéi 32 bit va duoc xtr Iy 1an luot. Ham Feistel duoc thuc hién trén mot
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khéi dir lieu 32 bit (Half Block 32 bits) gom 4 buéc xir Iy nhu minh hoa trén Hinh 4.17. Cu
thé, cac budc xtr Iy nhu sau:

E (Expansion): thuc hién mo rong 32 bit khdi dau vao thanh 48 bit bang cach nhan doi
mot nira sé bit.

@®: Tron khoi 48 bit két qua & budc E véi khéa phu 48 bit. Co 16 khda phu (Subkey)
duoc tao tir khoa chinh dé sir dung cho 16 vong lap.

Si (Substitution): Khéi dit liéu 48 bit dugc chia thanh 8 khéi 6 bit va dugc chuyén cho
céc bo thay thé (S1-S8). Mai bo thay thé Si sir dung phép chuyén doi phi tuyén tinh dé
chuyén 6 bit dau vao thanh 4 bit dau ra theo bang tham chiéu. Cac b thay thé Ia thanh
phan nhan an ninh (Security core) cia DES.

P (Permutation): khéi 32 bit dau ra tir cac bo thay thé duoc sip xép bang phép hoén vi
cb dinh (Fixed permutation) cho ra dau ra 32 bit.

DES sir dung mét thu tuc sinh 16 khoa phu tir khoa chinh dé sir dung trong 16 vong lap
ham Feistel. Hinh 4.18 minh hoa thu tuc sinh 16 khoa phu tir khéa chinh cia DES. Cac budc
xu ly chinh cua thu tyc sinh khoa phy nhu sau:

56 bit khoa dugc chon tir khda gbc 64 bit boi PC1 (Permuted Choice 1). 8 bit con lai
duogc haty hodc dung dé kiém tra chan lé;

56 bit duoc chia thanh 2 phan 28 bit, méi phan duoc xt ly riéng;

MJdi phan dugc quay trai 1 hoac 2 bit;

Hai phan duoc ghép lai va 48 bit duoc chon lam khoa phy 1 (Subkey 1) boi PC2;

Lap lai budc trén dé tao 15 khda phu con lai.

ll(c_v {64 bits)

PC1l
|
i )
g, 9
Subkey 1 < PC2 ‘
(48 bits)
k< ﬁE’*ﬂ
Subkey 2 < BCZ2
(48 bits)
j
’:::'—‘L Lo
Subkey 15= PCZ
(43 bits)
L L
Subkey 16— PC2
{48 bits)

Hinh 4.18. Thu tuc sinh cac khéa phu tir khéa chinh cua DES
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Nhu di dé cap, giai thuat DES c6 thé st dung cho ca khau ma hoa va giai ma. Trong khau
giai ma cac budc xur ly twong tu khdu ma hda. Tuy nhién, cac khoa phu sir dung cho cac vong
lip duoc sir dung theo trat tu nguoc lai: khoa phu sb 16, 15,..., 2, 1 duoc st dung cho céc
vong lap sé 1, 2,..., 15, 16 twong &ng.

b. 3-DES

3-DES hay Triple DES c6 tén day du 1a Triple Data Encryption Algorithm (TDEA) duoc
phét trién tir giai thuat DES bang céch ap dung DES 3 lan cho mdi khéi dir liéu dau vao 64
bit. 3-DES st dung mét bo gom 3 khoéa DES: K1, K2, K3, trong d6 mdi khoa kich thudce hiéu
dung la 56 bit. 3-DES cho phép lua chon cac bd khoa:

- Luya chon 1: ca 3 khéa doc lap, véi tong kich thudc bo khoa 1a 168 bit;

- Lyachon 2: K1 va K2 doc lap, K3 = K1, véi tong kich thudc bo khoa 1a 112 bit;

- Lua chon 3: 3 khda giéng nhau, K1 = K2 = K3, véi tong kich thudc bo khoa 12 56 bit.

Hinh 4.19 biéu dién qua trinh ma hoa va giai ma voi giai thuat 3-DES, trong d6 khau ma
hoa dugc ky hiéu Ia E va khau giai ma dwoc ky hi¢u la D. Theo d6, & bén gui ban rd
(Plaintext) duoc ma hoa bang khoa K1, giai ma bang khoa K2 va ma hoa bang khoa K3 dé
cho ra ban ma (Ciphertext). O bén nhan, qué trinh giai m4 bat dau bang viéc giai ma bang
khoa K3, sau d¢6 ma hoa bang khda K2 va cudi cling giai ma bang khoa K1 dé khdi phuc ban
r8. Uu diém cua 3-DES 1a nang cao duoc d6 an toan nho tang kich thuéc khda. Tuy nhién,
nhuge diém chinh caa 3-DES 12 téc do thuc thi chdam do phai thuc hién DES lap 3 lan cho
maoi khau ma hoa va giai ma.

Decryption

Hinh 4.19. M& héa va giai ma vai gidi thugt 3-DES

4.3.1.3. Gidi thugt ma hoa AES
a. Gigi thigu

AES (Advanced Encryption Standard) 12 mot chuan ma hoa dit liéu duoc Vién Tiéu chuan
va Cong nghé My (NIST) cong nhan nam 2001. AES dugc xdy dung dua trén Rijndael cipher
phét trién va cong bé nam 1998 boi 2 nha mat ma hoc nguoi Bi la Joan Daemen va Vincent
Rijmen. AES la dang ma hoa khéi, véi khéi dir liéu vao co kich thudc 1a 128 bit va khoa bi
mat véi kich thudc cé thé 1a 128, 192, hoic 256 bit. AES dugc thiét ké dua trén mang hoan
vi-thay thé (Substitution-permutation network) va né cé thé cho téc do6 thyc thi cao khi cai dat
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bang ca phan mém va phan cang. Bac biét, giai thuat AES da duoc tich hop vao cac bo vi xu
ly gan day cua hing Intel dudi dang tap l1énh AES-NI, gitp ting dang ké téc do thuc thi cac
thao tac ma hda va giai ma dua trén AES.

AES van hanh dua trén mét ma tran vuong 4x4, dugc goi la state (trang thai). Ma tran nay
goém 16 phan tir, mdi phan tir 1a 1 byte dit liéu. State duoc khoi tri 1a khéi 128 bit ban rd va
qua quéa trinh bién d6i s& chira khdi 128 bit ban ma & dau ra. Nhu da dé cap, AES hd tro 3
kich thuéc khoa va kich thudc cua khoda quyét dinh sé vong lap chuyén di can thuc hién dé
chuyén ban rd thanh ban ma nhu sau:

- 10 vong lap vai khoa 128 bit;

- 12 vong lap vai khoa 192 bit;

- 14 vong lap vai khoa 256 bit.

b. M0 ta khai quat giai thugt

Giai thuat AES cho ma hoa dir liéu, nhu minh hoa trén Hinh 4.20, gém cac budc xir ly
chinh nhu sau:

- Mo¢ rong khoa (Key Expansion): cac khoa vong (Round key) dung trong céc vong lap

duoc sinh ra tir khéa chinh AES str dung thu tuc sinh khoa Rijndael.

Plaintext

o E— AddRoundE ey

SubBytes

ShiftRows

Tpunoy

MixColums

| AddRoundK ey

SubBvtes \

ShiftRows

uo|suedx 3 Aay

MixColums

AddRoundK ey _/

N T-IN punoy )

SubBytes ﬁ\

ShiftRows

AN punoy

> AddRoundK ey

j

Ciphertext

Hinh 4.20. Cdc buoc xu ly ma héa dir liéu cua AES
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- \Vong khéi tao (Initial Round): Thuc hién ham AddRoundKey, trong d6 mdi byte trong
state duoc két hop véi khoa vong st dung phép XOR.
- Céc vong lap chinh (Rounds): C6 4 ham bién ddi dir liéu duoc thyc hién trong mdi
vong, gom:
+ SubBytes: ham thay thé phi tuyén tinh, trong d6 mdi byte trong state duoc thay thé
bang mét byte khac sir dung bang tham chiéu S-box;
+ ShiftRows: ham ddi chd, trong d6 mdi dong trong state duoc dich mét sé budc theo
chu ky;
+ MixColumns: tron cac cot trong state, két hop 4 bytes trong mdi cot.
+ AddRoundKey.
- Vong cudi (Final Round): Twong tu cac vong lip chinh, nhung chi thyc hién 3 ham
bién doi dix liéu, gdom:
+ SubBytes;
+ ShiftRows;
+ AddRoundKey.
c. Mg rong khoa

i lmpuat)
cipher key
I
R osbwweririd
SubByies
10 ronamed
key
Reon “3
ShifiFow

(new approach)

v

[ Chatput)
Subkevsiround ey

Hinh 4.21. Thu tuc sinh khéa Rijndael

Khau mé& rong khéa AES st dung tha tuc sinh khoa Rijndael dé sinh cac khoéa vong
(Round key) cho cac vong lap xtr 1y nhu biéu dién trén Hinh 4.21. Thu tuc Rijndael nhan dau
vao la khoa chinh AES (cipher key) va xuat ra mot khoa vong (Subkey/Round key) sau mdi
vong lap. Mot vong lap caa thu tuc Rijndael gom céc khau:

- Rotword: quay trai 8 bit tirng tir 32 bit tir khoa géc;

- SubBytes: thuc hién phép thay thé st dung bang tham chiéu S-box.
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- Rcon: tinh toan gia tri Reon(i) = xU™) mod x® + x* + 3 + x + 1

- ShiftRow: thuc hién doi chd twong tw ham ShiftRows cua AES.
d. Cac ham xu ly chinh

Ham SubBytes: M&i byte trong ma tran state duoc thay thé boi 1 byte trong Rijndael S-
box, hay bj; = S(a;;) nhu minh hoa trén Hinh 4.22. S-box 1a mét bang tham chiéu phi tuyén
tinh, duoc tao ra bang phép nhan nghich dao mét sb cho trude trong trudng GF(2%). Néu nhu
trong khau méa hoda S-box duoc sur dung thi bang S-box ddo duogc st dung trong khau giai ma.

NN EHEE

Sholf1| F2| s
>

Shol92] 2 Pos

Shp| 911 '33.2@‘_3.3

N [ .
changaaﬂ.ﬂ 1| Fo.2| Sz Sp,0| @0,1| Fo,2| Fo,2
. ShittFows
Shift 18 o) S| & o & 5 81,1/ 81,2/ 81,3 &0
e - ."
Shift 28, 5 az,ll %,2 fz,; Sz 2| F3,3) Fz2,0) F21
L — —
Shift 3855 B, 835 a:-|.:-|| 83 83,0/ B21| T2

02 bl:l.3
1.2 b1,3
> b
2,2 2,3
. 2| Bss
u-F""'.f

& c(x)

Hinh 4.24. Ham MixColumns

Ham ShiftRows: Cac dong cia ma tran state dugc dich theo chu ky sang trai theo nguyén
tac: hang s 0 giir nguyén, hang sb 1 dich 1 byte sang tréi, hang sé 2 dich 2 byte va hang s6 3
dich 3 byte, nhu minh hoa trén Hinh 4.23.

Ham MixColumns: Mdi cot cia ma tran state dugc nhan véi mot da thirc ¢(x), nhu minh
hoa trén Hinh 4.24. Pa thic c(x) = 3x% + X% + x +2.
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aﬂ,l:l bl:l,ﬂ
Bl o dkd
2. fdRoundgy
>
az,l:l bz,l:l
EE,D b?,l:l

Hinh 4.25. Ham AddRoundKey

Ham AddRoundKey: MJi byte ciia ma tran state dugc két hop véi mot byte twong (ng cua
khoa vong su dung phép @ (XOR), nhu minh hoa trén Hinh 4.25.

e. Giai ma
PLAINTEXT A PLAINTEXT
AddRoundKey o AddRoundKey i
i 5 T
P S 1=
E P InvSubBytes
H .
‘g SubBytes ¥ T
8 t = | InvShiftRows
H ShiftRows : :
-4 3 ‘l_ ..........................................
Zz i@ v “2 Z e
3= i &
'C:> fe | wmixCowmns | i |% 'C:)
- AddRoundKey
e g e gl
o i AddRoundKey o 8
O H S) i | InvMixColumns —
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Hinh 4.26. Qua trinh ma hoa va giai ma trong AES

Khau giai ma trong AES ciing gdm cac budc xir 1y twong ty nhu khau ma hoa. Hinh 4.26
biéu din qua trinh m4 hda va giai ma trong AES. Theo d6, ngoai budc Mé rong khda, qué
trinh giai ma gom Vong khai tao (AddRoundKey), Céc vong lap chinh (Decryption round) va
Vong cubi (Last round) dé chuyén khdi ma thanh khéi ro. Biém khac biét chinh cua khau giai
ma so voi khdu mé hoa la cac ham dao duoc su dung, nhu ciac ham dao InvSubBytes,
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InvShiftRows va InvMixColumns twong tng thay cho cac ham SubBytes, ShiftRows va
MixColumns.

4.3.2. Cac giai thuat ma hdéa khoa bat déi xing
4.3.2.1. Khai quét vé ma hoa khoa bdt dai xing

M4 hoa khoa bat ddi xing, doi khi dwoc goi 1a ma hoa khoa cong khai stir dung mét cap
khda cho qua trinh ma héa va giai ma. Trong cap khéa, khda céng khai dugc sir dung cho mé
hoa va khéa riéng duoc sir dung cho giai ma. Chi khoa riéng can giir bi mat, con khoa cong
khai c6 thé pho bién rong rii, nhung phai dam bao tinh toan ven va xac thuc chi thé cua khoa.

Hinh 4.27 minh hoa qué trinh ma hda (Encrypt) va giai ma (Decrypt) st dung ma hoa
khoa bat dbi ximg. Theo d6, ngudi gui (Sender) str dung khda cong khai (Public key) cua
ngudi nhan (Recipient) dé ma hoa ban rd (Plaintext) thanh ban ma (Ciphertext) va gui né cho
ngudi nhan. Nguoi nhan nhan duogc ban ma str dung khoa riéng (Private key) ciia minh dé giai
ma khéi phuc ban rd.

Dic diém ndi bat cua cac hé ma hoa khoa bat déi xang 1a kich thuéc khda 16n, 1én dén
hang ngan bit. Do vay, cac hé ma héa dang nay thuong c6 tée do thuc thi cham hon nhiéu lan
S0 VGi cac hé ma hoa khoa ddi xang voi do an toan twong duwong. Mic du vay, cac hé ma hoa
khoa bat ddi xtiing c6 kha ning dat do an toan cao va wu diém ndi bat nhat 12 viéc quan ly va
phan phdi khoa don gian hon do khoéa cong khai c6 thé phan phdi rong rai.

& Plaintext 4 | Ciphertext | Plaintext
& > Q

Sender Encrypt Decrypt Recipient

Differant keys ara used to
encrypt and decrypt message

) )

Recipient’s Recipient’s
Public Private
Koy Key

Hinh 4.27. M4 hoa va gidi ma trong hé ma hoa bdt doi xing

Céc giai thuat ma hoa khda bat dbi xtng dién hinh bao gém: RSA, Rabin, ElGamal,
McEliece va Knapsack. Trong muc tiép theo ching ta tim hiéu vé giai thuat ma héa RSA —
mot trong céc giai thuat ma hoa khoa dbi ximg duoc st dung rong rai nhat trén thuc té.
4.3.2.2. Gidi thudgt ma hoa RSA
a. Gigi thiéu

Giai thuat ma hoa RSA duogc 3 nha khoa hoc nguoi My 1a Ronald Rivest, Adi Shamir va
Leonard Adleman phat minh nim 1977, va tén giai thuat RSA lay theo chir cai dau cua tén 3
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ddng tac gia. Do an toan cua RSA duya trén tinh khé caa viéc phan tich s nguyén rat 16n, véi
d6 16n c& hang tram chir s6 thap phan. Giai thuat RSA sir dung mét cap khoa, trong d6 khoa
cong khai dung dé ma hoa va khoa riéng dung dé giai ma. Chi khoa rieng RSA can gitt bi mat.
Khoa cong khai ¢ thé cong bd rong réi. Hién nay, cac khoa RSA c6 kich thuéc nho hon 1024
bit dugc coi 12 khéng an toan do téc do cac hé théng may tinh ting nhanh. D& dam bao an
toan, khuyén nghi st dung khéa 2048 bit trong giai doan 2010-2020. Trong twong lai, can st
dung khoa RSA c6 kich thuéc I6n hon, chang han 3072 bit.

b. Sinh khoa

RSA cung cip mét thii tuc sinh cap khoa (khéa cong khai va khoa riéng) tuong dbi don

gian. Cu thé, thu tuc sinh khoa gom cac buéc nhu sau:

- Tao2sé nguyéntb p vag;

- Tinhmodulon=pxq

- Tinh &(n) = (p-1) x (g-1)

- Chon sé e sao cho 0 <e < @(n) va ged(e, @(n)) = 1, trong d6 ham ged() tinh wéc s6
chung 16n nhat cua 2 s6 nguyén. Néu ged(e, @(n)) = 1 thi e va @(n) 1a 2 sé nguyén té
cung nhau.

- Chonsé dsaocho d=e™ mod @(n),

hoac (d x ) mod @(n) = 1
hay d 1a modulo nghich dao cua e.
- Tacd (n, e) 1a khoa cong khai, (n, d) 1a khoa riéng va n con dugc goi la modulo.
c. Ma héa va giai ma

- Mahoa

+ Thong diép ban rd m da dugc chuyén thanh s, vai m < n. Néu thong diép ban rd m
¢6 kich thudc 16n thi duoc chia thanh cac khdi m;, véi mi < n.
+ Banmac=m®modn

- Giaima
+ Banmac,vsic<n
+ Banrd m=c%mod n

d. Vidu
- Sinh khoa:

+ Chon2sdnguyéntbp=3vaq=11

+ Tinhn=pxgq=3x11=33

+ Tinh @(n) = (p-1) x (g-1) =2 x 10=20

+ Chon sé e sao cho 0 < e < 20, va e va @(n) la sé nguyén té cing nhau (&(n) khong

chia hét cho e). Chone =7

+ Tinh(dxe)mod @&n) > (dx7)mod20=1
d=(20 xk +1)/7 > d =3 (k=1)

+ Ta c0: khoa cong khai la (33, 7) va khoa riéng la (33, 3)
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Ma hoa:

+ Voibanrdm =6,

+ c=m°mod n=6"mod 33 = 279936 mod 33 = 30
+ Vaybanmac=30

Giai ma:

+ Voibanméac=30

+ m= c"mod n =30°mod 33 = 27000 mod 33 = 6
+ Vaybanrd m=6.

e. Mét s6 yéu cdu véi qué trinh sinh khéa
Dudi déy liét ké cac yéu cau dat ra véi cac tham sb sinh khoa va khoa dé dam bao sy an
toan cho cap khda RSA. C4c yéu cau cu thé gom:

Y&u cau vai cac tham sé sinh khéa p va q:

+ Céc s6 nguyén to p va q phai duoc chon sao cho viéc phan tich n (n=p x q) la
khong kha thi vé mat tinh toan. p va q nén c6 cung d6 16n (tinh bang bit) va phai 1a
cac s6 da 1on. Néu n cé kich thudc 2048 bit thi p va q nén c6 kich thuse khoang
1024 bit.

+ Hiéu sé p — q khéng nén quéa nho, do néu p — q qua nho, tec p = q va p ~ V7 Nhu
vay, c6 thé chon cac sé nguyén té & gan \n va tht. Khi c6 duoc p, cé thé tinh q va
tim ra d 1a khéa bi mat tir khoa cong khai e va @(n) = (p - 1)(q - 1). Néu p va q dugc
chon ngau nhién va p — q di 16n, kha nang hai s6 nay bi phan tich tir n giam di.

Van dé sir dung s6 mii ma hoa (e) nho: Khi st dung sé6 mit ma hoa (e) nho, chang han

e = 3 ¢0 thé tiang toc d6 ma hoa. Ké tan cong co thé nghe 1én va lay dugc ban mé, tir do

phan tich ban ma dé khoi phuc ban rd. Do sé mii ma hoa nho nén chi phi cho phan tich,

hodc vét can khong qua Ién. Do vay, nén st dung sé mii ma hda e da I6n va thém
chudi ngau nhién vao khéi rd trude khi ma hda dé giam kha nang bi vét can hodc phan
tich ban ma.

Van dé str dung s6 mii giai ma (d) nho: Khi sir dung s6 mii giai mé (d) nho, c6 thé ting

téc d6 giai ma. Néu d nho va ged(p-1, g-1) ciing nho thi d ¢d thé tinh dugc twong ddi

dé dang tir khda cong khai (n, €). Do vay, dé dam bao an toan, nén sir dung sé mii giai

méa d du lon.

4.4. CAC HAM BAM
4.4.1. Khai quéat vé ham biam
4.4.1.1. Gidi thigu
Ham bam (hash function) 1a mot ham toan hoc h c6 téi thiéu 2 thudc tinh:

Nén (Compression): h 1a mot anh xa tir chudi dau vao x cé chiéu dai bat ky sang mot
chudi dau ra h(x) c6 chiéu dai cé dinh n bit;

D& tinh toan (Ease of computation): cho truéc ham h va dau vao x, viéc tinh toan h(x)
la dé dang.
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Messane

Drata of Arbitrary
Length

e T

U

Fixed Length Hash

(Digest) eB83aalb24c08..

Hinh 4.28. M6 hinh nén thdng tin cia ham bam

Hinh 4.28 minh hoa mé hinh nén théng tin ctia ham bam, theo d6 thong diép (Message)
dau vao voi chiéu dai tiy v di qua nhiéu vong xir Iy ciia ham bam dé tao chudi rat gon, hay
chudi dai dién (Digest) c6 kich thudc ¢ dinh ¢ dau ra.

4.4.1.2. Phén logi

C6 thé phan loai cic ham bam theo khoa sir dung hoic theo chirc niang. Theo khoa sir
dung, cdac ham bam gom 2 loai: ham bam khéng khéa (unkeyed) va ham bam c6 khoa
(keyed), nhu biéu dién trén Hinh 4.29. Trong khi ham bam khong khoa nhan dau vao chi la
thong diép (dang h(x), véi ham bam h va thong diép x), ham bam c6 khoa nhan dau vao gom
thong diép va khoa bi mat (theo dang h(x, K), v4i ham bam h va thong diép x va K la khoa bi
mat). Trong cac ham bam khong khoa, cac ma phat hién sira d6i (MDC — Modification
Detection Code) duoc s dung rong rai nhat, bén canh mot sé6 ham bam khong khoa khac.
Tuong tu, trong cac ham bam c6 khoa, cd&c ma xac thuc thong diép (MAC - Message
Authentication Code) dugc sir dung rong rai nhat, bén canh mot sé6 ham bam c6 khoa khac.

hash functions

unkeyed keyed
"Getecion other other authentication
_(MDCs),_ applications  applications (MACs)

Hinh 4.29. Phan loai cdc ham bam theo khéa sir dung

Theo chtic niang, c6 thé chia cac ham bam thanh 2 loai chinh:

- M4 phét hién stra d6i (MDC - Modification Detection Code): MDC thudng duoc sir
dung dé tao chudi dai dién cho thong diép va dung két hop véi cac ki thuat khac (nhu
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chit ky s6) dé dam bao tinh toan ven cua thong diép. MDC thudc loai ham bam khéng

khéa. MDC gém 2 loai nho:

+ Ham bam mot chidu (OWHF - One-way hash functions): Vi ham bam mét chiéu,
viéc tinh gia tri bam la dé dang, nhung viéc khoi phuc thong diép tir gia tri bam la
rat kho khan;

+ Ham bam chéng dung d6 (CRHF - Collision resistant hash functions): Vi ham bam
chbng dung do, s& 1a rat kho dé tim duoc 2 thong diép khac nhau nhung c6 cung gia
tri bam.

- Ma& xac thyc thong diép (MAC - Message Authentication Code): MAC ciing dugc
dung dé dam bao tinh toan ven cua thong diép ma khdng can mét ky thuat bd sung nao
khac. MAC la loai ham bam c6 khoa nhu da dé cap o trén, véi dau vao 1a thong diép va
mot khda bi mat.

4.4.1.3. M6 hinh x Iy di# ligu

Hinh 4.30 biéu dién md hinh téng quat xu ly dit liéu cia cac ham bam. Theo d6, thong
diép dau vao véi do dai tuy ¥ (arbitrary length input) di qua ham nén 13p nhiéu vong (iterated
compression function) dé tao chudi dau ra c6 kich thudc cb dinh (fixed length output). Chudi
nay di qua mot khau chuyén dbi dinh dang tily chon (optional output transformation) dé tao ra
chudi bam két qua (output).

Hinh 4.31 m ta chi tiét qua trinh xu ly dix liéu ciia cac ham bam. Theo d6, qua trinh xir 1y
goém 3 budc chinh: (1) tién xu 1y (preprocessing), (2) xt |y lap (iterated processing) va (3)
chuyén doi dinh dang. Trong budc tien xir 1y, thong diép dau vao x trude hét dugc ndi dudi
thém mot s6 bit va kich thuéc khéi, sau d6 chia thanh cac khdi cd kich thudce xac dinh. Két
qua ciia budc nay la t khdi dir liéu c6 cung kich thuéc c6 dang X = XiXz...x; 1am dau vao cho
bude 2. Trong budc 2, ting khdi dir liéu x; duoc xu ly théng qua ham nén f dé tao dau ra la H;.
Két qua cua budc 2 la chudi dau ra H; va H; dugc chuyén doi dinh dang boéi ham g dé tao
chudi gia tri bam hét qua h(x).

arbitrary length input

iterated
compression
function

fixed length
output

Y optional output
':|':| transformation

output

Hinh 4.30. M6 hinh téng quat x:# ly dz liéu ciia ham biam
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original input =
hash function

preprocessing

¥

append padding bits
B

append length block

formatted
inputz = w120 - - 2y

iterated processing

compression
function f

&Ii

Y

Y
-~

Hi Ho =1V
H,

¥
output h{zx) = g(H,)

Hinh 4.31. M6 hinh chi tiét xt ly diz ligu cia ham bam

4.4.2. Mgt s6 ham bim thong dung
Céac ham bam thong dung gigi thiéu trong muc nay déu la cac ham bam khong khoa, gom
cac ho ham bam chinh nhu sau:

- Ho ham bam MD (Message Digest) gdom cac ham bam MD2, MD4, MD5 va MD6.

- Ho ham bam SHA (Secure Hash Algorithm) gdm cic ham bam SHAO, SHA1, SHA2
va SHA3.

- M5t s6 ham bam khac, gém CRC (Cyclic redundancy checks), Checksums, ...

Céac muc con tiép theo ciia muc nay giGi thiéu 2 ham bam da va dang duoc sir dung rong
rdi nhat 1a ham bam MD5 va SHAL.

4.4.2.1. Ham bam MD35
a. Gigi thigu

MD5 (Message Digest) 1a ham bam khong khoa dugc Ronald Rivest thiét ké nam 1991 dé
thay thé MD4. Chudi gia tri bam dau ra caa MD5 la 128 bit (16 byte) va thuong duoc biéu
din thanh 32 sé hexa. MD5 dugc sir dung kha rong réi trong nhiéu tng dung, nhu tao chudi
dam bao tinh toan ven thong diép, tao chudi kiém tra 13i, hodc kiém tra tinh toan ven dit liéu
(Checksum) va ma hda mat khau trong cac hé diéu hanh va céc ung dung. MD5 hién nay
duoc khuyén nghi khdng nén sir dung do né khong con du an toan. Nhiéu diém yéu cia MD5
da bi khai thac, nhu dién hinh MD5 bi khai thac béi ma doc Flame vao nam 2012.

b. Qué trinh xut Iy thong diép
Qua trinh xur 1y thong diép cia MD5 gém 2 khau 1a tien xi ly va cac vong lap xi ly. Cu
thé, chi tiét vé cac khau nay nhu sau:
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- Tién xtr 1y: Thong diép duoc chia thanh cac khbi 512 bit (16 tir 32 bit). Néu kich thudc
thong diép khdng 1a boi s6 cua 512 thi ndi thém sé bit con thiéu.
- Céc vong lap xu ly: Phan xir ly chinh caa MD5 lam viéc trén state 128 bit, chia thanh 4

tir 32 bit (A, B, C, D):

+ Céactur A, B, C, D duoc khai tri bang mét hang ¢ dinh:

+ Tung phan 32 bit cua khbi ddu vao 512 bit dugc dua dan vao dé thay doi state;

+ Qué trinh xur ly gém 4 vong, mdi vong gom 16 thao tac twong tu nhau.

+ Mai thao tac gom: Xur Iy bai ham F (4 dang ham khac nhau cho mdi vong), Cong
modulo va Quay trai. Hinh 4.32 biéu dién luu do xir ly cua mét thao tac cua MDS5,
trong d6 A, B, C, D 1a cac tir 32 bit cua state, Mi: khéi 32 bit thong diép dau vao, Ki
la 32 bit hang khac nhau cho mdi thao tac, <<<s la thao tac dich trai s bit, HH biéu
dién phép cong modulo 32 bit va F 1a ham phi tuyén tinh.

A B C D
-
v
Mi+E3
v
Ki—PEH
¥
BR
.
L
S N
‘ A B C D

Hinh 4.32. Luu dé xir Iy mét thao tac cia MD5
Ham F gom 4 dang dugc dung cho 4 vong lip. Cu thé, F ¢6 cac dang nhu sau:
F(B,C,D)= (B AC) v (—B A D)
G(B,C,D)=(B AD)v(CA-D)
H(B,C,D)=B®C ® D
I(B,C,D)=C @ (B v —D)

trong d6, cac ky hiéu ®, A, v, — biéu dién cac phép toan 16 gic XOR, AND, OR va NOT
tuong ang.
4.4.2.2. Ham bam SHA1I
a. Gigi thiéu

SHA1 (Secure Hash Function) duoc Co quan mat vu My thiét ké nam 1995 dé thay thé
cho ham bam SHAO. Chudi gia trj bam dau ra cia SHAI c6 kich thudc 160 bit va thuong
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duoc biéu dién thanh 40 sb hexa. Tuong tw MD5, SHA1 dugc st dung rong rdi dé dam bao
tinh xac thuc va toan ven thong diép.
b. Qua trinh xu Iy thong diép
SHA1 sir dung thu tuc xir Iy thong diép twong tw MD5, ciing gdm 2 khau 1a tién xi ly va
cac vong lap xiz 1y. Cu thé, chi tiét vé cac khau nay nhu sau::
- Tién xtr 1y: Thong diép duoc chia thanh cac khbi 512 bit (16 tir 32 bit). Néu kich thudc
thong diép khdng 1a boi s6 cua 512 thi ndi thém sé bit con thiéu.
- Céc vong lap xir ly: Phan xir ly chinh cia SHAL 1am viéc trén state 160 bit, chia thanh
5 tir 32 bit (A, B, C, D, E):
+ Céactur A, B, C, D, E duoc khoi tri bang mot hang cé dinh;
+ Tung phan 32 bit cia khdi dau vao 512 bit duoc dua dan vao dé thay doi state;
+ Qué trinh xir Iy gdm 80 vong, mdi vong gdm cac thao tac: add, and, or, xor, rotate,
mod.
+ M&i thao tac gom: Xir ly béi ham phi tuyén tinh F (c6 nhiéu dang ham khac nhau),
Cong modulo va Quay trai. Hinh 4.33 biéu dién luu do xur ly cia mot thao tac caa
SHAL, trong d6 A, B, C, D, E la cac tir 32 bit cua state, Wy: khdi 32 bit thong diép
dau vao, K, la 32 bit hang khac nhau cho mdi vong, <<<n la thao tac dich trai n bit,
HH bidu di&n phép cong modulo 32 bit va F 1a ham phi tuyén tinh.

A
g

A B C D E
Hinh 4.33. Luu do xir Iy mét thao tac cia SHAL
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4.5. CAU HOI ON TAP

1)
2)
3)
4)
5)
6)
7)
8)
9

Ma héa théng tin la gi? Néu vai tro ciia ma hoa.

M6 ta cac thanh phan caa mot hé ma hoa.

M0 ta cac phuong phap ma hoa dong va ma hoa khoi.

Néu cac irng dung cua mé hoa.

M0 ta phuwong phap ma héa thay thé (substitution).

Mo ta phuong phap ma héa hoan vi (permutation).

MO0 ta phuong phap ma hoa XOR.

V& so d6 hoat dong va néu cac dic diém hé ma hoa khoa d6i xing.

V& so d6 hoat dong va néu cac dic diém hé ma hoa khoa bat d6i xing.

10) Néu cac dic diém va mo ta cac budc xu ly dit liéu caa giai thuat ma héa DES.

11) Néu cac dic diém va mo ta cac budc xu ly dir liéu caa giai thuat ma hoa AES.

12) Néu cac dic diém, thu tuc sinh khda, ma hoa va giai ma cua giai thuat ma hoa RSA.

13) Néu cac yéu cau dam bao an toan cia qua trinh sinh khéa RSA.

14) Néu cac dic diém va mo ta cac budc xu ly dir liéu caa giai thuat bam MD5.

15) Néu cac dic diém va mo ta cac budc xu 1y dir liéu cua giai thuat bam SHALI.

-05-



Bai giang Co sé an toan théng tin Chuong 5. Cadc ky thugt & cbng nghé dam bao ATTT

CHUONG 5. CAC KY THUAT VA CONG NGHE PAM BAO
AN TOAN THONG TIN

Chuong 5 gidi thiéu khai quat vé diéu khién truy nhdp, cdc co ché diéu khién truy nhdp va
mét sé cong nghé diéu khién truy nhdp diroc sir dung trén thuc té. Phan tiép theo cia chirong
gidi thiu vé rrong lira — mét trong cac ky thudr diroc sir dung rdt phé bién trong dam bdo an
toan cho hé théng may tinh va mang. Phdn cudi cia chiong gidi thiéu vé cac hé thong phat
hién va ngdan chdn xam nhdp va cac cdng cu ra quét phan mém déc hai.

5.1. PIEU KHIEN TRUY NHAP
5.1.1. Khai niém diéu khién truy nhap

Diéu khién truy nhap (Access control) 1a qua trinh ma trong d6 ngudi dung duoc nhdn
dang va trao quyén truy nhap dén céc théng tin, cac hé thong va tai nguyén. Mot hé thng
diéu khién truy nhap cé thé duoc cau thanh tir 3 dich vu: Xac thuc (Authentication), Trao
quyén, hoic cap quyén (Authorization) va Quan tri (Administration).

Xac thuc 1a qué trinh xac minh tinh chén thuc cua cac thong tin nhan dang ma nguoi dung
cung cap. Pay 1a khau dau tién can thuc hién trong mot hé thong diéu khién truy nhap. Can
nhé rang, xéac thuc chi cé kha niang khang dinh cac théng tin nhan dang ma ngudi ding cung
CAp ton tai trong hé thong ma thuong khong thé xac minh chi thé thuc su cua thong tin do.
Sau khi nguoi dung da duoc xac thuc, trao quyén xic dinh cac tai nguyén ma nguoi ding
dugc phép truy nhap dya trén chinh sach quan tri tai nguyén cua co quan, t6 chic va vai trd
ctia nguoi dung trong hé thong.

Quan tri la dich vu cung cap kha nang thém, bot va sira doi cac thdng tin tai khoan nguoi
dung, ciing nhu quyén truy nhap cua ngudi dung trong hé théng. Mac du quan tri khéng truc
tiép tham gia vao qua trinh xac thyuc va trao quyén cho ngudi ding, quan tri 1a dich vy khéng
thé thiéu trong mot hé thong diéu khién truy nhap.

Muc dich chinh caa diéu khién truy nhap 1a ¢é dam bao tinh bi mat, toan ven va sin dung
hodc kha dung cua théng tin, hé théng va céc tai nguyén. Pay ciing 13 cac yéu cau dam bao an
toan thdng tin va hé théng thong tin da dé cap trong CHUONG 1.

5.1.2. Cac bién phap diéu khién truy nhap

Céc bién phap hay co ché (mechanism) diéu khién truy nhap 1a cac phuong phép thuc hién
diéu khién truy nhap, gom 4 loai chinh: Diéu khién truy nhap tuy chon — Discretionary Access
Control (DAC), Biéu khién truy nhap bat bugc — Mandatory Access Control (MAC), Diéu
khién truy nhap dua trén vai tro — Role-Based Access Control (RBAC) va Diéu khién truy
nhap dua trén luat — Rule-Based Access Control.

5.1.2.1. Piéu khién truy nhdp tup chen

Diéu khién truy nhap tuy chon (con goi 1a tiy quyén) duoc dinh nghia 1a cac co ché han
ché truy nhap dén cac ddi tuong dua trén thdng tin nhan dang caa cac chu thé, hoic nhém cua
cac chu thé. Céac thong tin nhan dang chu thé (con goi 1a cac nhan to - factor) cé thé gom:

- Ban laai? (CMND, bang lai xe, van tay,...)
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- Nhitng céi ban biét (t&n truy nhap, mat khau, s6 PIN...)

- Bancd gi? (Thé ATM, th¢ tin dung, ...)

Dic diém noi bat cua didu khién truy nhap tuy chon 1a co ché nay cho phép ngudi ding co
thé cap hodc huy quyén truy nhap cho cac ngudi dung khac dén cac déi tuong thudc quyén
diéu khién caa ho. Piéu nay ciing c6 nghia 1a chi s& hitu cta cac déi twong (owner of objects)
13 ngudi c6 toan quyén diéu khién cac dbi twong nay. Chang han, trong mot hé théng nhiéu
ngudi ding, mdi nguoi dung dugc cép 1 thu muc riéng (home directory) va Ia chu s¢ hiru caa
thu muc nay. Ngudi ding c6 quyén tao, stra d6i va x0a cac file trong thu muc cua riéng minh.
Nguoi ding ciing c¢6 kha nang cap hodc huy quyén truy nhap vao céc file cia minh cho cac
nguoi dung khac.

C6 nhiéu ky thuat thuc hién co ché diéu khién truy nhap tuy chon trén thuc té, trong d6 2
ky thuat duoc sir dung rong rai nhat 1a Ma trén diéu khién truy nhdp (Access Control Matrix -
ACM) va Danh sdch diéu khién truy nhdp (Access Control List - ACL). Ma tran diéu khién
truy nhap 14 mot phuong phap thuc hién diéu khién truy nhap thong qua 1 ma tran 2 chiéu
gom cha thé (subject), dbi twong (object) va cac quyén truy nhap, nhu biéu dién trén Hinh 5.1.
Céc ddi tuong, hay khach thé (Objects) 1a cac thuc thé can bao vé, duoc ky hiéu 1a Oy, Oy,
Os,.... Cac ddi twong c6 thé 1a cac file, cac thu myc hay cac tién trinh (process). Cac chu thé
(Subjects) 1a nguoi dung (users), hoic céc tién trinh tac dong Ién cac déi twong, duoc ky hiéu
la Sy, S, Sa,... Quyén truy nhap 1a hanh dong ma chu thé thyuc hién trén déi twong. Cac quyén
bao gom r (read — doc), w (write - ghi), x (execute — thirc hién) va o (own — chu sé hitu).

AR
S1 rw rwxo r rwxo

S2 rw rx rw rwx

S3 r rw rwo rw
Hinh 5.1. M6 hinh ma trén diéu khién truy nhéip

Uu diém cua ma tran diéu khién truy nhap 1a don gian, truc quan, dé sir dung. Tuy nhién,
khi sb luong cac ddi tuong va sb luong cac chu thé 16n, kich thudc cua ma tran s& rat 16n.
Hon nira, quyén truy nhap cua cac chu thé vao cac dbi tuong 1a khac nhau, trong d6 mot sd
chu thé khéng c6 quyén truy nhap vao mot s ddi twong, va nhu vay 6 nhé chira quyén truy
nhap cua chu thé vao d6i twong 1a réng. Trong ma tran diéu khién truy nhap c6 thé ton tai rat
nhiéu 6 réng va diéu nay lam giam hiéu qua st dung bo nhé cia phuong phap nay. Do vay,
ma tran diéu khién truy nhap it duoc sir dung hién nay trén thyc té.

Danh sach diéu khién truy nhap (ACL) 1a mot danh sach cac quyén truy nhap cia mot chu
thé dbi voi mot ddi twong. Mot danh sach diéu khién truy nhap chi ra cac nguoi ding hoic
tién trinh duoc truy nhap vao dbi tuong ndo va cac thao tac cu thé (hay quyén) dugc thuc hién
trén doi tuong d6. Mot ban ghi dién hinh cia ACL c6 dang (subject, operation). Vi du ban ghi
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(Alice, write) cua 1 file c6 nghia 1a Alice c6 quyén ghi vao file d6. Khi chi thé yéu cau truy
nhap, hé diéu hanh s& kiém tra ACL xem y&u cau d6 c6 duoc phép hay khéng. ACL c6 thé
duoc &p dung cho mot hodc 1 nhom ddi tuong.

Profiles ACL
User
space

Files A:RW: B: R AL

| A'R;B:RW; CR K 52;’22'
‘ B: RWX; C: RX \

Hinh 5.2. M6 hinh danh sdch diéu khién truy nhdp

Hinh 5.2 biéu dién mo hinh danh sach diéu khién truy nhap trong khong gian nguoi ding
(user space) va khdng gian nhan (kernel space) to chirc bai hé diéu hanh. Mai file (F1, F2,
F3,...) O mot danh sach diéu khién truy nhap (ACL) cua riéng minh luu trong hd so (profile)
cua file. Quyén truy nhap vao file duoc t6 chic thanh mot chudi gém nhiéu cap (subject,
operation), véi A, B, C 12 ky hiéu biéu dién cha thé (subject) va cac thao tac (operation) hay
quyén gom R (Read - doc), W (Write - ghi), va X (eXecute - thuc hién). Chang han, trong
danh sach diéu khien truy nhap F1(A: RW; B: R) thi chi thé A duoc quyén doc (R) va ghi
(W) déi véi F1, con chu thé B chi ¢ quyén doc (R).
5.1.2.2. Diéu khién truy nhap bt bugc

Diéu khién truy bat budoc (MAC) dugc dinh nghia 14 cac co ché han ché truy nhap dén cac
d6i twong duya trén hai yéu té chinh:

- Tinh nhay cam (sensitivity) cua théng tin chta trong cac ddi twong, va

- Su trao quyén chinh thac (formal authorization) cho céc chu thé truy nhap cac théng

tin nhay cam nay.

Céc thong tin nhay cam thuong dugc gan nhan véi cdc muc nhgy cam (Sensitivity level).
C6 nhiéu phuong phap phan chia cac mic nhay cam cua céc théng tin tly thudc vao chinh
sach an toan théng tin caa cac co quan, to chic. Cac mac nhay cam thuong duoc sir dung
gom:

- Toi mat (Top Secret - T): Puoc &p dung véi thdng tin ma néu bi 16 ¢ thé dan dén

nhiing thiét hai tram trong di voi an ninh quéc gia.

- Tuyét mat (Secret - S): Pugc ap dung véi thdng tin ma néu bi 16 ¢6 thé dan dén mot

loat thiét hai ddi véi an ninh qudc gia.
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- Mat (Confidential - C): Pugc &p dung véi thdng tin ma néu bi 16 c6 thé dan dén thiét

hai ddi vai an ninh quéc gia.

- Khéng phan loai (Unclassified - U): Nhirng thong tin khong gay thiét hai di véi an

ninh quéc gia néu bi tiét 16.

Dic diém ndi bat caa co ché diéu khién truy nhap bét budc 1a né khong cho phép nguoi
tao ra cac ddi twong (thdng tin, hoic tai nguyén) co toan quyén truy nhap cac déi twong nay.
Quyén truy nhap dén cac dbi tugng do nguoi quan tri hé thdng dinh ra trude trén co s chinh
sach an toan thong tin cua té chirc d6. Pay ciing 1a diém khac biét hoan toan véi co ché diéu
khién truy nhap tly chon, trong d6 nguoi tao ra cac déi twong Ia chu sé hitu va cé toan quyén
dbi véi cac dbi teong ho tao ra. Vi du nhu, mét tai liéu duoc tao ra va duge dong dau “Mdt”
thi chi nhitng nguoi ¢6 trach nhiém trong co quan, to chirc méi dugc quyén xem va pho bién
cho ngudi khéc, con ban than tac gia cua tai liu khong duoc quyén phd bién dén nguoi khac.
Co ché diéu khién truy nhap bat bugc thuong dugc st dung phéd bién trong cic co quan an
ninh, quan d6i va ngan hang.

C6 nhiéu ky thuat thyc hién co ché diéu khién truy nhap bat budc, trong 6 mé hinh diéu
khién truy nhap Bell-LaPadula 12 mét trong cac k¥ thudt duoc st dung rong rai nhat. M6 hinh
Bell-LaPadula 12 mé hinh bao mat da cap thudng duoc sir dung trong quan su, nhung no ciing
c6 thé &p dung cho cac linh vuc khéc. Theo md hinh nay trong quan sy, cac tai liéu dugc gan
mot mac d6 bao mat, chang han nhu khong phan loai, mat, bi mat va téi mat. Nguoi ding
cling dugc 4n dinh céc cip d6 bao mat, tly thudc vao nhiing tai liéu ma ho dugc phép xem.
Chang han, mot vi tuéng quan doi ¢ thé dugc phép xem tit ca céc tai liéu, trong khi mot
trung Gy c6 thé bi han ché chi dugc xem cac tai liéu mat va thap hon. Pong thoi, mot tién
trinh chay nhan danh mot nguoi s dung c6 duoc muc do bao mat cia ngudi dung do.

Mie bdo mat

Chi din f !

Proccess Object | I

> —_—— >
3 3 C 4 D
Read O | — — — —
2 B ) | 2 I
— S U— !
Write /

—
—— of =

Hinh 5.3. Mé hinh diéu khién truy nhdp Bell-LaPadula
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M6 hinh Bell-LaPadula st dung nguyén tic “doc xuong” (read down) va nguyén tic “ghi
lén” (write up) dé dam bao an toan trong viéc cap quyén truy nhap cho ngudi dung dén céc
dbi twong. V&i nguyén tic “doc xuong”, mot ngudi dung & mire d6 bao mat k chi c6 thé doc
cac dbi tugng ¢ cuing mirc bao mat hoic thap hon. Vi du, mét vi tuéng cd thé doc cac tai liéu
ctia mot trung Gy, nhung mot trung Gy khdng thé doc cac tai liéu cua vi tudng dé. Nguoc lai,
nguyén tic “ghi 1én” quy dinh, mot nguoi dung & mic d6 bao mat k chi ¢ thé ghi cac ddi
tuong & cling mac bao mat hoic cao hon. Vi du, mét trung Gy cé thé ndi thém mat tin nhan
vao hop thu caa chung cta don vi vé tit ca moi thir 6ng biét, nhung mét vi tudng khong thé
ghi thém mét tin nhin vao hop thu cua trung Gy véi tat ca moi thir ng ay biét vi vi tuéng co
thé da nhin thay céc tai liéu c6 muc bao mat cao ma khong thé duoc tiét 16 cho mét trung dy.

Hinh 5.3 minh hoa viéc thuc hién cac nguyén tic “doc xuong” va nguyén tic “ghi lén”
trong mo hinh Bell-LaPadula. Trong d6, cac tién trinh chay bai nguoi dung (Process) duoc ky
hiéu A, B, C, D, E duoc biéu dién boi cac hinh tron va cac d6i tuong (Object) duoc danh sb 1,
2,3, 4, 5. Miii tén lién nét biéu dién quyén doc (Read), miii tén dat nét biéu dién quyén ghi
(Write) va cac mirc bao mat cho ca tién trinh va ddi tuong duoc danh sb 1, 2, 3, 4. Theo md
hinh nay, tién trinh B c6 muic bao mat 1a 2 chi duoc phép doc cac ddi tuong s6 1 va 2 — 14 cac
dbi twong c6 ciing mac bao mat va thap hon 2. B khong duoc phép doc dbi twong s6 3 do ddi
tugng nay c6 mic bao mat cao hon. Nguoc lai, B ¢6 quyén ghi cac dbi tuong s6 2 va 3 — I
cac ddi tugng c6 cliing muc bao mat va cao hon 2. Tuy nhién, B khong dugce phép ghi ddi
tuong s6 1 do d6i twong nay c6 muc bao mat thap hon.

5.1.2.3. Piéu khién truy nhdp dea trén vai tro

Piéu khién truy nhap duwa trén vai trd (RBAC) cho phép ngudi ding truy nhap vao hé
thdng va théng tin duwa trén vai tro (role) cua ho trong co quan, to chirc d6. Diéu khién truy
nhap dua trén vai tro co thé duoc 4p dung cho mot nhom ngudi ding hoic ting ngudi ding
riéng 1é. Quyén truy nhap vao cic déi tugng trong hé thng duoc tap hop thanh cac nhém “vai
trd” voi cac mic quyén truy nhap khac nhau. Cac vai tro duoc to chirc thanh mot cay theo mo
hinh phan cip ty nhién cua cac co quan, to chuc. Vi du nhu, hé thdng thong tin trong mot
truong hoc chia ngudi dung thanh cac nhém gén sin quyén truy nhap vao cac phan trong hé
thdng nhu sau:

- Nhém Quan Iy dwoc quyén truy nhap vao tat ca cac thong tin trong hé thong;

- Nhom Giao vién duoc truy nhap vao co so dir liéu cac mon hoc, bai béo khoa hoc, cap

nhat diém cac 16p do mdi gi&o vién phu trach;

- Nhom Sinh vién chi duoc quyén xem noi dung cac mdn hoc, tai tai liéu hoc tap va xem

diém caa minh.

Viéc lien két giita ngudi dung va nhém vai trd c6 thé duoc tao lap va huy bo dé& dang va
duoc thuc hién theo nguyén tic: Ngudi dung duoc cip “thé thanh vién” cia cac nhom “vai
tro” trén co sO nang lyc va vai tro, cling nhu trach nhiém cta ho trong mot t6 chuc. Trong
nhom “vai trd”, ngudi dung dugc cip vira di quyén dé thuc hién cac thao tac can thiét cho
cong viée dugc giao. Hinh 5.4 minh hoa mét mo hinh RBAC don gian, trong d6 quyén truy
nhap vao cac dbi twong (PRMS) duoc tap hop thanh cac nhom vai trd (Roles) va viéc cap
quyén truy nhap cac ddi tugng cho nguoi dung (Users) duoc thuc hién thdng qua thao tac gan
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quyén (UA — User Assignment). Viéc cip quyén truy nhap cac déi tuong cho ngudi ding co
thé c6 hiéu luc trong dai han, hoic ciing c6 thé ¢ hiéu luc trong ngan han, nhu theo phién
lam viéc (Session).

{UA) {PA)
User Assign- Permission
ment Assignment

iy '
Scssjaﬂs .S'E.SS!-GH_J"GI’(,’S

Hinh 5.4. Mgt mé hinh RBAC don gian

5.1.2.4. Piéu khién truy nhdp dua trén lugt

Diéu khién truy nhap duya trén luat (Rule-based Access Control) 14 co ché cho phép nguoi
dung truy nhap vao hé théng va thong tin dua trén cac fuit (rules) di dugc dinh nghia trudc.
Cac luat co thé duoc thiét lap dé hé thong cho phép truy nhiap dén cac tai nguyén cia minh
cho nguoi dung thuéc mot tén mién, mot mang hay mot dai dia chi IP. Cac tuong lua
(firewalls), hodc proxies 1a vi du dién hinh vé viéc thuc hién co ché diéu khién truy nhap dua
trén luat. Cac luat thuc hién kiém soat truy nhap st dung céac thong tin trich xuét tir cac goi
tin, thdng tin vé noi dung truy nhap, c¢é thé bao gom:

- Piachi IP nguén va dich cta cac goi tin;

- Phan mo rong cac file dé loc cac ma doc hai;

- Diachi IP hoac cac tén mién dé loc, hoic chin cac website bi cam;

- Tap céc tir khod dé loc cac noi dung bi cam.
5.1.3. Mgt sé cong nghé diéu khién truy nhap

Muc nay trinh bay mét sé cong nghé diéu khién truy nhap dugc tng dung rong réi trén
thuc té. Cac cong nghé diéu khién truy nhap dugc d& cap gom:

- Diéu khién truy nhap dwa trén mat khau (password)

- Piéu khién truy nhap dya trén cac khoa ma (encrypted keys)

- Diéu khién truy nhap dua trén thé thdng minh (smartcard)

- Piéu khién truy nhap dya trén thé bai (token)

- Diéu khién truy nhap dua trén cac dic diém sinh tric (biometric).
5.1.3.1. Piéu khién truy nhdp dea trén mdt khau

Diéu khién truy nhap dwa trén mat khau 1a cdng nghé diéu khién truy nhap duoc st dung
tir 1au va van dang duoc sir dung rong réi do tinh dé dung va ré tién. Thong thudng, mdi ngudi
dung duoc cap 1 tai khoan (account) dé truy nhap vao hé théng. Mai tai khoan nguoi ding
thuong gom 2 thanh té: tén nguoi dung (username) va mat khau (password), trong d6 mat
khau can duogc gitr bi mat. Trong mot s6 hé thong, tén ngudi dung co thé duoc thay thé bang
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dia chi email, s6 dién thoai,... Mat khau cd thé luu trong hé thdng & dang rd (plaintext) hozic
dang méa hoa (encrypted text - thuwong dudi dang gia tri bam).

Tinh bao mat cua diéu khién truy nhap sir dung mat khau dua trén 2 yéu td: (1) a6 kho
doan ctia mat khau va (2) tudi tho caa mat khau. Do kho doan cua mat khau lai phu thugc vao
s6 bo ky tu stir dung trong mat khau va do dai cua mat khau. Nhin chung, mat khau cang an
toan néu cang nhiéu bd ky tu duoc sir dung va co kich thude du Ion. Vai cac tai khoan cua
g dung thong thuong, khuyén nghi nén sir dung ca ky tu in thuong, Ky tu in hoa, chir s6 va
ky tu dic biét trong mat khau véi do dai tir 8 ky tu tro 18n. Theo tudi tho, mat khau gom 3
loai: khdng hét han, c6 thoi han sbng va mat khau st dung 1 1an. Dé dam bao an toan, khuyén
nghi dinh ky d6i mat khau. Khoang thoi gian séng ciia mat khau cé thé duoc thiét 1ap tir 3
thang dén 6 thang phu thudc chinh séch an toan thdng tin cia co quan, t6 chic.

Nhin chung, diéu khién truy nhap dya trén mat khau co d6 an toan thap do ngudi dung co
xu huéng chon cac tir don gian, dé& nhd 1am mat khau. Ngoai ra, mat khau c6 thé bi nghe 1én
khi dugc truyén trén méi truong mang mé nhu Internet. Do vay, dé dam bao an toan, can c6
chinh sach quan ly tai khoan va st dung mat khau phu hop véi ting hé thng cu thé.

5.1.3.2. Piéu khién truy nhdp dea trén cac khoa ma

- .
Certificate @ Certificate @
General | Details | Certification Path | General | Details |Certiﬁﬁtior| Path
3 Show: [<Al|> -
(=) | Certificate Information
Field Valus =
This certificate is intended for the following purpose(s): S' PE— hass
» Ensures the identity of a remote computer ‘gnature fash aigerithm sha .
» Proves your identity to a remote computer Issuer Symantec Class 3 EV 551 CA-... =
»2,16.840,1,113733.1.7.23.6 'v'alid from Thursday, 16 October 2014 7:...
'll'alid to Saturday, 16 July 2016 6:59:5...
Subject www.vietcombank.com.vn, IT ...
*Refer to the certification authority's statement for detailz Public key RSA (2048 Bits)
' Subject Alternative Name DMS MName =www. vietcombank. ..
[l Raic Conatraints Subiert Twne =Fnd Entihy_Dat =

Issped ta:  www. vietcombank. com.vn

CN = www, vietcombank, com.vn -

Ol = IT CENTER
Tssued by: Symantec Class 3EV 55L CA -G3 0 = J0INT 5TOCK COMMERCIAL BANK FOR. FOREIGN TRADE OF VIET
NAM
L = Hanoi
Valid from 16/ 10/ 2014 to 15/ 07/ 2016 e~ b
c -
SERTALNUMBER = 100112437
2.5.4.15 = Private Organization

o

Edit Properties. .. |[ Copy to File... ]

Learn more about certificates Learn more about certificate details

Hinh 5.5. Giao di¢n cia mét chizng chi so khoa céng khai

Diéu khién truy nhap dya trén cac khod ma cho phép dam bao tinh bi mat cua thong tin va
ddng thoi cho phép kiém tra thdng tin nhan dang cia cac bén tham gia giao dich. Mot trong
cac (ing dung rong rai nhat cua khda ma 1a chung chi sé khoa cong khai (Public Key Digital
Certificate). Mot chung chi s6 khoa cong khai thuong gdm 3 thdng tin quan trong nhét:

- Théng tin nhan dang cua chu thé (Subject);

- Khoé cong khai caa chu thé (Public key);
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- Chir ky s6 cua nha cung cap chtng chi sb (Certificate Authority — CA).

Hinh 5.5 la giao dién cua mot ching chi s6 khda cong khai cip cho tén mién
www.vietcombank.com.vn. Chiing chi sé khéa cong khai cé thé dugc st dung dé xac thuc cac
thuc thé tham gia phién truyén thong, dong thoi hd tro trao ddi khoa cho cac khau ma hoa —
giai ma thong diép, nham dam bao tinh bi mat thong diép truyén.

5.1.3.3. Piéu khién truy nhdgp dua trén thé théng minh

The théng minh (Smartcard) la cac thé nhua c6 gin cac chip dién tir voi kha ning tinh
toan va cac thdng tin luu trong thé dwoc ma hoa. Piéu khién truy nhap dua trén thé thong
minh 14 phuong phap c6 d an toan cao do smartcard st dung hai nhan t6 (two-factors) dé xac
thuc va nhan dang cha thé: (1) céi ban c6 (what you have) - thé smartcard va (2) cai ban biét
(what you know) - s6 PIN. Hinh 5.6 12 hinh anh thé thdng minh tiép xdc (a) va thé théng minh
khéng tiép xuc (b).

carte d'assurance maladie

vitale

@) (b)
Hinh 5.6. Thé théng minh tiép xdc (a) va thé khdng tiép xuc (b)

5.1.3.4. Bieu khién truy nhdp dea trén thé bai

Céc thé bai thuong la céc thiét bi cam tay duoc thiét ké nho gon dé cé thé d& dang mang
theo. Khac véi thé théng minh, thé bai duoc tich hgp pin cung cap ngudn nudi. Thé bai co thé
dugc str dung dé luu mat khau, cac thdng tin ca nhan va cac thong tin quan trong khac. Tuong
tu the thong minh, thé bai thuong duoc trang bi co ché xac thyc 2 nhan té, gom thé bai va mat
khau, hoic PIN (thuong dung 1 lan). Uu diém cua thé bai la c6 co ché x4c thuc manh hon thé
théng minh do thé bai c6 CPU véi nang luc xur 1y cao hon va bd nhg Iuu trit 16n hon. Hinh
5.7, Hinh 5.8 va Hinh 5.9 minh hoa mét sé thé bai caa hdng RSA Security, vi dién tir cua
cong thanh toén tryc tuyén Paypal va hé thong ApplePay tich hop vao dién thoai di dong.
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RSA SecurlD

RSA SecurlD’
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RSA SecurlD’
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Hinh 5.7. Mgt sé thé bai (Token) cia hang RSA Security

Hinh 5.9. Hé thang ApplePay tich hop vao dién thogi di déng
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5.1.3.5. Piéu khién truy nhdp dea trén cdc diic diém sinh trdc

Céc ddc diém sinh tric 1a cac dic diém riéng c6 dé nhan dang nguoi ding, bao gom dau
van tay, trong mat, khudn mat, tiéng néi, chix ky tay,... Biéu khién truy nhap sir dung cac dic
diém sinh trac dé nhan dang cha thé 1a phuong phap c6 kha ning cung cip do an toan cao
nhat va cho phép xéac thuc chi thé do cac dic diém sinh tric luon di cung chu thé va kho bi
danh cap hoac 1am gia. Hinh 5.10 minh hoa (a) Khoa van tay, (b) Khe xac thuc van tay trén
laptop va (c) Xac thyuc van tay trén dién thoai thong minh Samsung. Hinh 5.11 minh hoa viéc
quét véng mac dé nhan dang trong mit.

(©

Hinh 5.10. (a) Khda van tay, (b) Khe xac thxc van tay trén laptop va
(c) X&c thuc vin tay trén dién thoai théng minh Samsung

-105 -



Bai giang Co sé an toan théng tin Chuong 5. Cdc ky thudt & cdng nghé dam bao ATTT

¥

Hinh 5.11. Quét véng mac nhdn dang trong mat

Nhuogc diém chinh cua diéu khién truy nhap st dung cac dic diém sinh tric 1a phuong
phap nay yéu cau chi phi dau tu 16n cho céc thiét bi quét, doc va xir 1y cac dac diém sinh trac.
Ngoai ra, phuong phap nay twong d6i cham do thudng lién quan dén xu ly anh — cong viéc
doi hoi khéi lwong tinh toan 16n. Mot van dé khéac can quan tam 1a ty 18 nhan dang sai cao do
¢6 nhiéu yéu t6 nhiéu anh huong.

5.2. TUONG LUA
5.2.1. Gidi thiéu twong lira

Tuong laa (Firewall) 1a mot trong cac ki thuat duoc st dung phd bién nhat dé bao hé
théng va mang cuc bo tranh cic de doa tir bén ngoai. Tuong lira c6 thé 1a mot thiét bi phan
ctng chuyén dung, hoac mé dun phan mém chay trén may tinh. Hinh 5.12 14 hinh anh mot
tuong lira phan cang chuyén dung cua hang Cisco.

[lammaion s

i,
Cisco

L T e o éhw#hﬂw
? g
ctive VPN ggp

Cisco ASA 5505 SERIES

Adariar
aptive Security Appliance

Hinh 5.12. Mét firong liza phan citng chuyén dung cuia Cisco

Dé dam bao hiéu qua bao vé, tudng lira phai mién dich véi céc loai tin cong, xam nhap va
thuong duoc dit & vi tri cong vao caa mang ndi bo co quan hoic té chirc, nhu minh hoa trén
Hinh 5.13. Nho vi tri dat & cong mang, tat ca cac goi tin tir trong ra va tir ngoai vao déu phai
di qua tuong ltra va chi cac goi tin hgp phap duoc phép di qua tuong hra. Viéc xac dinh mot
goi tin 1a hop phap hay khong duogc thuc hién bai thao tac loc (filtering) dua trén céac luat
(rules). Tap céc luat stir dung cho viéc loc cac goéi tin dugc tao ra dua trén chinh séch an ninh
clia co quan, to chiec.
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INTERNET
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Hinh 5.13. Twong lira bdo vé mang gia dinh hodc van phong nho
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Hinh 5.14. Twong lira bao vé cac may chu dich vu

Hinh 5.14 biéu dién so d6 mang trong d6 tuong lira duoc sir dung dé bao vé cac may chu
dich vy email Microsoft Exchange. T4t ca cac két ndi dén hé théng may chii email déu phai di
qua tuong lira. Hinh 5.15 so d6 mang sir dung 2 tudng lira dé bao vé, trong d6 mot tuong hia
phan cimg (Hardware Firewall) dugc sir dung tai cong két néi Internet dé bao vé cac may chu
dich vu (dich vu web, dich vu FTP va dich vu DNS) va mét tuong hra phan mém (ISA
Firewall) dugc sir dung dé bao vé cadc may chu noi bo va cac may tram trong mang LAN cua
co quan, t6 chtrc. Hai tuong lira ¢ chinh sach kiém soét truy nhap va tap luat khac nhau pho
hop voi déi tuegng bao vé khac nhau.
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Front-snd

Exchange

Server Back-end
Exchange
Server

Hinh 5.15. Hé thong furong lira bao vé cac may cha dich vu va may tragm

5.2.2. Céc loai twong lira

C6 nhiéu phuong phap phén loai cac twong hra, chang han nhu dya trén vi tri cac 16p giao
thirc mang va kha niang luu trang thai cua cac két néi mang. Dya trén vi tri cac 16p giao thirc
mang, ¢ thé chia tuong lira thanh 3 loai: tuong lira loc goi (Packet-filtering), cong tng dung
(Application-level gateway) va cong chuyén mach (Circuit-level gateway). Tuong lia loc goi
thuong thuc hién viéc loc cac goi tin IP, theo d6 mét tap, hoac mot nhdm céc luat duoc ap
dung cho mdi goi tin giri di, hodc chuyén dén dé quyét dinh chuyén tiép cac goi tin hop phap,
hay loai bo g6i tin bt hop phép. Cong tng dung, con goi 13 méay chi proxy thuong duoc st
dung dé phat lai Iuu lwong mang & mic tng dung. Cong tng dung thuc hién viéc loc céc yéu
cau, hozc hdi dap (request/response) & C4c giao thuc tng dung phd bién nhu HTTP, SMTP,
FTP,... Céng chuyén mach hoat dong & mirc thip nhét, véi co ché twong tu nhu cic bd chuyén
mach (switch). Hinh 5.16 minh hoa mé hinh tuong lira loc gai (a), cong tng dung (b) va cong
chuyén mach (c).

Vanh dai an ninh

a) Twong hiea loc goi
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Application-level
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Hinh 5.16. 6 hinh tong hia loc goi (a), Cong ing dung (b) va
Cong chuyen mach (c)

200.1.1.10 200.1.1.11

D D Luat twong hra cho ludng di vao
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Hinh 5.17. Twong lira ¢6 trang thai chan géi tin khong thuge két noi dang hoat dong
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Dua trén kha niang luu trang thai cua cac két ni mang, tuong ltra duoc chia thanh 2 loai:
tuong lra cé trang thai (Stateful firewall) va tuong Itra khdng trang thai (Stateless firewall).
Tuong lira ¢6 trang thai c6 kha ning luu trang thai caa cac két ndi mang di qua va duoc lap
trinh dé phan biét cac goi tin thudc vé cac két ndi mang khac nhau. Theo dé, chi nhitng goi tin
thuoc mot két ndi mang dang hoat dong méi duoc di qua tudng lira, con cac goi tin khéc
khong thudc két ndi dang hoat dong s& bi chan lai. Hinh 5.17 minh hoat mét tuong lia cé
trang thai chin cac go6i tin IP gui tir nguoi dung ngoai (Outside User) dén dia chi IP
200.1.1.10 do ching khéng thudc két nbi dang hoat dong. Nguoc lai, tudng lia khong trang
thai thuc hién viéc loc cac goi tin riéng ré ma khdng quan tdm mdi goi tin thuoc vé két ndi
mang nao. Tuong lta dang nay d& bj tan céng boi k§ thuat gia mao dia chi, gia mao ndi dung
g6i tin do tuong lra khdng c6 kha nang nhd cac goi tin di trude thudc cling mot két ndi mang.

5.2.3. Céc ky thuat kiém soat truy nhap
Hau hét cac tuong lua hd trg nhiéu ky thuat kiém soét truy nhap, gom kiém soét dich vy,
kiém soat hudng, kiém soat ngudi ding va kiém soat hanh vi. Cu thé:

- Kiém soat dich vu xac dinh dich vu nao c6 thé duogc truy nhap va thuong duoc thuc
hién théng qua viéc mé hoic dong mot cong dich vu nao d6. Chang han, dé cung cap
dich vu web va cim tat ca cac dich vu khéc, tudng lira mo cong HTTP 80 va HTTPS
443, con dong tat ca cac cong dich vu khac.

- Kiém soat hudng diéu khién huéng duoc phép di cua cac goi tin caa mdi dich vu.
Huéng c6 thé gom ludng tir mang noi bo di ra (outgoing) va ludng tir ngoai di vao
mang nodi b (incoming).

- Kiém soat ngudi ding xac dinh nguoi ding nao dwoc quyén truy nhap va thuong ap
dung cho nguoi dung mang noi bo.

- Kiém soat hanh vi thuc hién kiém soat viéc st dung cac dich vu cu thé. Vi du nhu,
tuong lia ¢ thé dugce cau hinh dé loc loai bo cac thu rac, hoac han ché truy nhap dén
mot bo phan théng tin caa may cha web.

5.2.4. Céc han ché cia twong liva

Mic du tuong lira duoc sir dung rong rdi dé bao vé mang noi bo khoi cac cudc tan cong,
xam nhap, nhung ciing nhu hau hét cac ky thuat va cong cu dam bao an toan khac, tuong lia
cling c6 nhitng han ché. Céc han ché caa tuong lra gom:

- Khong thé chdng lai cc tan cong khong di qua tudng lia. Do co thé 1 cac dang tan
cong khai thac yéu té con ngudi, hoac ké tan cong c6 thé xam nhap truc tiép vao hé
thdng mang noi bd ma khong di qua tuong lia.

- Khéng thé chdng lai cac tin cong hudng dir lidu, hodc tan cong vao céc 15 héng bao
mat ctia cac phan mém.

- Khaéng thé chéng lai cac hiém hoa tir bén trong, nhu tir ngudi ding trong mang ndi bo.

- Khéng thé ngin chan viéc van chuyén cac chwong trinh hoic cac file bi nhidm vi rat
hoic cac phan mém doc hai (thuong ¢ dang nén hoic ma hoa).
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5.3. CAC HE THONG PHAT HIEN VA NGAN CHAN XAM NHAP
5.3.1. Giéi thiéu

Intrusion Detection System Intrusion Prevention System

- ' - V 4 L "\,)}
< Internet < Internet

Attacker
. Firewall

..........

Management

seation Corporate Network Corporate Network

Hinh 5.18. V; tri cac hé thong IDS va IPS trong so' d6 mang

Cac hé thdng phat hién, ngin chin tin cong, xam nhap (IDS/IPS) 1a mot 16p phong vé
quan trong trong cac lép giai phap dam bao an toan cho hé théng théng tin va mang theo md
hinh phong thu c6 chiéu sau (defence in depth). IDS (Intrusion Detection System) Ia hé thdng
phét hién tan cong, xam nhap va IPS (Intrusion Prevention System) Ia hé thong ngin chan tan
cdng, xam nhap. Cac hé théng IDS/IPS c6 thé duoc dat trude hodc sau tuong lra trong mo
hinh mang, tly theo muc dich str dung. Hinh 5.18 cung cap vi tri cac hé thong IDS va IPS
trong so d6 mang, trong d6 IDS thuong duoc két ndi vao bo switch phia sau tudng lira, con
IPS dugc ghép vao giita duong truyén tir cong mang, phia sau tuong lua.

Nhiém vu chinh caa cac hé théng IDS/IPS bao gom:

- Giam sat luu luong mang hoic cac hanh vi trén mot hé théng dé nhan dang cac dau

hiéu cua tan cdng, xam nhap;

- Khi phat hién c4c hanh vi tin cong, xam nhap, thi ghi logs c4c hanh vi nay cho phan

tich b6 sung sau nay;

- Ngin chan hoic ding cac hanh vi tin céng, xam nhap;

- Gui théng bao cho ngudi quan tri vé cac cac hanh vi tin céng, xam nhap da phat hién

duoc.

V& co ban IPS va IDS gidng nhau vé chirc ning giam sat luu lwong mang hoic céc su kién
trong hé thong. Tuy nhién, IPS thuong duoc dit gitta duong truyén théng va cé thé chu dong
ngan chin c4c tan cdng, xam nhap bi phét hién. Trong khi d6, IDS thudong duoc két ndi vao
cac bo dinh tuyén, switch, card mang va cha yéu 1am nhiém vu giam sat va canh bao, khong
¢6 kha ning chi dong ngan chin tan cdng, xam nhap.
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5.3.2. Phan loai
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Hinh 5.19. Cdc NIDS dwoc bo tri dé giam sat phéat hién xam nhdp tgi cong vao
va cho terng phdn doan mang
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Hinh 5.20. Sir dung két hop NIDS va HIDS dé giam sdt leu lwong mang va c&c host

C6 2 phuong phap phan loai chinh cac hé thong IDS va IPS, gom (1) phan loai theo ngudn
dix liéu va (2) phan loai theo phwong phép phan tich dit liéu. Theo ngudn dix liéu, c6 2 loai hé
théng phat hién xam nhap:
- Hé thdng phéat hién xam nhap mang (NIDS — Network-based IDS): NIDS phén tich luu
lwong mang dé phat hién tan céng, xdm nhap cho ca mang hoic mot phan mang.
Hinh 5.19 biéu dién mot so d6 mang, trong d6 cac NIDS duoc bd tri dé giam sét phét
hién xam nhap tai cong vao va cho tirmg phan doan mang.
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- Hé théng phat hién xam nhap cho host (HIDS — Host-based 1DS): HIDS phan tich cac
su kién xay ra trong hé thdng/dich vu dé phét hién tan cong, xam nhap cho hé théng
d6. Hinh 5.20 minh hoa mét so dd6 mang, trong d6 st dung NIDS dé giam sat luu
lwong tai cong mang va HIDS dé giam sét cac host thong qua cac 1DS agent. Mot tram
quan 1y (Management station) dwoc thiét 1ap dé thu nhap cac thong tin tir cac NIDS va
HIDS dé xtr 1y va dua ra quyét dinh cudi cing.

Theo phwong phap phan tich dit liéu, cé 2 ky thuat phan tich chinh, gém (1) phét hién xam
nhap dua trén chr ky, hoac phéat hién su lam dung (Signature-based / misuse intrusion
detection) va (2) phat hién xam nhap dua trén cac bat thuong (Anomaly intrusion detection).
Muc tiép theo trinh bay chi tiét hon vé hai ky thuat phat hién nay.

5.3.3. Céc k¥ thuat phat hién xam nhap
5.3.3.1. Phat hign x&m nhdp dwa trén chiz ky

Phét hién xam nhap dua trén chir ky trude hét can xay dung co so dit liéu céc chit ky, hoic
cac dau hiéu cua cac loai tin cong, xam nhap da biét. Hau hét cac chit ky, dau hiéu duoc nhan
dang va ma hoa thu cong va dang biéu dién thuong gap 1a cac luat phat hién (Detection rule).
Budc tiép theo 1 str dung co so dir liéu cac chit ky de gidm sat cac hanh vi cua hé thdng, hoac
mang, va canh béo néu phat hién chir ky cua tan cong, xam nhap. Hinh 5.21 biéu dién luu do
giam sat phét hién tan cong, xam nhap dya trén chir ky dién hinh.

Uu diém I6n nhat cua phét hién xam nhap dya trén chir ky 1a c6 kha niang phat hién cac
tan cong, xdm nhap da biét mot cach hiéu qua. Ngoai ra, phuong phap nay cho tdc do xu ly
cao, dong thoi yéu cau tai nguyén tinh toan twong déi thip. Nho vay, cac hé thdng phéat hién
xam nhap dua trén chir ky dugc tng dung rong réi trong thuc té. Tuy nhién, nhuge diém
chinh cta phuong phap nay 1a khong c6 kha ning phat hién céac tan céng, xam nhap mai, do
chit Ky caa chiing chura ton tai trong co so dit liéu cac chit ky. Hon nita, né ciing doi hoi nhiéu
cdng sic xay dung va cap nhat co so dir liéu chir ky, dau hiéu caa cac tan cong, xam nhap.

Host system or

network sniffer —™ Pre-processing Statistical analysis [

Signature matching

Response Manager [ Alert manager

P

Hinh 5.21. Luu dé giam sat phat hién tdn cdng, xam nhdp dwa trén chiz ky
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5.3.3.2. Phét hién xam nhdp dua trén bét thuwong

Phét hién xam nhap dua trén bit thuong dua trén gia thiét: cac hanh vi tan cong, xam
nhdp thwong c6 quan hé chat ché véi cac hanh vi bar thirong. Qué trinh xay dung va trién
khai mot hé thong phat hién xam nhap dua trén bt thuong gém 2 giai doan: (1) huan luyén va
(2) phat hién. Trong giai doan huan luyén, hd so (profile) cua dbi twong trong ché do 1am viéc
binh thudng duoc xay dung. Dé thuc hién giai doan huin luyén nay, can giam sat déi twong
trong mot khoang thoi gian du dai dé thu thap duoc day dua di liéu md ta cac hanh vi cua dbi
tuong trong diéu kién binh thuong 1am dit liéu huin luyén. Tiép theo, thuc hién huan luyén di
liu dé xay dung mé hinh phét hién, hay hé so caa ddi tugng. Trong giai doan phét hién, thuc
hién giam sat hanh vi hién tai caa hé théng va canh bao néu c6 khac biét rd nét gitra hanh vi
hién tai va cac hanh vi luu trong hd so cta ddi tugng.
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Hinh 5.22. Gia tri entropy cua IP nguén cua cac goi tin ter luw luong hop phap
(phan gia tri cao, deu) va entropy cua IP nguon cua cac goi tin
ter luewe lrong tan cdng DDoS (phan gia tri thap)

Hinh 5.22 biéu dién gia tri entropy caa IP ngudn cua cac goi tin theo cira s6 truot tir luu
luong binh thuong va entropy cua IP ngudn ciia cac goi tin tir luu lwong tan cdng DDoS. C6
thé thay su khac biét rd nét giira gia tri entropy cua luu lugng binh thuong va luu lugng tan
cong va nhu vay, néu mot ngudng entropy duoc chon phi hop ta hoan toan cé thé phat hién
su xuat hién cua cudc tin cdong DDoS dura trén su thay doi dot bién caa gia tri entropy.

Uu diém caa phat hién xdm nhap dua trén bat thuong 1a ¢6 tiém nang phat hién cac loai
tan cong, xam nhap mai ma khdng yéu cau biét trudc thong tin vé ching. Tuy nhién, phuong
phap nay cd ty 1&é canh bao sai twong dbi cao so voi phuong phap phat hién dya trén chi ky.
Diéu nay lam giam kha nang tng dung thuc té cua phét hién xam nhap dua trén bat thuong.
Ngoai ra, né cling tiéu tén nhiéu tai nguyén hé théng cho viéc xay dung hd so ddi tuong va
phan tich hanh vi hién tai.

5.4. CAC CONG CU RA QUET PHAN MEM PQC HAI
Céc cong cu ra quét vi rat va cac phan mém doc hai (Antivirus software) 1a cac phan mém
c6 kha ning ra quét, bao vé hé thdng khoi vi rat va cac phan mém doc hai khac theo thoi gian
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thuc. Hau hét cac cong cu nay déu cho phép thuc hién 2 ché do quét: quét dinh ky ting phan
hodc toan bd hé thdng cac file va bao vé hé thdng theo thoi gian thuc (Realtime protection).
Chung cho phép giam st tat ca cac thao tac doc/ghi hé thng file dé phat hién cac phan mém
doc hai. Pa sb céng cu ra quét vi rat va cac phan mém doc hai hoat dong dua trén mot co sé
dir liéu cac mau, hoic chit ky cia cac phan mém doc hai da biét. Do vay, dé dam bao an toan
co s6 dir liéu nay phai duoc cap nhat thuong xuyén. Mot sé bo cong cu cho phép quét theo

hanh vi hoac heuristics.

PC status: Protected

- Your PC is being monitored and protected.

—_———

@ Real-time protection: On
@ Virus and spyware definitions:  Up to date

O\ Scan details
Last scan: Today at 7:33 PM (Quick scan)

Scan options:

(® Quick
O Eull

(O Custom

Scan now

Hinh 5.23. Man hinh chinh cuza Microsoft Windows Defender

C6 thé liet ké mot sé cong cu ra quét vi rat va cac phan mém doc hai thong dung, nhu:

Microsoft Security Essentials (Windows 7 tr¢ 1én)

Microsoft Windows Defender (Windows 8 tr¢ 1én) — minh hoa trén Hinh 5.23

Semantec Norton Antivirus
Kaspersky Antivirus
BitDefender Antivirus
AVG Antivirus

McAfee VirusScan

Trend Micro Antivirus
F-secure Antivirus va
BKAYV Antivirus.
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5.5. CAU HOI ON TAP

1) Néu khai niém, cac thanh phan va muc dich cua diéu khién truy nhap.

2) Néu co ché hoat dong cua mé hinh (bién phap) diéu khién truy nhap tay chon (DAC).

3) Néu co ché hoat dong caa md hinh (bién phép) diéu khién truy nhap bit buoc (MAC).

4) Néu co ché hoat dong caa mé hinh (bién phap) diéu khién truy nhap dua trén vai tro
(RBAC).

5) Néu co ché hoat dong cua md hinh (bién phap) diéu khién truy nhap dua trén luat (Rule-
based access control).

6) So sanh 2 k§ thuat thuc hién md hinh diéu khién truy nhap tly chon (DAC): ma tran diéu
khién truy nhap va danh sach diéu khién truy nhap.

7) M0 ta co ché hoat dong caa md hinh bao mat da cap Bell-LaPadula.

8) M0 ta cdng nghé diéu khién truy nhap dwa trén mat khau.

9) Trong cac cong nghé diéu khién truy nhap: dua trén mat khau, khda ma, thé théng minh,
thé bai va cac dic diém sinh trac, cong nghé nao c6 kha ning cho do bao mat cao nhat?
Tal sa0?

10) Tuong ltra 1a gi? Néu vai tro cua tuong lira. Néu cac phuong phap phan loai tuong lua.

11) Néu céc k§ thuat kiém soat truy nhap va cac han ché cia tuong lira.

12) Cac hé théng IDS/IPS 1a gi? Néu cac nhiém vu chinh cua IDS/IPS. IDS va IPS giéng va
khéc nhau & nhitng diém nao?

13) Néu cac phuong phap phan loai IDS/IPS. C6 thé st dung két hop NIDS va HIDS trong
cung mét mang dugc khong?

14) M0 ta va néu vu nhuoc diém cua phuong phap phat hién xam nhap dua trén chix ky.

15) M6 ta va néu uu nhugc diém cia phuong phap phat hién xam nhap dua trén bat thuong.
Tai sao phét hién xam nhap dya trén bat thuong c6 kha ning phat hién cac tin cong xam
nhap méi? Tai sao phat hién xam nhap dya trén bat thuong thudng ¢ ty 1& canh béo sai
cao hon phat hién xdm nhap dya trén chir ky?
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CHUONG 6. QUAN LY, CHINH SACH VA PHAP LUAT
AN TOAN THONG TIN

Churong 6 gidi thidu mét so khai niém co ban trong quan ly an toan thdng tin, van dé danh
gia rui ro an toan thong tin va thyc thi quan ly an toan thong tin. Ngi dung tiép theo dwoc dé
cdp 1a c&c chudn qudn Iy an todn théng tin, trong dé giéi thidu mét sé chudn cua bé chudn
ISO/IEC 27000. Phan cudi ciia chuwong giéi thiéu khai quét vé cac van dé chinh sach, phap
ludt va dao dirc an toan théng tin.

6.1 QUAN LY AN TOAN THONG TIN
6.1.1. Khai quat vé quan ly an toan thong tin

Chung ta bat ¢dau muc nay véi khai niém Tai sdn (Asset) trong linh vuc an toan thong tin,
goi tat 1a Tai san an toan thong tin. Tai san an toan théng tin 1a thong tin, thiét bi, hoic cac
thanh phan khac hd trg cac hoat dong co lién quan dén thong tin. Tai san an toan thong tin co
thé gom:

- Phan cting (may chu, céc thiét bi mang,...);

- Phan mém (hé diéu hanh, cac phan mém may chu dich vu,...); va

- Théng tin (théng tin khach hang, nha cung cap, hoat dong kinh doanh,...).

Khai niém tiép theo 1a Qudn Iy an toan théng tin (Information security management).
Quan ly an toan thdng tin 1a mét tién trinh (process) nham dam bao cac tai san an toan thdng
tin quan trong cia co quan, t6 chirc, doanh nghiép duoc bao vé diy du véi chi phi phi hop.

Quan ly an toan théng tin l1a mot thanh phan rt quan trong trong an toan thdng tin va né
phai tra 161 dugc 3 céu hoi:

1. Nhing tai san nao can duoc bao vé?

2. Nhimg de doa nao co thé c6 dbi vai cac tai san nay?

3. Nhitng bién phap c6 thé thuc hién dé ang phd véi cac de doa d6?

Quan ly an toan théng tin c6 thé gom cac khau: (1) xac dinh rd muc dich dam bao an toan
thong tin va ho so tong hop vé cac rui ro; (2) danh gia rai ro voi ting tai san an toan thdng tin
can bao vé; va (3) xac dinh va trién khai cac bién phap quan ly, k§ thuat kiém soat, giam rui
ro vé mirc chap nhan dugc. Mot diém quan trong can luu y 13, qua trinh quan ly an toan théng
tin can duoc thyuc hién lién tuc theo chu trinh do su thay ddi nhanh chéng cua cong nghé va
moi trudng xuat hién rai ro.
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Risk Analysis
Selection of
Measures

Implement
Measures

IS-Policy
Scope

.

Potential t Effectivey
Effects

Hinh 6.1. Quan hé giira cac khau trong quan ly an toan thdng tin

6.1.2. Panh gia rai ro an toan théng tin
6.1.2.1. Gigi thigu

DPanh gia rui ro an toan théng tin (Security risk assessment) la mot bd phan quan trong cua
van d& quan Iy rai ro an toan thong tin. Theo d6, mdi tai san cua to chirc can dwoc xem xét,
nhan dang cac rai ro ¢d thé co va danh gia muc rui ro. Panh gia rui ro 1a mot trong cac co sé
dé xac dinh muc rai ro chap nhan duogc véi ting loai tai san. Trén co s& xac dinh mac rui ro,
c6 thé dé ra cac bién phap xu ly, kiém soét rai ro trong mac chap nhan dwoc, véi mac chi phi
phu hop.

C6 4 phuong phap tiép can danh gia rai ro: phuwong phap dudng co sé (Baseline
approach), phuong phap khong chinh thuc (Informal approach), phuong phap phan tich chi
tiét rui ro (Detailed risk analysis) va phuwong phap két hop (Combined approach). Tly theo
quy md cua hé thdng théng tin cua don vi va tai san an toan thong tin can dwgc bao vé, don vi
c6 thé xem xét lya chon phuong phap danh gia riii ro cho pha hop.

SECURITY .
RISK ASSESSMENT T d

Hinh 6.2. M6 hinh danh gia rui ro an toan thong tin

6.1.2.2. Cdc phwong phap danh gid riii ro

Phurong phdp danh gid rii ro dwong co sé 13 phuwong phap don gian nhat. Myc dich cua
phuong phap nay la thyc thi cac kiém soat an ninh & mic co ban dya trén cac tai liéu co ban,
c4c quy tac thuc hanh va cac thyc té tot nhat ciia nganh da dugc ap dung. Phuong phap duong
co s& ¢6 uu diém 1a khong doi hoi cac chi phi cho cac tai nguyén bd sung st dung trong danh
gia rai ro chinh thirc va cting nhém céc bién phap c6 thé trién khai trén nhiéu hé théng. Tuy
nhién, nhuoc diém cua né 1a khdng xem xét ki dén cac diéu kién nay sinh céc rai ro ¢ céc hé
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théng cua cac to chic khac nhau. Mot van dé khac caa phuong phap nay 1a mic dudng co sd
duoc xac dinh chung nén c6 thé khong phi hop véi ting to chic cu thé. Néu chon mic qua
cao c6 thé gay ton kém, nhung néu chon mac qua thap cd thé gay mat an toan. Nhin chung,
phuong phap dudng co sé phl hop véi cac td chac véi hé théng cong nghé thdng tin co quy
md nho, c6 ngudn luc han ché.

Phwong phdp khéng chinh thirc 12 phuong phép tiép can danh gia rui ro tiép theo. Phuong
phap khong chinh thirc lién quan dén viéc thuc hién cac ndi dung sau:

- Thuc hién mét s dang phan tich rai ro hé théng céng nghé thong tin cua to chic mot

cach khoéng chinh thtc,

- Su dung kién thac chuyén gia cia cac nhan vién bén trong to chirc, hodc cac nha tu

van tir bén ngoai, va

- Khéng thuc hién danh gia toan dién cac rai ro d6i voi tat ca cac tai san cong nghé

théng tin cua td chuc.

Phuong phap nay c6 uu diém la khong doi hoi cic nhan vién phan tich rai ro c6 céc ky
nang bd sung, nén co thé thuc hién nhanh véi chi phi thap, va viéc ¢ phan tich hé théng cong
nghé thdng tin cua to chic gidp cho viéc danh gia rai ro, 15 hong chinh xac hon va cac bién
phap Kiém soat dua ra ciing phu hop hon phuong phap duong co sé. Phuong phap khong
chinh thite ¢6 cac nhuoc diém 1a:

- Do danh gia rui ro khong duoc thyc hién toan dién nén c6 thé mot rai ro khong duoc

xem xét ky, nén c6 thé dé lai nguy co cao cho t6 chic, va

- Két qua danh gia d& phuc thudc vao quan diém caa cac ca nhan.

Trén thuc té phuong phap khong chinh thie phd hop véi cac to chic véi hé thdng cong
nghé thong tin c6 quy md nhé va vira, ¢6 nguon luc twong ddi han ché.

Phwong phdp phdn tich chi tiét rii ro 1a phuong phap danh gia toan dién, duoc thuc hién
mot cach chinh thirc va duoc chia thanh nhiéu giai doan, bao gom:

- Nhan dang céc tai san,

- Nhan dang cac méi de doa va 16 héng dbi véi cac tai san nay,

- Xac dinh x4c suat xuat hién cac rai ro va cac hau qua cd thé c6 néu rai ro xay ra voi co

quan, to chuc, va

- Luya chon céc bién phap xir ly rai ro dya trén két qua danh gia rui ro cua cac giai doan

trén.

Uu diém cua phuong phép nay 1a cho phép xem xét chi tiét cac rui ro ddi véi hé thong
cdng nghé thong tin caa té chirc, va ly giai rd rang cac chi phi cho cac bién phap kiém soét rui
do dé xuat. Pdng thoi, né cung cip thong tin tt nhat cho viéc tiép tuc quan ly vin dé an ninh
cuia cac hé thong cong nghé thong tin khi chiing duoc nang cap, sira ddi. Tuy nhién, phuong
phap nay c6 2 nhugc diém la:

- Chi phi 16n vé thoi gian, cac ngudn luc va yéu cau kién thic chuyén gia c6 trinh d6

cao, va
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- C6 thé dan dén cham tr& trong viéc dua ra cac bién phap xu ly, kiém soat rai ro phu
hop.
Phuong phap phan tich chi tiét rai ro phil hop véi céc té chie chinh phi cung cap céc dich
vu thiét yéu cho ngudi dan va doanh nghiép, hoic cac té chirc ¢ hé théng cong nghé thong
tin quy md 16n, hoic cac t6 chirc cung cap nén tang ha tang truyén thong cho qudc gia.

Phurong phdp két hop 1a phuong phap tiép can danh gia rui ro cudi ciing. Phuong phap nay
két hop cac thanh phan cua 3 phuong phap dudng co s, khong chinh thic va phan tich chi
tiét, vi cac muc tiéu la cung cip mirc bao vé hop ly cang nhanh cang tbt va sau do6 kiém tra
va diéu chinh céc bién phap bao vé trén cac hé théng chinh theo thoi gian. Phuong phap két
hop dugc thuc hién theo 3 budc:

- Thuc hién phuong phép dudng co sé Vai tit ca cac thanh phan cua hé thong cong nghé

thdng tin cua t6 chuc;

- Tiép theo, cac thanh phan c6 muc rii ro cao, hoic trong yéu duge xem xét danh gia

theo phuong phap khong chinh thrc;

- Cuébi cing hé théng duoc xem xét danh gia toan dién rai ro & muc chi tiét.

Céc uu diém ciia phuong phap két hop 1a viéc bat dau bing viéc danh gia rai ro & muc cao
dé nhan duoc sy ung ho cua cip quan ly, thuan loi cho viéc 1ap ké hoach quan ly an toan
thong tin, ddng thoi c6 thé gitp sém trién khai cac bién phap xu Iy va kiém soét rai ro ngay tur
giai doan dau, cling nhu c6 thé gilp giam chi phi véi da sé cac to chac. Tuy nhién, phuong
phép két hop c6 nhuogc diém 1a néu danh gia & mic cao trong giai doan dau khéng chinh xéac
c6 thé din dén &p dung céc bién phéap kiém soat khdng phu hop, hé théng cé thé gap rui ro
trong thoi gian cho danh gia chi tiét. Noi chung, phuong phap két hop phi hop céc t6 chirc
Vi hé thong cong nghé thong tin quy md vira va lon.

6.1.3. Phan tich chi tiét rii ro an toan thong tin

Phan tich chi tiét rai ro an toan thong tin 1a phuong phap xem xét, phan tich toan dién cac
rai ro caa tirng thanh phan trong hé thong céng nghé thdng tin cia co quan, t6 chic. Phan tich
chi tiét rui ro an toan théng tin gom nhiéu hoat dong duoc chia thanh 9 budc:

1. M@ ta dic diém hé thong
Nhan dang cac méi de doa
Nhan dang cac 16 hong bao mat
Phan tich cac kiém soat
Xac dinh x4c suét rai ro
Phén tich cac anh hudng
Xac dinh cac rai ro

Dé xuét cac kiém soat

© o N o g B~ D

Viét tai liéu két qua phan tich.
Noi dung cu thé timg budc caa phan tich chi tiét rii ro an toan thong tin nhu sau.

Buéc 1: MO ta dic diém hé thong
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- Pau vao: Céc thanh phan cuaa hé thng:
Phan cang, phan mém, giao dién

+

+

Dir liéu va théng tin

+

Con nguoi
Str ménh cua hé théng.

+

- Paura:
+ Ranh gigi va chirc nang hé thng;
+ Tinh trong yéu cua dit liéu va hé théng;
+ Tinh nhay cam
Buréc 2: Nhan dang cac mdi de doa
- Pau vao:
+ Lich sir tan cong vao hé thdng
+ Dir liéu tir cac t6 chuc chuyén vé an toan thong tin
+ Dir liéu tir cac phuong tién thong tin dai chung.
- Paura
+ BA&o céo vé cac mdi de doa ddi véi hé thng
Buée 3: Nhan dang cac 16 hong bao mat
- Pau vao:
+ Céc bdo cdo danh gid rii ro da co
+ Cac nhan xét kiém toan hé thong
+ CA&c yéu cau an ninh, an toan
+ Céc két qua kiém tra an ninh, an toan
- Paura:
+ Danh séch céc 15 hong bao mat tiém tang.
Buréc 4: Phan tich cac kiém soét (control)
- Pau vao:
+ Cac kiém soat hién co
+ Céc kiém soat duoc 1ap ké hoach
- Paura:
+ Danh séch céc kiém soat hién co va duoc 1ap ké hoach.
Buréc 5: Xac dinh xé&c suat rai ro
- Pau vao:
+ Pong co cua cac nguon de doa
+ Kha nang cua de doa
+ Ban chat cua 15 hong bao mat
N

Céc kiém soat hién c6
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- Paura:
+ Panh gia xac suét rai ro.
Buréc 6: Phan tich cac anh huang (lién quan sy vi pham tinh toan ven, san dung va bi mat
cuia céc tai san hé thong)
- Pau vao:
+ Phén tich anh huong st ménh
+ Daénh gia tam quan trong cua tai san
+ Tam quan trong cua di liéu
+ Tinh nhay cam cua dir liéu
- Paura
+ Dénh gia cac anh hudng.
Buwoc 7: Xac dinh cac rui ro
- Pau vao:
+ Kha nang bi mdi de doa khai thac
+ Tam quan trong cua anh huong
+ Su phi hop cua cac kiém soat theo ké hoach, hoic hién c6
- Paura:
+ CA4c rai ro va cac muc rui ro cd lién quan.
Bueéc 8: Bé xuat cac kiém soat
- Pau vao: Khong
- Pau ra: P& xuit cac bién phéap xu ly, kiém soéat rai ro
Bueéc 9: Viét tai ligu két qua phan tich
- Pau vao: Khong
- Pau ra: Bao céo danh gia rui ro.
6.1.4. Thuc thi quan ly an toan théng tin
6.1.4.1. Gidi thigu
Thuce thi quan 1y an toan thong tin 13 budc tiép theo cua khau danh gia rui ro, nham trién
khai, thuc thi cac kiém soat (control) nham dam bao an toan théng tin cho hé théng cong nghé
thdng tin cua td chic. Cac nodi dung chinh caa thyc thi quan ly an toan théng tin gom:
- Thuc thi (Implementation): Thuc thi cac kiém soat, va nang cao y thirc va dao tao an
toan thong tin.
- Thuc thi tiép tuc (Implementation follow-up): Bao tri, kiém tra hop chuan, quan ly
thay doi va xu 1y su ¢d.
Kiém soat (control), dam bao an toan (safeguard), hoic bién phap ddi pho
(countermeasure) 1a cac thuat ngir ¢d thé duoc st dung twong duong, hoic trao ddi cho nhau
trong quan ly an toan thong tin. Kiém soat 1a phuong tién dé quan ly rai ro, bao gém cac
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chinh sach, tha tuc, cac huéng dan, cac thuc té, hodc cau tric to chirc. Kiém soét ¢ thé 1a van
dé quan ly hanh chinh hoac ky thuat, hoac c6 ban chat luat phap.

Cac kiém soat duoc thyc thi trong quan Iy an toan thdng tin c6 thé gom 6 loai:

- Kiém soat quan ly (Management controls)

- Kiém soat van hanh (Operational controls)

- Kiém soat ki thuat (Technical controls)

- Kiém soat hd tro (Supportive controls)

- Kiém soat ngan ngira (Preventive controls)

- Kiém soét phat hién va phuc hoi (Detection and recovery controls).
6.1.4.2. C4c loai kiém soét

Kiém soét quan Iy bao gom cac ngi dung:

- Tap trung vao cac chinh séch, 1ap ké hoach, hudng din va chuan an toan théng tin;

- Céc kiém soat c6 anh huong dén viéc lya chon cac kiém soét van hanh va kiém soét ky
thuat nham giam ton that do rai ro va bao vé sa ménh cuaa to chuc;

- Céc kiém soat tham chiéu dén cac van dé duoc gial quyét thong qua linh vuc quan ly.

Kiém soéat van hanh bao gom céc ngi dung:

- Giai quyét van dé thyc thi chinh xac va sir dung céc chinh séch va chuan an toan théng
tin, dam bao tinh nhat quan trong van hanh an toan thdng tin va khic phuc cac khiém
khuyét van hanh da duoc nhan dang;

- Céc kiém soat nay lién quan dén cac co ché va tha tuc duoc thuc thi chi yéu béi con
ngudi, hon 1a boi hé thong;

- Puoc st dung dé ting curong an ninh cho mot hé thong hoac mot nhém céc hé thong.

Kiém soat kj thudt bao gom cac ngi dung:

- Lién quan dén viéc st dung diing dan cac bién phap dam bao an ninh bang phan cang
va phan mém trong hé thong;

- Bao gom céc bién phép tir don gian dén phuc tap d¢é dam bao an toan cho céc thong tin
nhay cam va cac chirc ning trong yéu caa cac hé thong;

- Mot sb kiém soat ki thuat: xac thuc, trao quyén va thyc thi kiém soat truy nhap,...

Kiém soat h tro 1a cac kiém soat chung ¢ 16p dudi, c6 quan hé véi va duoc sir dung bai
nhiéu kiem soat khac.

Kiém sodt ngan ngira 12 Kiém sot tap trung vao viéc ngin ngira viéc xay ra cac vi pham
an ninh, bang cach khic ché cac nd luc vi pham chinh séch an ninh hozc khai thac cac 16 hong
bao mat.

Kiém soét phat hién va phuc hai 1a kiém soat tap trung vao viéc dap tra vi pham an ninh
bang cach dua ra canh b&o vi pham, hoic cac nd luc vi pham chinh sach an ninh, hoic khai
thac cac 16 hong bao mat, dong thoi cung cap cac bién phap phuc hdi cac tai nguyén tinh toan
bi anh hudng do vi pham an ninh.
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6.1.4.3. Xay dwng ké hoach dim bdo an toan

Ké hoach dam bao an toan (Security plan) 1a mot tai liéu chi rd cac phan viéc s& duoc thuc
hién, cac tai nguyén can sir dung va nhitng ngudi, hoac nhan vién chiu trach nhiém thuc hién.
Muc dich ctia Ké hoach dam bao an toan 1a cung cép chi tiét vé cac hanh dong can thiét dé cai
thién cac van dé da duoc nhan dang trong hd so danh gia rai ro mot cach nhanh chéng. Ké
hoach dam bao an toan nén gom cac thong tin chi tiét sau (theo chuan huéng dan quan ly rai
ro nam 2002 cua NIST):

- Céc rui ro (su ké hop cua tai san/méi de doa/ld hong)

- Céc kiém soat duoc khuyén nghi (tir danh gia rai ro)

- Céac hanh dong wu tién cho mdi rui ro

- Céc kiém soat duogc chon (dua trén phan tich loi ich — chi phi)

- Céc tai nguyén can c6 cho thuc thi cac kiém soat da chon

- Nhan sy chiu trach nhiém

- Ngay bét dau va két thic viéc thuc thi

- Céc yéu cau bao tri va cac nhan xét khac.
6.1.4.4. Ngi dung thgec thi qudn ly an toan thong tin

Nhu di dé cap trong muc 6.1.4.1, viéc thyuc thi quan ly an toan théng tin gdm 2 khau 1a (1)
thirc thi (Implementation) va (2) thuec thi tiép tuc (Implementation follow-up). Khau thyc thi
gom 2 phan viéc 1a thuc thi cac kiém soat, va nang cao y thirc va dao tao an toan thong tin.
Thue thi cac kiém soat 1a phan viéc tiép theo can thuc hién trong ké hoach dam bao an toan
cua tién trinh quan ly an toan thdng tin. Thuc thi cac kiém soat co lién hé mat thiét vai viéc
dao tao ndng cao Y thirc an toan théng tin cho nhan vién ndi chung va dao tao chuyén sau vé
an toan thong tin cho nhan vién an toan thong tin trong t chuc.

Khau thyc thi tiép tuc 1a viéc can lap lai trong chu trinh quan 1y an toan thong tin dé dap
ng su thay ddi trong mdi trudng cdng nghé thong tin va moi truong rai ro. Trong do, cac
kiém soat da duoc thyc thi can duoc giam sat dé dam bao tinh hiéu qua, va bat ky mot su thay
dbi trén hé thdng can duogc xem Xét van dé an ninh va hd so rui ro caa hé thdng bi anh huéng
can dugc xem xét néu can thiét. Giai doan thuc thi tiép tuc bao gdm céc khia canh: bao tri cac
kiém soat an ninh, kiém tra hop chuan an ninh, quan 1y thay ddi va ciu hinh va xt ly cac sy
co.

Bdo tri cac kiém soat an ninh gém cac phan viéc phai dam bao cac yéu cau sau:

- Céc kiém soat duoc xem xét dinh ky dé dam bao ching hoat dong nhu mong mubn;

- Céc kiém soat can dugc nang cap khi cac yéu cau méi duoc phap hién;

- Céac thay di véi hé théng khong duoc ¢ cac anh hudng tiéu cuc dén cac kiém soat;

- Cac mdi de doa mai hoic cac 16 hong da khong trd thanh dugc biét dén.

Kiém tra hop chudn an ninh 1a qua trinh kiém toan viéc quan ly an toan théng tin cua to
chtrc nham dam bao tinh phi hop véi ké hoach dam bao an ninh. Viéc kiém toan c6 thé duoc
thuc hién boi nhan su bén trong hoic bén ngoai té chuc. Can st dung danh séch kiém tra
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(checklist) cac van dé: cac chinh sach va ké hoach an ninh duoc tao ra, cac kiém soét pha hop
dugc lya chon va cac kiém soat duoc sir dung va bao tri phi hop.

Qudn Iy thay déi va cdu hinh 12 tién trinh duoc sir dung dé xem xét cac thay d6i duoc dé
xuat cho hé théng trong qua trinh sir dung. Céac thay doi véi céc hé thong hién c6 1a can thiét
do nhiéu 1y do, nhu hé thdng c6 truc tric, hodc sy xuat hién cua cac méi de doa hoic 16 hong
méi, su Xuat hién cua yéu cau méi, nhiém vu méi,... Cac thay ddi can dugc xem xét ki ludng
ca van dé van hanh, tinh ning va van dé an toan,... Quan Iy cdu hinh lién quan dén viéc luu
vét cac cau hinh cua mdi hé thong khi ching duoc nang cép, thay doi. Viéc nay bao gom danh
sach céc phién ban cua phan cing, phan mém cai dit trong mdi hé thong, va théng tin quan ly
cau hinh hiru ich dé khéi phuc hé thdng khi viéc thay doi hoic nang cap that bai.

Xt Iy cac suw ¢o bao gom cac thu tuc dugc sir dung dé phan tng lai cac sy ¢b an ninh. Xir
ly su ¢6 ¢6 lién quan dén van dé dao tao nang cao Y thic an toan thong tin cho ngudi ding va
dao tao chuyén sau cho chuyén vién an toan thong tin.

6.2. CAC CHUAN QUAN LY AN TOAN THONG TIN
6.2.1. Giéi thigu

Trong cac chuan quan ly an toan thong tin, bo chuan NIST SP 800 cua Vién tiéu chuan va
cdng nghé My va bo chuan quéc té ISO/IEC 27000 dugc tham chiéu va st dung rong réi nhat.
Nhiéu qubc gia, trong d6 c6 Viét Nam da dich va chip thuan nguyén ven mot sé chuan trong
bo chuan qudc té ISO/IEC 27000 lam chuan quan |y an toan thdng tin qudc gia. Trong pham
vi cia mén hoc, muc nay gigi thiéu khai quat vé bo chuan quan ly an toan théng tin ISO/IEC
27000. Chi tiét vé& bo chuan ISO/IEC 27000 va cac bo chuan khac dugce dé cap trong mén hoc
Quan ly an toan théng tin.

Chuan I1SO/IEC 27000: 2009 gidi thiéu khai quéat vé bo chuan ISO/IEC 27000 va dinh
nghia cac thuat ngit va tir vung sir dung cho toan b cac chuan con trong bo chuan 1SO/IEC
27000.

Chuan ISO/IEC 17799 duoc soan thao nim 2000 boi International Organization for
Standardization (ISO) va International Electrotechnical Commission (IEC) Ia tién than cua
ISO 27000. Nam 2005, ISO 17799 duoc chinh sua va tré thanh ISO 17799:2005. Nam 2007,
ISO 17799:2005 duoc ddi tén thanh ISO 27002 song hanh vai 1SO 27001.

Chuan ISO/IEC 27001:2005 chuyén vé hé théng quan Iy an toan théng tin (Information
Security Management System - ISMS). Chuan nay cung cip céc thong tin dé thyc thi cac yéu
cau cua ISO/IEC 27002 va cai dit mot hé thong quan ly an toan thong tin. Trong viéc xay
dung hé théng ISMS, chuin cung cap cac chi tiét cho thyuc hién chu ky Lap ké hoach — Thuc
hién — Giam sat — Hanh dong (Plan-Do-Check-Act). Mot diém can luu y 1a ISO/IEC 27001
chi tap trung vao céc phan viéc phai thuc hién ma khdng chi dan cach thic thuc hién.

Chuan I1SO/IEC 27002 gém 127 diéu, cung cip céi nhin téng quan vé nhiéu linh vuc trong
an toan thong tin. N6 dé ra cac khuyén nghi vé quan ly an toan thdng tin cho nhiing ngudi
thuc hién viéc khai tao, thuc hién va duy tri an ninh an toan trong t chirc caa ho. Chuén nay
duoc thiét ké dé cung cap nén tang co so giup dé ra cac chuan an toan thdng tin cho td chirc
va cac thuc té quan ly an toan théng tin mot cach hiéu qua.
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Chuan ISO/IEC 27005: 2009 chuyén vé quan Iy rai ro cho hé théng quan ly an toan thdng
tin. Chuan nay hd trg ISO/IEC 27001, nhung né khong dé cap dén phuong phap kiém soét rai
ro cu thé.

6.2.2. Chu trinh Plan-Do-Check-Act

@ ®

Do Plan
A

Check Act

® ®
Hinh 6.3. Chu trinh Plan-Do-Check-Act cia ISO/IEC 27001:2005

Chuan ISO/IEC 27001:2005 chuyén vé hé théng quan Iy an toan thdng tin cung cap cac
chi tiét cho thuc hién chu ky Plan-Do-Check-Act gom 4 pha: Plan - Lap ké hoach, Do — Thuc
hién ké hoach, Check — Giam sat viéc thuc hién va Act — Thuc hién cac cai tién, hiéu chinh.
Phan tiép theo la noi dung chi tiét ciia cac pha nay.

Pha Plan gom céc ndi dung:

Dé ra pham vi cua ISMS;

Pé ra chinh sach cua ISMS;

Dé ra hudng tiép can danh gia rai ro;

Nhan dang cac rui ro;

Danh gia rui ro;

Nhan dang va danh gia cac lya chon phuong phap xu ly rii ro;
Lua chon cac muyc tiéu kiém soat va bién phap kiém soét;
Chuan bi tuyén bd, bao co &p dung.

Pha Do gom céc ndi dung:

Xay dung ké hoach xt ly rai ro;

Thuec thi ké hoach xir Iy rai ro;

Thuc thi cac kiém soét;

Thuec thi cac chuong trinh dao tao chuyén mon va giao duc y thic;
Quan ly cac hoat dong;

Quan ly céc tai nguyén;

Thuce thi cac thu tuc phét hién va phan tng lai cac su ¢b an ninh.

Pha Check gém cac noi dung:

Thuc thi cac thu tuc giam sat;
Thuc thi viéc danh gia thuong xuyén tinh hiéu qua caa ISMS;
Thuc hién viéc kiém toan (audits) noi bo vai ISMS;
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- Thuec thi viéc danh gia thuong xuyén véi ISMS bai bo phan quan ly;
- Ghi lai cac hanh dong va sy kién anh huong dén ISMS.

Pha Act gom cac noi dung:

- Thuc hién céc cai tién da duoc nhan dang;

- Thyc hién cac hanh dong stra chira va ngan chan;

- Ap dung céc bai da duogc hoc;

- Thao luan két qua véi cac bén quan tam:;

- Pam bao cac cai tién dat dugc cac muc tiéu.

6.3. PHAP LUAT VA CHiNH SACH AN TOAN THONG TIN
6.3.1. Gi6i thiéu vé phap luit va chinh sach an toan théng tin

Cac chinh sach va phap luat an toan thong tin co vai trd rat quan trong trong viéc dam bao
an toan cho thong tin, hé théng va mang. Trong d6, vai tro clia nhan vién dam bao an toan
thdng tin 1a rat quan trong trong viéc giam thiéu rui ro, dam bao an toan cho thong tin, h¢
théng va mang va giam thiét hai néu xay ra sy c6. Céc nhan vién dam bao an toan cho théng
tin phai hiéu rd nhitng khia canh phap 1y va dao dic an toan thong tin. Theo d6, ho phai ludn
nam vimg moi trudng phap 1y hién tai (Cac luat va cac quy dinh luat phap) va ludn thyuc hién
cdng viéc nam trong khudn khé cho phép caa luat phap. Ngoai ra, can thyuc hién viéc giéo duc
y thirc vé luat phap va dao duc an toan théng tin cho can bd quan ly va nhan vién trong to
chirc, dam bao sur dung dung muc dich cac cong nghé dam bao an toan théng tin.

Chinh sach (Policy - con goi la quy dinh, ndi quy) 1a cac quy dinh vé cac hanh vi chap
nhan dugc cua cac nhan vién trong t6 chirc tai noi 1am viéc. Chinh séch 1a cac "luat" cua to
chuc c6 gié tri thuc thi trong ndi bo, gdm mat tap cac quy dinh va cac ché tai xir phat bat buoc
phai thuc hién. Céc chinh sach, hoic noi quy can dwoc nghién ciu, soan thao ki ludng. Pong
thoi, chinh séch can day du, dung dan va ap dung cong bang véi moi nhan vién. Diém khac
biét gitra luat va chinh sach 1a Luat ludn bat budc, con véi Chinh sach, viéc thiéu hiéu biét
chinh sach 1a 1 cach bao chita chap nhan duoc.

REQU'REMENTS ‘

TRANSPARENCY

sTANDARDS
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Hinh 6.4. Vdn dé tuan thi (Compliance) phap ludt, chinh sach va c&c néi quy, quy dinh

Can c6 phan biét rd rang giita lugt (Law) va dao dirc (Ethic). Luat gdbm nhimg diéu khoan
bit budc hodc cam nhitng hanh vi cy thé. Cac diéu luat thuong dugc xay dyng tir cac van dé
dao duc. Trong khi d6, dao duc dinh nghia nhirng hanh vi x& hoi Chép nhan dugc. Pao dac
thuong dua trén cac dic diém vin hoa. Do d6, hanh vi dao dirc giita cac dan toc, cac nhém
nguoi khéc nhau 1a khéc nhau. Mot s6 hanh vi vi pham dao duc dwoc luat hda trén toan thé
gidi, nhu trom, cudp, cudng dam, bao hanh tré em,... Khac biét gitra luat va dao dac thé hién
& chd luat dugc thyc thi boi cac co quan chinh quyén, con dao dirc khéng dugc thuc thi boi
cac co quan chinh quyén.

Dé céc chinh sach c6 thé dugc ap dung hiéu qua, ching phai dat dugc cac yéu cau sau:

- CO kha ning pho bién rong réi, bang tai liéu gidy hoic dién tir;

- Nhan vién c6 thé xem, hiéu dugc — can thuc hién trén nhiéu ngdn ngit, vi du bang tiéng

Anh va tiéng dia phuong;

- Chinh séach can rd rang dé hiéu — t6 chirc can co cac didu tra/khao sat vé muc do hiéu
biét/nam bat cac chinh sach cua nhan vién;

- Can c6 bién phap dé nhan vién cam két thyc hién — thong qua ky van ban cam két hozc
tick vao 6 xac nhan tuan thu;

- Chinh séch can duoc thuc hién dong déu, binh diang, nhat quan, khéng c6 wu tién véi
bat ky nhan vién nao, ké ca ngudi quan ly.

6.3.2. Luat quéc té vé an toan thong tin

Muc nay dé cap dén mét sb luat va van ban c6 lién quan dén an toan thdng tin cia My va
Chau Au — 1 nhitng nuéc va khu vie da phat trién va ¢ hé thong luat phéap vé an toan thdng
tin tuong d6i hoan thién.

C6 thé noi hé thdng luat phap vé an toan thong tin ciia nugec My kha day di va duoc chia
thanh cac nhom: cac luat toi pham may tinh, céc luat vé sy riéng tu, luat xuat khau va chéng
gian diép, luat ban quyén va luat ty do thong tin. Céc luat vé téi pham may tinh gom:

- Computer Fraud and Abuse Act of 1986 (CFA Act): quy dinh vé cac toi pham lira dao

va lam dung may tinh;

- Computer Security Act, 1987: dé ra cac nguyén tic dam bao an toan cho hé théng may
tinh;

- National Information Infrastructure Protection Act of 1996: 1a ban stra d6i cua CFA
Act, ting khung hinh phat mot s6 t6i pham may tinh dén 20 nam tu;

- USA PATRIOT Act, 2001: cho phép cic co quan nha nudc mot s6 quyén theo dbi,
giam sat cac hoat dong trén mang nham phong chéng khang bé hiéu qua hon;

- USA PATRIOT Improvement and Reauthorization Act: M¢& rong cia USA PATRIOT
Act, 2001, cap cho cic co quan nha nuéc nhiéu quyén han hon cho nhiém vy phong
chéng khung bd.

Céc luat vé sy riéng tu nham bao vé quyén riéng tu ciia ngudi dung, bao vé cac thong tin

ca nhan cua nguoi dung, gom:
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- Federal Privacy Act, 1974: luat Lién bang My bao vé quyén riéng tu ctia ngudi dung;

- Electronic Communications Privacy Act , 1986: luit bao vé quyén riéng tu trong cac
giao tiép dién tu;

- Health Insurance Portability and Accountability Act, 1996 (HIPAA): bao vé tinh bi
mat va an toan cua céc dir liéu y té cua ngudi bénh. T chic, hodc ca nhan vi pham co
thé bi phat d¢én 250.000 USD hoic 10 nam tu;

- Financial Services Modernization Act or Gramm-Leach-Bliley Act, 1999: diéu chinh
céc hoat dong lién quan dén nha nuéc cua cac ngan hang, bao hiém va céc hang an
ninh.

Luat xuat khau va chong gian diép han ché viéc xuat khau cac cong nghé va hé thdng xu

ly thdng tin va phong chéng gian diép kinh té, gom:

- Economic Espionage Act, 1996: phong chéng viéc thuc hién giao dich c6 lién quan
dén bi mat kinh té va céng ngh¢;

- Security and Freedom through Encryption Act, 1999: quy dinh vé cac van dé co lién
quan dén sir dung ma hoa trong dam bao an toan va ty do théng tin.

U.S. Copyright Law la Luat ban quyén cia My, dieu chinh cac van dé c6 lién quan dén
Xuat ban, quyén tac gia cua cac tai liéu, phan mém, bao gom ca céac tai liéu sb. Freedom of
Information Act, 1966 (FOIA) la Luat tu do thong tin néu rd cac ca nhan duoc truy nhap cac
thong tin khdng gay ton hai dén an ninh quéc gia.

Céc t chirc va luat quéc té c6 lién quan dén an toan thong tin, gom:

- Hoi d@éng Chau Au v& chdng toi pham mang (Council of Europe Convention on

Cybercrime);

- Hiép udc vé chong toi pham mang duoc Hoi dong chau Au phé chuan vao nim 2001;

- Hiép woc bao vé quyén so hitu tri tué (Agreement on Trade-Related Aspects of
Intellectual Property Rights (TRIPS)): do Té chic Thuong mai thé giéi WTO chu tri
dam phan trong giai doan 1986-1994;

- Digital Millennium Copyright Act (DMCA): Luat ban quyén sé Thién nién ky.

6.3.3. Luat Viét Nam vé an toan thong tin

Luat an toan théng tin mang dugc Qubc hoi thong qua vao thang 11 nam 2015 va chinh
thire ¢o hiéu luc tir ngay 1/7/2016. Pay 1a co sé phap ly quan trong cho viéc quan ly cac hoat
dong lién quan dén an toan thong tin & Viét Nam. Ngoai Luat an toan thong tin mang, d co
nhiéu vin ban c6 lién quan dén cdng nghé thong tin va an toan thong tin duoc Québc Hoi,
Chinh Phu va cac co quan nha nuéc ban hanh nhu:

- Luat cong nghé thdng tin s6 67/2006/QH11 cua Qudc hoi, ngay 12/07/2006.

- Nghi dinh s 90/2008/ND-CP cua Chinh Phii "Vé chdng thu rac", ngay 13/08/2008.

- Quyét dinh sé 59/2008/QD-BTTTT cua Bo Théng tin va Truyén thdng "Ban hanh

Danh muc tiéu chuan bét budc ap dung vé chi ky sb va dich vu chiing thuc chi ky s6",
ngay 31/12/2008.
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- Quyét dinh 63/QD-TTg cua Thu tuéng CP "Phé duyét Quy hoach phat trién an toan
thong tin sé qudc gia dén nam 2020", ngay 13/01/2010.

- Chi thi s6 897/CT-TTg cua Thi tuéng CP "V/v ting cuong trién khai cac hoat dong
dam bao an toan thdng tin sb", 10/06/2011.

- Thoéng tu s6 23/2011/TT-BTTTT cua B6 TT&TT "Quy dinh vé viéc quan ly, van hanh,
st dung va bao dam an toan thong tin trén Mang truyén sb liéu chuyén ding cua céc co
quan Pang, Nha nudc”, ngay 11/08/2011.

- Nghi dinh sb 77/2012/NB-CP caa Chinh Phu "Sira dbi, bd sung mot sé diéu cua Nghi
dinh s6 90/2008/ND-CP ngay 13 thang 8 nim 2008 cua Chinh phu vé chong thu rac",
ngay 05/10/2012.

- Nghi dinh 72/2013/ND-CP cua Chinh Phu vé& Quan ly, cung cép, st dung dich vu
internet va thdng tin trén mang; quy dinh vé viéc chia sé thong tin trén cac trang mang
xa hoi.

6.4. VAN PE PAO PUC AN TOAN THONG TIN

6.4.1. Su can thiét ciia dao dirc an toan thong tin

Vian dé dao dirc nghé nghiép (Professional ethics) hay quy tac tng xir (Code of conduct)
dugc dé cap trong nganh cdng nghé théng tin ndi chung va an toan thdng tin noi riéng do cac
cong viéc lién quan dén an toan thdng tin ¢ thé lién quan dén céc thong tin nhay cam, nhu
thdng tin, hé thong bi mat qudc gia, thong tin bi mat cua cac co quan, t6 chic, hoic bi mat
cdng nghé, bi mat kinh doanh cua cac cong ty. Néu cac théng tin nhay cam bi ro ri, hoic bi
danh cip va lam dung c6 thé anh huéng nghiém trong dén an ninh qudc gia, hodc anh husng
xau dén cac co quan, to chirc va nguoi ding. Do vay, ngudi lam trong linh vuc an toan théng
tin can c6 hiéu biét vé chinh sach, phap luat va c6 thai d6 va hanh dong dung dan trong khi
thuc thi nhiém vu.

6.4.2. Mt sé b quy tac wng xir trong CNTT va ATTT

Nhiéu to chuc xa hoi nghé nghiép di ban hanh cac quy tic wng xu bat bugc tai noi lam
viéc, nhu véi luat su, bac s§. Néu vi pham nghiém trong cac quy tic tng Xt tai noi lam viéc
c6 thé bi cAm hanh nghé cé thai han, hodc vinh vién. Trong linh vuc ¢6ng nghé thng tin va
an toan thong tin, hién khdng c6 bo quy tic tng xtr bat budc. Mot s t6 chiac xa hoi nghé
nghi¢p nhu ACM (Association for Computing Machinery) va ISSA (Information Systems
Security Association) hop tac dé dé ra cac quy tic (ng xir trong an toan thong tin. Tuy nhién,
Cc4c quy tic (g xtr trong an toan thong tin chi c¢d tinh khuyén nghi do cac t6 chuc trén khdng
c6 tham quyén budc phai thuc hién.

Hiép hoi an toan thong tin Viét Nam di cong bé Bé Qui tic tng xur an toan thong tin vao
dau nam 2015, dwa ra mot sé quy tac va khuyén nghi vé nhiing viéc khong duoc lam cho cac
thanh vién va cac nhan vién cua cac to chirc hoat dong trong linh vuc an toan thng tin.

Vién dao duc may tinh (M$) dua ra Bo Quy tic ung xir 10 diém (Ten Commandments of
Computer Ethics) nhu sau:

1. Khéng duogc sir dung may tinh dé gay hai cho ngudi khac;
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Khong dugc can thiép vao cong viéc cua ngudi Khac trén may tinh;
Khong trom cap céc file trén may tinh ciia nguoi khéc;

Khong duoc sir dung may tinh dé trom cap;

Khong duoc sir dung may tinh dé tao bang chung gia;

Khoéng sao chép hoic sir dung phan mém khdng cé ban quyén;

N o g bk~ w D

Khoéng st dung céc tai nguyén may tinh cta nguoi khac khi khong dugc phép hoac
khong cé bdi thuong thoa dang;

o

Khong chiém doan tai san tri tué cua nguoi khéc;
9. Nén suy nghi vé c&c hau qua x& hoi cua chuong trinh minh dang x4y dung hoic hé
thong dang thiét ké;
10. Nén sir dung may tinh mot cach cé trach nhiém, dam bao sy quan tam va ton trong dén
ddng bao cua minh.
6.4.3. Mot sb véan dé khac
Lién quan dén van dé dao dic trong an toan thong tin, c6 mot s6 van dé khéc can luu y 1a
(1) su khac biét vé van dé dao duc giira c4c nén van hoa, (2) van dé vi pham ban quyén phan
mém va (3) van dé lam dung céc tai nguyén cta co quan, té chic.

Trén thuc té, ¢ sy khac biét kha 16n vé van dé dao duc gitra cac nén vin héa. Trong do,
nhan thic vé van dé dao duc trong sir dung cac tai nguyén cua co quan, to chuc 1a rat khac
biét gitra cac qudc gia ¢6 nén vin hoéa khac nhau. Trong nhiéu trong hop, mét hanh vi dugc
phép caa mot s6 ca nhan trong mot quéc gia lai vi pham quy tic dao dic cua qubc gia khac.
Chang han, hanh vi tiét 1 thong tin ca nhan va dic biét 1a mac thu nhap cua nguoi khac duoc
coi la binh thuong & Viét Nam, nhung day 1a hanh vi vi pham quyén riéng tu & cac nudc phat
trién nhu My va chau Au.

Van dé vi pham ban quyén phan mém la rit nghiém trong, dic biét 13 ¢ cac nude dang
phét trién & chau A va chau Phi. Pa sb nguoi ding cé hiéu biét vé vin dé& ban quyén phan
mém, nhung coi viéc str dung phan mém bat hop phap 1a binh thuong vi nhiéu nudc chua co
quy dinh hodc khdng xu ly nghiém vi pham. Ty Ié vi pham ban quyén phan mém ¢ Viét Nam
hién rat cao, dén khoang 90% do thiéu cac ché tai xu ly vi pham.

Van dé lam dung céc tai nguyén cua cong ty, to chirc xay ra trong ddi phd bién va can c6
cac quy dinh va ché tai dé kiém soat. Mot sb co quan, t6 chirc chwa ¢6 cac quy dinh cim nhan
vién str dung cac tai nguyén cua co quan, t chirc vao viéc riéng. Mot sé don vi khéc co quy
dinh nhung chua duoc thuc thi chit ché va chua c6 ché tai xtr phat nghiém minh. Céc hanh vi
lam dung thuong gap, gom:

- In 4n tai liéu riéng;

- Str dung email ca nhén cho viéc riéng;

- Tai cac tai liéu, file khong duoc phép;

- Cai dat va chay cac chuong trinh, phan mém khong duoc phép;

- Surdung may tinh céng ty lam viéc riéng;
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- Sur dung cac phuong tién lam viéc khac nhu dién thoai cong ty qua muc vao viéc riéng.

6.5. CAU HOI ON TAP

1)
2)
3)
4)
5)

6)

7)
8)

9

Néu khai niém tai san an toan thong tin, khai niém quan ly an toan théng tin. Néu vai tro
va cac khau can thuc hién cua quan ly an toan thong tin.

Dénh gia rai ro an toan thdng tin 12 gi? M6 ta van tit cac phuong phap tiép can danh gia
rui ro an toan thong tin.

MO ta vén tat cac budc cua phan tich chi tiét rai ro an toan thdng tin.

M ta cac loai kiém soét trong thuc thi quan ly an toan théng tin.

M@ ta ndi dung thuc thi quan ly an toan théng tin.

M0 ta vin tat cac chuan ISO/IEC 27000, ISO/IEC 27001, ISO/IEC 27002 va ISO/IEC
27005.

M0 ta chu trinh Plan-Do-Check-Act ciia chuan ISO/IEC 27001.

Phan biét phap luat va chinh sach. Néu céc yéu ciu caa chinh sach c6 thé duoc ap dung
hiéu qua.

MO ta van tat cac van ban luat co lién quan dén an toan thong tin cia Viét Nam.

10) Néu su can thiét cua vin dé& dao dic an toan thong tin. Néu bo qui tic tng xur cua Vién

dao dirc may tinh (My).
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